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Abstract: The emergence of InternetofThings offers 

opportunities for public services to deliver efficient and high-

quality smart services. At present, the IoT-based services 

(IoTbS)are still at an initial stage of the journey to Government’s 

digital transformation. Although the success of 

IoTbSimplementation depends on users' behaviour and their 

willingness to use, little attention has been paid to explore the 

critical quality factors (CQFs) of IoTbSthat may influence the 

usage and performance. This article presents the currentstate of 

IoTbSimplementation and will answer these questions: 1) What 

are the CQFsthat influence the usage and performance of 

IoTbSimplementation?; and2) What are the research types and 

research contribution types in this area? In this study, a 

systematic literature reviewwas performed using specific search 

string to obtain papers recently published from four relevant 

electronic databases. As a result, the systematic search yielded 

10,066 hits and 11 papers were selected presenting CQFs in this 

context. Besides identifying the CQFs, research types and 

contribution types in IoTbSimplementation, this paper reports the 

identified research gaps that have led the author to recommend 

potential future directions on this topic. 
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I. INTRODUCTION 

Governments around the world are beginning to realise 

the benefits of Internet of Things-based Services (IoTbS) 

implementation. TheIoTbS delivers a new value to citizens, 

enhances capabilities, increases service delivery, and solves 

many chronic problems plaguing their management, 

economies, and environment (Group, 2017; Obi, 2017; 

Talavera et al., 2017). Thus, various types of wireless 

technology connected to the Internet are increasing, which 

in turn realises the vision of Internet of Things (IoT). It is 

reported that the latest worldwide spending on the IoT is 

forecasting high growth rate from US$737 billion in 2016 to 

US$1.29 trillion in 2020 (Masse & Beaudry, 2017). In 2018, 

the number of IoT connected devices in use worldwide have 

reached 23.14 billion (Statista, 2018). Governments 

implementing IoTbS may face challenges in ensuring the 

products and services are of better quality with improved 

performance standards. Low quality in services may 

influence the users‟ perceptions, which than can lead to non-

optimal use and high failure rates of the services(Ali et al., 

2017). 
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An unexpected outcome during implementingIoTbS may 

trigger security breaks and physical accidents (Alaa et al., 

2017; Asir, 2016; Hussein et al., 2018; Samant et al., 2017; 

United Nations Department of Economic and Social Affairs, 

2018). To ensure the success of Government‟sdigital 

transformation and to provide guaranteed services, it is 

essential to address the critical quality factors (CQFs) of 

IoTbS. 

Following the work by Petersen, Vakkalanka, and 

Kuzniarz (2015), this paper presents systematic review by 

considering the CQFsthat have been used to gauge the 

IoTbS success implementation andidentifies thefactors that 

need more attention. The findings will be useful for a more 

comprehensive assessment of CQFs. The paper is organised 

into four sections: Section 2 explains the research 

methodology adopted to conduct SLM. Section 3 explains 

the findings and results of the SLM, followed by Section 

4that presents the research conclusions, limitations, and 

suggestions for future research. 

II. REVIEW METHOD 

This study usesSystematic Literature Review (SLR) to 

capture the current state of research relating to IoTbS in 

Digital Government. Compared to traditional literature 

reviews, a SLR offers an approach that assists the 

investigation in great breadth (Petersen et al., 2008). This 

study adopts SLR guidelines by Kitchenham & Charters 

(2007)to identify CQFs that may affect the usage and IoTbS 

performance.  

This SLR aimed to find which of the CQFs have been 

considered and not when validating users' satisfaction, and 

IoTbSperformance. We also identified research types and 

research contributionhave been proposed and have been 

underutilised. The process is adopted from (Ahmad et al., 

2018).Figure 1 presented the main phases of SLR, while 

Table 1 shows details of planning review. 

 

Fig. 1 The Main Phases of SLR 
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Table. 1 Details of Planning Review 

 
 

III. RESULTS AND DISCUSSION 

It can be difficult to determine the keywords that 

contribute to most documents especially when long string 

keyword is used. This research conducted some keywords 

using the SCOPUS database to find which predefined 

keywords contributed the most articles as seen in Figure 2. 

From this diagram, the highest percentage (37.88%) or 50 of 

our returned results were from the ((“IoT” OR “Internet of 

Things”) AND “quality factor”) keyword searches. As it 

would takes a lot of time to conduct a SLR with over 

millions of documents, this useful information described the 

coverage of the final search string and allowed to revise the 

current keywords to be more precise. This research decided 

to focus keywords on „IoT‟, „Internet of Things‟ and 

„quality factor‟ to provide exploration of the particular areas 

that we wanted to map. Figure 3 shows the results removed 

from each stage and the selection of articles. The complete 

list of all articles can be found in Appendix A.  

 

Fig. 2 Keywords used on search engines 

 

Fig. 3 Selection of articles 

RQ1: What are the CQFs that influence the usage and 

performance of IoTbS implementation?  

Larrucea et al., (2017) argued that a new approach to 

standard software engineering techniques needed to resolve 

several issues such as user satisfaction of quality of IoTbS 

 

 

implementation.This approach allows us to map each quality 

factors addressed by DeLone & McLean (2003) as a  
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critical factor for information system success with other 

quality approached proposed by IoT researches.Table 3 

showsthe classification of the CQF addressed by IoT 

researchers. 

 

 

 

Table. 3 Classifications of Critical Quality Factors 

 

This research used the D&M ISSM as a reference 

framework to analyse the most CQF of the presented quality 

model. This model classified three main quality dimensions 

where each dimension contains several quality factors to 

measure. 1) Information quality takes into account many 

factors such as accuracy, timeliness, completeness, 

relevance, consistency, and security. The result shows that 

information quality covered 29.5% of the overall quality 

approaches. The most addressed quality factor in a quality 

model for IoTbS is security. Security is a new critical 

quality factor under information quality. As a non-functional 

quality aspect, security needs to be tuned and should be 

traceable for the IoTbS in order to protect data privacy and 

confidentiality (Kiruthika&Khaddaj, 2015). 2) System 

quality is one of the essential quality dimensions and is 

addressed in 64.1% of the articles. It contains many 

important factors such as usability, functionality, reliability, 

portability, integration, importance, performance efficiency, 

compatibility, maintainability, robustness, interoperability, 

and scalability. Reliability is the most used quality factor as  

seen in Table 3 and is often the primary goal of many of the 

approaches. Reliability has been considered the most critical 

factor in IoT system quality as services are offered across 

Platforms and operate in diverse contexts (D. H. Shin, 

2017). It is also one of the aspects thatneed to be addressed 

at each layer of the IoT architecture (White et al., 2017). 3) 

Service quality is essential in increasing usage as user 

expectations have a substantial effect on overall satisfaction. 

Surprisingly, as seen in Table 3, only 6.4% of the articles 

addressed the importance of service quality dimensions such 

as tangibles, reliability, responsiveness, assurance, and 

empathy. Together these results provide valuable insights 

into other quality factors that determine the success of 

IoTbSimplementation such as trustworthiness, adaptability, 

faults tolerance, throughput, latency, sustainability, and 

auditability (Batista et al. 2018; Hoyos et al., 2016; Singh & 

Tiwari, 2018).  

 

 



 

Analysing the Critical Quality Factors in IOT- Based Service Implementation: A Systematic Evaluation 

2279 
Retrieval Number: A2631109119/2019©BEIESP 

DOI: 10.35940/ijeat.A2631.109119 

Published By: 
Blue Eyes Intelligence Engineering 

& Sciences Publication  

The most frequent CQF applied are maintainability, 

reliability, security, usability, and timeliness as shown in 

Table 3.Table 3 also presents essential factors deemed 

critical to influence user satisfaction and the success of the 

IoTbS implementation but are rarely taken into 

consideration namely, flexibility, integration, consistency, 

tangibles, responsiveness, assurance, and empathy. The 

present research is expected to highlight the use of 

DeLone& McLean Information System Success Model. This 

research also providesa list of quality factors that must be 

taken into considerationwhen implementingIoTbS.  

RQ2: What are the research types and research 

contribution types in this area? 

This study uses the classification structure recommended 

by Wieringa et al. (2006) to characterize the research 

approaches. Table 4 shows the research approach used by 

IoT researchers. The result suggests that more studies on 

experience and opinion papers are needed because IoTbS 

are still at an early and primitive level (Bi et al., 2016; 

Miorandi et al., 2012). Although the use of IoT technology 

is rapidly evolving with many benefits mentioned in the 

paper, very few IoTbS are being developed in industries (L. 

Da Xu, He, & Li, 2014). Most frequent types of research in 

this area have focused on evaluation and validation research. 

This study has identified the need for further research on 

experience reports or opinion papers.Evaluation research is 

the most utilised research facet to determine 

theresearchmodel orresearch method,resulting in less on 

other substitute contribution facets such as metrics, 

processes, and tools.The contribution types of research were 

developed by accessing relevant quality approaches through 

SLR(Abdelmaboud et al., 2015; Oriol, Marco, &Franch, 

2014). Table 5 presents the significant contributions types in 

these selected papers.The model contribution is the most 

common throughout all the research compared to other 

contributions. The contribution of models is useful as it 

allows to explore the quality factor relationships and 

identify challenges. This research also identified the second 

highest research contribution type is method. Method refers 

to an algorithm or a specific approach to improve quality in 

IoTbS. However, there are other contribution types with 

lower scores such as tools, processes, and metrics. 

Interestingly, this result is correlated to a recent study by 

Salahshour, Mehrbakhsh, and Dahlan (2018) in their 

reviewed papers on IS adoption. The authors claim that the 

„actual system use‟ is recorded as the lowest frequency of 

use due to the complexities involved in measuring the 

dependent variables. Since the study on the IoTbS usage is 

low, it affects research contribution because researchers 

need to compare pre and post IoTbS implementation results 

in order to come up with new tools, processes, or metrics.  

Table. 4 Types of Research Approach 

 

Table. 5 Types of Research Contribution 

 

IV. CONCLUSION 

The goal of this SLR was to specify the CQFs in IoTbS. 

The suitable CQFs on user satisfaction is to ensure the 

success of IoTbS implementation in Digital Government. 

This research used the SLR process to identify 11 articles as 

main studies. The answers to the research questions are  

 

 

 

consideredthe primary outcome of this study.Our 

contribution to the research is the potential future research 

directions. Directions for future research have been 

identified based on the results in the previous subsections. 

We believe the results help practitioners to increase the level  
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of user satisfaction and to achieve a successful 

implementation of IoTbS.  

There are some limitations of the study.First, the review 

process of the previous literature could use meta-analysis 

software to examine the potential causal effects and 

interrelationshipbetween them. Second, future research 

could also involve Government IoT Experts in order to 

increase results reliability and validity.  

Appendix A.Complete list of all articles included in the 

SLR study.  

[A1] Tambotoh et al. (2016), [A2] (White, Nallur, & Clarke, 

2017), [A3] (Karkouch, Mousannif, Al Moatassime, & 

Noel, 2016), [A4] (Kiruthika&Khaddaj, 2015), [A5] 

(Banerjee &Sheth, 2017), [A6] (Shin, 2017), [A7] (Bello 

&Zeadally, 2017), [A8] (Hoyos, García-Molina, Botía, 

&Preuveneers, 2016), [A9] (Batista, Kuehne, Frinhani, 

Filho, &Peixoto, 2018), [A10] (Singh & Kumar, 2018), and 

[A11] (Zheng, Martin, Brohman, & Xu, 2014). 
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