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Abstract— Smart Meter Data (SMD) has been considered by
many as sensitive due to many reasons. One of these reasons is
the security issue possessed by the SMD. With the raising
popularity of the smart meter deployment around the world
have raised new issues regarding the security of the SMD.
Attacker with malicious intention and equip with certain
capability can directly inject a false reading to the actual
consumption of the SMD. Because of this reason, the protection
and privacy of SMD have become a consideration in many
researches. In order to protect and secure SMD, it is very
important to understand the pattern of the SMD behavior. The
studied from SMD can expose the past event that happened to
the actual data as any direct manipulation to the SMD. In order
to track any changes to the SMD, this paper has proposed a
Dynamical Behavior Measurement Algorithm (DBMA), which
involves a number of mathematical operations in order to
understand and highlight in graphs the behavior of SMD and
the mechanism of numbers’ changing. The obtained results
from DBMA would be useful to track the SMD if there is any
form of malicious data being injected to the actual SMD thus
can help in enhancing the SMD security. An experimental work
has been conducted where 43200 samples have been tested and
analysed using the proposed DBMA. The analysis evaluation of
this work has been presented in this paper.

Keywords— Dynamical behavior, Smart meter data, Smart
meter data analytics, Time series

L INTRODUCTION

Smart meters have the capabilities to automatically send
the consumer reading information to the utilities provider
using an open network [1]. The SMD included consumer
voltage, current, phase and the power factor in each of specific
time. Not like traditional analogue meter, the smart meter data
can be used in various type of purposed [2-10]. The data can
give important information about the load profile and the
power consumption behavior other related considerations [11-
13] for consumer. With all the data information contain in the
SMD, can give a lot of benefit to the utilities providers in
determining the effective energy tariff structure and the
demand response operation [14] for each of the consumer.

Technically the way smart meter communicate between
each other is by digitally sending information from one meter
to another hop by hop. Because of the way the data move is

the same as computer base communication network, smart
meter also possess the vulnerabilities as normal computer
does. According to [15] not only terrorist that is interested in
inflicting damage to smart grid environment, the beginner
hacker/cracker is lured to experiment their skill in launching
attacks to smart meter environment and one of the popular
attacks is the False Data Injection Attack (FDIA). Authors in
[16] have mentioned that if an attacker failed to breach the
communication line between smart meter, they will be able to
create their own smart meter and physically install the spoof
meter to transmit a false value to manipulate the SMD.

This paper is organized as follows: the proposed DBMA
is in detail presented in Section III. Analysis is explained in
Section IV. In Section V, Discussion has been provided.
Conclusion is drawn in Section VI.

II.  RELATED WORKS

There is a number of research work [17, 18] that had
introduced techniques to be used as defend against FDIA.
Authors in [17] have introduced a statistical method for
detecting FDIA by applying the Kullback—Leibler Distance
(KLD) that analyzed the historical data. The research work in
[18] has proposed an approach to utilize the correlation and
measurement history with the sparse attribute of malicious
attack to detect the FDIAs. Other methods have been used to
protect their original data and smart meters reading
consumption by tracing the dynamic behavior of measured
data so that it can verify if original data that has been tampered
in an unauthorized manner.

There are different methods proposed to perform a
dynamical behavior procedure aiming to understand the
mechanism of numbers that had changed. For example, an
approach by using clustering of electricity consumption
behavior dynamic toward the big data application is presented
in [19]. In this technique the Fast Search and Find of Density
Peaks (FSFDP) is integrated into a divide and conquer
approach toward big data. Time-based Markov model is
implemented to formulate the dynamics of consumer
electricity consumption behavior in both centralized and
distributed clustering process.

Another example was introduced by [20] in which the
author proposed to deduce the user behavior from SMD due
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to user activities in a household. The author used the Non-
Intrusive Load Monitoring (NILM) algorithm to break down
the total of electrical energy used based on SMD reading and
the data recovery mechanism will take place in case of poor
data quality. Then, the NILM algorithm was applied to deduce
the used of appliances from the recovered data. A natural
language generator tool has been developed to convert the
process data into textual report and presenting it as the final
result.

The SMD clustering using consumption indicator
introduced by [21] whereas, in this study, authors have
outlined the SMD application to identify the consumer with
peak system. The consumption variance was used as an
indicator of behavior variability by implementing two
clustering techniques, Hierarchical clustering and Self-
organizing map (SOM). Both approaches is to evaluate the
characteristics of the customer group and to leverage the SOM
to visualization the cluster.

The authors in [22] introduced robust SMD Analysis using
Smoothed Altering Least Squares (SALS) and Dynamic Time
Warping (DTW) approach. The SALS approach will recover
corrupted and missing data by learning spatial-temporal
properties of data and improve the accuracy while the DTW
approach will cluster large-scale daily load curves with
different sampling rate. Thus, using both approach the SMD
are warped non-linearly in the time dimension to determine a
measure of similarity independent of certain non-linear
variations in the time dimension.

Application and analysis of SMD along with RTL SDR
and GNU Radio was proposed by [23]. The author focused on
improving the performance of the system by integrating
Realtek Software Defined Radio (RTLSDR) and GNU radio
along with the smart meter. The efficiency of the setup is
enhanced by monitoring the high frequency Electromagnetic
Interference (EMI) produced by the electrical appliances. EMI
signal will neglect the surrounding noise generated along with
SMD to analyze the mode of operation of each electrical
appliance.

In [24], the SMD analytics for optimal customer selection
in demand response (DR) program uses the real data. DR
program, “Time of Use (ToU)” help to improve generation
capacity when load demand increase. The SMD easily
detected when DR events are declared. The data are used by
the DR program may lead user to modify their own
consumption data to low peak-hour consumption and user
increase their off-peak demand.

In regard to time series consideration, some methods have
used the Euclidean distance to analyze SMD for electricity
consumers and to solve spike corresponding to switching
on/off [25]. Some other researches have applied AMI smart
meter big data analytics for time series of electricity
consumption [26]. It presents analysis of 5-minutes SMD sets
to explore time series of electricity consumption and create
forecast models, Auto Regressive Integrated Moving Average
(ARIMA), Exponential Smoothing which resulted in a lower
prediction error.

W. Luan [27] when doing smart meter data analytics for
distribution network connectivity verification have mentioned
that a lot of utilities has data quality problem with the
geographical information system (GIS) records at distribution
level. To correct this connectivity errors in the GIS, BC Hydro
has developed an in-house algorithm where it can leverages

smart meter interval measurements and identifies the meters
by voltage profile correlation analysis for various scenario.
The first three scenarios has showcase the application of the
algorithm. The fourth scenario showcases the results from
another urban feeder. The fifth scenario analyses the potential
of using the same algorithm for identifying feeder phases of
customer meters in a downstream section of a rural feeder. The
algorithm performs well when applied to customers attached
to single phase transformers via over-head connections.

One of the limitations is the dynamic behavior measuring
and reading procedure. This is useful because it helps to
understand the way that numbers change. When the change in
values are obvious, it would be helpful to track the dynamical
behavior of smart meter numbers flow. This can aid in the
process to detect injected numbers and values. This paper has
proposed Dynamical Behavior Measurement Algorithm
(DBMA) that has its own dynamical behavior measuring way
which might be affected by several conditions. The proposed
algorithm consists of several steps implemented in a
sequential order. For every step, extracted features will mainly
play important role in the way its dynamical behavior evolves.
When such a designed algorithm is applied on other measure
data which different features, performance may fail to achieve
accurate results. Therefore, this paper aims to design a simple
algorithm that tracks the dynamical behavior of measured data
obtained from real scenarios.

III. THE PROPOSED DYNAMICAL BEHAVIOR
MEASUREMENT ALGORITHM (DBMA)
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Figure 1. The proposed flowchart of DBMA
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A. Overview

Half-hourly basis datasets for electricity consumption of
London based smart meter were chosen to be analysed in this
study. These datasets were provided by CACI International
Inc’s consumer classification software, Acorn. Many blocks
with multiple smart meters’ half-hourly usage data were found
in the datasets. A block was selected randomly from the data
blocks. Out of the 45 smart meters in the chosen block, 10
smart meters were chosen randomly. Data sampling and
analysis were performed on these 10 smart meter’s half-hourly
usage datasets. The proposed flowchart is illustrated in Figure
1 above.

B. Proposed Mathematical Procedure for Total Number of
Datasets and Samples

Each smart meter has 1440 samples each of which is a
measured energy usage value that is read from the selected
smart meter. Thus, a single smart meter represents whole reads
for a month. That is, number of samples for each smart meter
during the period, p; of a month (i.e., 30 days) can be
calculated using Eq. (1):

n;=pa X hx f )
Where,
- nis the total number of samples for i*" smart meter
- irepresents no. of smart meter; i = 1 to 10
- pq is the total period in days; p; = 30
- h s the total number of hours; h = 24
- fis the basis factor on which every SM; measures
the energy value for each hour. Meaning, how many
times, at each hour (h), reads will be taken for each
smart meter is recorded by f; f = 2 in this research
study.
Therefore,
n, =30x24x2
= 1440 samples
To calculate whole no. of samples which have been used for
experiments, Eq. (2) is used:
nr = Tsy X P X Nsm; (2)

where,
- ng is the total number of sample for all smart meters
- Ty is the total number of smart meters
- Dy is the total period in months from which samples
have been taken
- TN, is the total number of samples for each smart
meter, as derived from Eq. (1). Thus, Eq. (2) is
applied to obtain the total number of samples for all
smart meters, as follows:
ny = 10 X 3 X 1440
= 43,200 samples
To calculate the total number of samples, that is derived from
Eq. (2), as formulated in Eq. (3):
St = Tsy X Pm (3)

where ny represents the total number of datasets. Thus, there
are 10 X 3 = 30 datasets comprising 43,200 samples.

C. The proposed DBMA Flowchart

Ten London based Smart Meter data was chosen to
measure the dynamical behavior of datasets provided by
smart meters. The data was sampled for each Smart Meter for
three months. The data of a Smart Meter for each month was

kept as a distinctive dataset to differentiate it with other two
months. The data for each month was classified on half-
hourly basis. Hence, there are 1440 data entry for each month
from one Smart Meter. Based on the existing data, summation
and average was performed to statistically understand the
data behavior/ consumption pattern for each month. A
mathematical criterion was applied to find thresholding
values such as minimum and maximum. If the features were
well studied, the flow continues to the next step. If there is
any lack of understanding or correctness in the feature, the
flow reverses back to step applying mathematical criteria.
Additional features can be applied in the next step. Relation
between designed parameters and features is understood and
relation between summation and square of max-min energy
values can be found through Eq. (4):

S
n><(5+5) maxxmin
X
s

T -
E(maxxmm)

Vsm =

(4)

where,

- Vgy is an obtained featured value that defines
amount of total number of samples multiplied by the
summation in relation to maximum and minimum
obtained within each dataset

- nis the total number of samples for a dataset

- s is the summation function for whole samples
within one dataset

- max is maximum value obtained within the selected
dataset

- min is minimum value obtained within the selected
dataset.

The obtained value, Eq. (4), is a feature extracted in order
to highlight a distinguished value derived from main parts of
measured SMD. That is, the V_SM defines mathematically
the amount of no. of samples associated with its related
summation in regard to maximum and minimum values. This
computed value is obtained once Eq. (4) has been applied to
each dataset. Thus, each dataset will produce a unique value
that can distinguish the dataset. Values obtained from all
datasets, in our experiment, are similar but not identical.
Therefore, once the dataset has been attacked, Eq. (4) will
produce a different value which can be discoverable.

IV. ANALYSIS
This analysis has used five factors in order to evaluate the
performance of the proposed DBMA.

A. Average Value Factor

As can be seen in Figure 2, it is noticeable that, for most
of samples and measures of smart meters, averaged values of
energy range between 1 X 1071 and 3 x 1071,

Average Energy (kWh)

Figure 2. Average measured energy values for datasets

Authorized licensed use limited to: UNIVERSITY TENAGA NASIONAL. Downlodd&i on September 28,2021 at 03:18:22 UTC from IEEE Xplore. Restrictions apply.



2019 IEEE Conference on Application, Information and Network Security (AINS)

B. The Sum Factor
The sum values for each sample can be, for whole 30

datasets, between 200 and 400. Meaning, 200 < sum < 400.
In Figure 3, all related values are provided.
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1000
800
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100
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Figure 3. sum values for measured energy for whole
samples per each dataset; 30 datasets

C. Relation between the sum factor and n

It is clear that the relation between sum and n is an inverse
proportion. In Figure 4, n values for whole datasets are
mentioned. At each y-axis, the value represents no. of samples.

Sample quantity (n)

2400
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1400
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600

400
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Figure 4. n-values for measured energy for 30 datasets

D. Relation between sum and max and min energy value for
each smart meter

In this type of analysis, a mathematical operation-based
equation has been designed in order to understand the way
the numbers dynamically behave and change. This equation
creates a variable in order to compute the rate between sum
values for each smart meter for each month with a relation to
maximum and minimum values. It is mathematically
formulated in Eq. (5):

Va2s

VSM = Vmaxxmin x (n * 1) (5)

This equation is similar to Eq. (4) and has been derived from
Eq. (4). It has a less computation time. Once this equation has
been applied on every monthly-basis value for each smart
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meter, results are shown in Fig. 5. It is found that values are
located between 100,000 and 300,000. The Vg, is to have a
rate between sum energy values to half of max and min values
with a relation to a square root of max and min values. It is
designed to add a special feature to our datasets and samples
being tested. Its aim to allow us to understand the dynamical
behavior of energy values (kWh), so that values can be traced
and evaluated for a potential analysis.

Figure 5. Rate values for the Vg,

maxxmin

E. Tracking factor based on to the Vgy factor

By tracing the path of behavior of obtained values

maxxmin

of the formula in regard to the Vg, mentioned in

Figure 5, it is found that the relation between both of them is
an inverse proportion.

maxxmin/2

(maxxmin )

Figure 6. The dynamical behavior of values

related to Vg,

By comparing Figure 5 to Figure 6, it is seen that when the
slope between two values in Figure 5 is negative, its
corresponding slope value on Figure 6 is a positive value. As
for example, by focusing on values on points 22, 23, 24, 25,
and 26 shown in Figure 5, they are gradually increased; and
in same time they decrease in Figure 6.

V. DISCUSSION

This proposed study has designed a mathematical
procedure to track the dynamical behavior of SMD reads and
the way their related reads (energy measured values and reads
in kWh). As can be seen in Fig. 2 and Fig. 5, the dynamical
behavior locates under a known range of numbers. The
proposed equations which are Eq. (4) and Eq. (5), have been
implemented on whole samples and the obtained results are
shown in Fig. 5 and Fig. 6. The proposed procedure mentioned
by Eq. (4) and Eq. (5) will produce different values of energy
(kWh) once original data has been in an unauthorized manner
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modified. Therefore, the privacy of SMD (43,200 samples)
would be affected. The proposed DBMA is a useful tool to
help detect SMD’s change.

VI. CONCLUSION

The dynamical behavior of Smart Meter Data (SMD) has
been studied. In order to understand how SMD’s measured
values dynamically behave and how energy reads and
numbers change, there is a need to track numbers individually
and then measure the relation between numbers. For this
purpose, a DBMA has been proposed to perform a
measurement purpose. The proposed DBMA has applied a
series of math-based operations to measure and derive
relation(s) between each SMD’s number with other numbers.
The relation has been graphically represented to show the way
the SMD behaves.

The obtained results have shown that, for tested datasets,
the relation between average of (max and min) is reversely
proportional with the combination of sum and half of max and
min. this is an important tracking-based monitoring procedure
to protect SMD form such a falsified data injection
occurrence. The evaluated and analyzed results showed that
the proposed DBMA is suitable for SMD and it might
contribute to detect such an action attempting to change smart
meter data. Thus, the proposed DBMA could be exploited by
some other SMD protection techniques.
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