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ABSTRACT 

Public cloud computing is one of the deployment services that can be accessed by all potential 

users through a website or program interface, at any time, from anywhere, and by using any 

device. Authentication layer works to allow the legitimate user only to access into the public 

cloud. It allows one single instance of software to serve various clients. Password-based 

authentication is considered the cheapest and most popular and commonly used methods of 

computer authentication. However, illegitimate access is considered one of the most significant 

challenges in public cloud computing. In the same context, Many researchers have reported 

password leaks as a major issue. Multi-factors authentication (MFA) model, such as a password 

with a Smart card, SMS, and Biometric, is suggested by many researchers to avoid this problem. 

It is considered hard to break as compared to the use of password-based authentication alone. 

One of the most critical issues in MFA in public cloud computing is related to the accuracy of 

authenticating legitimate user access when facing stolen password attacks. In this thesis, the 

research gap related to the accuracy of authenticating a legitimate user is brought to light. The 

problem is in multi-factor authentication with public cloud computing, the performance of user 

authentication in password-based authentication needs to move from traditional security 

processes to intelligent security processes. This thesis proposes electronic personal synthesis 

behavior (EPSB) for improving the accuracy of user authentication in a public cloud. It aims to 

improve the accuracy of authentication in public cloud computing by dealing directly with 

behavior recognition, confidence range, and finally generated the electronic personal synthesis 

behavior (EPSB). Moreover, the learning process of the proposed algorithm for behavior 

recognition designed as a matching factor with a password during the authentication process. 

The evaluation criteria conducted according to the accuracy, acceptance and use. Firstly, an 

experiment by simulation on the stolen password conducted to examine the accuracy of 

authenticating a legitimate user according to the EPSB approach. Secondly, a questionnaire 

prepared to examine the acceptance and use of EPSB. Finally, the implemented algorithm tested 

by comparing the accuracy of the current authentication framework with and without an EPSB 

algorithm. The results of adopting EPSBalgorithm in authentication process lead to the mitigation 

of stolen password attacks’ effects and the shift from traditional authentication strategies to 

intelligent authentication operations. 
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CHAPTER 1 

INTRODUCTION 

1.1 Research Background  

Public cloud computing is one of the deployment services that can be accessed by all 

potential users through a website or program interface, at any time, from anywhere, and 

by using any device [1]. A public cloud is “based on shared physical hardware which is 

owned and operated by a third-party provider,” where the infrastructure is shared by 

many clients[2]. Amazon Web Services, Microsoft Azure, and Google Cloud are 

examples of public clouds[3]. Some of the most common real-world examples of public 

cloud services include services such as cloud-based server hosting, storage services, 

webmail, and online office applications [1][3]. 

Public cloud computing is likely to be jeopardized by many security issues, such as false 

authentication and authorization, illegal access control on cloud data, threat detection, 

data deletion, and covert communication [4]. The issue of authentication in public cloud 

computing (PCC) has received considerable critical attention[5]. According to the 

National Institute of Standards and Technology (NIST), unauthorized access is 

considered one of the biggest challenges in authentication process in public cloud 

computing [2]. Besides, authentication accuracy in public cloud computing is crucial as 

it authenticates an authorized user and prevents unauthorized access to information 

resources [2] 

There are four models of authentication; Ownership model, Inherent-based model, a 

mixed model, and Knowledge-based model[6]. Firstly, Ownership model requires users 

to constantly carry additional physical devices, such as a security token or smart card. 

Secondly, Inherent-based model has two sub-categories, which are physiological and 

behavioral. Thirdly, the mixed model has two or more authentication categories. Finally,  

the Knowledge-based model, it requires the knowledge of private information of an 

individual to prove that the person providing the identity information is the owner of the 

identity[6]. 
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In the Knowledge-based model, the password is considered the cheapest and most 

popular and common used methods of computer authentication, in which 86% of U.S. 

companies use password authentication [7]. Passwords can be easily memorized and 

users at no cost can use them in their daily life[8]. However, users may forget their 

passwords when having too many for various accounts [9]. Furthermore, password leaks 

have been noted as one of the common problems around the world  [10]. This problem 

threats customer’s information, privacy and financial  [10]. Password leaks have been 

recorded as one of the major problems in many famous organizations, such as iCloud and 

Apple Inc. [11][10]. Leaks happen via a wide range of threats, such as Stolen password 

attacks, Impersonations, Man In The Middle Attacks (MITMA), and Spoofing Attack. 

These threats influence negatively the process of authenticating the authorized user 

[12][13]. As time passes, different methods of authentication have gradually been 

introduced in the forms of biological and graphical passwords, such as password with 

Smart Card, SMS, Biometric, and Behavior recognition to avoid these threats. The new 

emerging trends of authentication systems combine two or more methods to successfully 

distinguish between authorized and unauthorized users.  

However, passwords do have limitations. First, password with smart card has many 

limitations, such as offline guessing attack, stolen password attack, and impersonation 

[14][15]. Therefore, users must be made aware of the fact that their personal information 

can be lost, stolen, or shared. Second, password with SMS entails some disadvantages, 

such as expensive, smartphone battery can discharge in any instant of time, and if the 

smartphone is factory reset or lost, or authenticator application is accidentally deleted, 

the token would be lost, and its recovery is immensely difficult. Third, passwords with 

biometrics have the biggest downsides as they influence the authentication result of the 

system. Examples of their disadvantages are password cannot be changed, expensive, 

susceptible to forgery methods, unable to recognize users with surgery, scars, and 

sunglasses, and the risk of inaccurate recognition. Furthermore, password-based 

authentication with Biometric, SMS, and Smart card have other restrictions. For example 

is when a user has to memorize secret information used as a pass words, in which the user 

might forget when are rarely used. In addition, several authentication factors are utilized 

for users’ authentication that increases the authentication procedure time and complicates 

the procedure of this authentication method [16][17][18]. Therefore, these restrictions 

have serious effects on the process of user authentication. To overcome these issues, 
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several researchers have recommended the application of behavior recognition with a 

password to improve the authentication process [19][20][21][22][23][24]. 

Behavior recognition technique is considered as cheap “no need more hardware” and easy 

to use “no need to add any new authentication procedure”. Researchers have suggested 

authentication approach that uses behavioral recognition with human factor such as 

unique value, press on keyboard, and move mouse [25][26][27][28][29][30][31][32] 

[33][34]. Many researchers recognise the ability of the authentication model in dealing 

with human behavior when authenticating users[25][28][29][32]. Monrose et al. [28] 

proposed an authentication method that uniquely identifies users based on the analysis of 

keystrokes. The limitations to this model occur when the user is faced with environmental 

factors that affect their typing patterns, as well as when users are monitored with the web-

based system only. Shen et al. [29] believe that this model is used to observe behavioral 

features in mouse movement to detect malicious users. The limitations of the model are: 

1) behavioral variability; 2) the lacking in the integration and analysis of the user’s 

behavior background history. Therefore, any changes may identify the user as an 

impostor. Xie et al.[35] use a notable approach to identify legitimate users early when 

using online services by implementing a vouching process without the use of 

biometrics[32]. They introduce a technique, Souche, to monitor vouching via social 

communities (i.e., Twitter, Email). The limitation of Souche is that the effectiveness of 

such detection strategies is bound by the behavioral assumption of legitimate users who 

refuse to interact with unknown accounts. This was proven unrealistic by various 

experiments [36][37][38]. 

L.C. Leonard [25] proposed the web-based behavioral modelling for continuous user 

authentication (CUA). This technique can be used with web applications to provide 

reliable and secure authentication. The main limitation of this technique is the time 

required for analyzing the authenticating user when s/he logins into the system by 

comparing current and previous user behavior. This time gap enables an unauthorized 

user's illegal access to deal with data in the case of stolen password attacks.In addition, 

the monitoring of authenticity of the user interacting with a password, through behavior, 

is neglected. 
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Several studies have focused on the behavior of authorized user that interact with the 

web-based system.  In a related context, most of these studies disregard behavior of an 

authorized user that interact with password-based authentication. In this thesis, we 

suggest an Electronic Personal Synthesis Behavior (EPSB) to fill this gap by 

transparently monitoring user’s activities. This is to identify deviations from normal 

workflow patterns on password from three different perspectives: 1) Duration of input 

active password from an authorized user; 2) Password style; 3) Password Error. Besides, 

many researchers recommended to adopt intelligent model in the authentication process 

[19][20][21] [22][23][24]. The results of these studies, when embedded the human factor 

into the authentication process, lead to the improvement in its accuracy at authenticating 

an authorized user. The objective of this work is to improve the accuracy of user 

authentication through adopting intelligent behaviour recognition mechanism as a 

matching factor with a password during an authentication process.  

1.2 Research Motivation  

According to NIST [2], public cloud computing is suffering from weak confidentiality 

and integrity sureties. Insufficient security controls in the cloud provider’s platform could 

affect negatively the confidentiality and privacy, or integrity of the system. For example, 

the use of an insecure method of remote access could allow intruders to gain unauthorized 

access, modify, or destroy the organization’s information systems and resources; to 

deliberately introduce security vulnerabilities or malware into the system; or to launch 

attacks on other systems from the organization’s network, perhaps making the 

organization liable for the damages incurred[2][39][40]. 

In the light of that, on September 1, 2014, foreign hackers used the disk system 

vulnerabilities of iCloud to steal the Hollywood actress private photos and they were 

released into the network by the British Broadcasting Corporation (BBS) - the Hollywood 

private-picture scandal event that shocked the world. Apple Inc. has noted that hackers 

did not directly intrude into the storage service system of iCloud; rather, it was an 

invasion of the actress’ accounts from the terminal. With the popularity of smartphones 

and cloud computing, the cloud services bring great convenience to people, which allow 

them to share pictures, video, documents, applications, and other important data by the 

cross-platform in real time. However, if the cloud account is stolen, they will lose their 

data, which may cause huge losses[41][42]. The authentication process of an authorized 
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user in public cloud computing needs to be improved by adding new tools or security 

level to enhance the accuracy of the authorized users[24][25]. 

1.3 Problem Statement 

Insufficient password security controls in the public cloud computing could negatively 

affect the confidentiality and privacy of the system. For example, the use of the stolen 

password by remote access through authentication layer could allow an unauthorized user 

to gain unauthorized access, modify, or destroy an organization’s data[2]. In public cloud 

computing, the authentication is considered a millstone to allow an authorized user to 

deal with data saved in the cloud [2][43]. Authentication performance from an accuracy 

criterion is defined as the capability of the authentication system to correctly determine 

an authorized user [44][45]. Password-based authentication is still one of the most 

popular methods of all [8], as it  is considered the cheapest and the most common methods 

of computer authentication. A number of researches have reported password leaks as 

major issues in many well-known organizations, such as iCloud and Apple Inc. [11]. 

However, these password leaks are having a serious effect on the accuracy of user 

authentication when facing stolen password attack [2][10][11][12][13]. Multi-factor 

authentication (MFA) model, such as a password with Smart card, SMS, and Biometric, 

is suggested by many researchers to avoid this problem [46]. The model of MFA is 

considered hard to break as compared to the use of password-based authentication alone. 

However, a set of deficiencies have been noted in the model of  MFA such as high cost 

and stolen password attack which were discussed in details in section 1.1 above. 

Consequently, to improve the accuracy of user authentication, this thesis adopts the 

intelligent mechanisms to represent the user’s behavior as a matching factor with a 

password during an authentication process. The gaps identified from the literature are 

used to investigate any potential areas in the accuracy of user authentication in a public 

cloud that requires further enhancements and modifications. The points below are 

gathered and summarized from the literature review:  

 

1. Most current authentication approaches[25][47][48][49][50][51][52][53][54][55] 

are weak when facing stolen password  attack, which lead to negative effects on the 

accuracy of user authentication.  

 



6 

2. Most current studies have neglected or disregarded the presence of human behavior 

as a matching or complementing factor in authentication [24].  They also have 

neglected the fact that intelligent in password-based authentication is highly weak 

[22][56]. Therefore, when an unauthorized user trying to log into a cloud through an 

authorized password, device, and network on the first attempt, the original user’s 

authority will grant the unauthorized users’ access to data that are saved in the cloud.  

 

3. Many researchers have recommended the application of intelligent mechanisms to 

represent human behavior in an authentication layer to improve the accuracy of user 

authentication[19][22][23] [24][56]. 

 

4. Previous studies of human behavior recognition have not dealt with monitoring user 

when interacting with a password before access into the system[26][29][30][33]. 

 

From reviewing the current state of the literature work, it was found that the accuracy of 

the current Multi-factor  authentication in public cloud computing is deficient in dealing 

with the stolen of password attacks[57][58][59][60][61][62][63][64][65]. In line with the 

above, the purpose of this thesis is to fill in the gap related to the accuracy of user 

authentication. The weakness in most of the authentication process methods to face the 

stolen password attack affects negatively on the accuracy of user authentication 

[51][66][67][53][54][49][68][48][50][55](see Figure 1.1 below).This weakness is mainly 

due to its high cost of implementation and deployment. Besides, learnability from users 

behavior in authentication process is highly weak[21][56]. All in all, in multi-factor 

authentication within public cloud computing, the authentication process in password-

based authentication process needs to move from traditional security process to intelligent 

security process [24] by developing an algorithm. This algorithm has an intelligent 

mechanism for representing an authorized user behavior that can prevent unauthorized 

user automatically[20][56]. Thus, this work adopts the intelligent mechanisms to 

represent the user’s behavior as a matching factor with a password during an 

authentication process. 
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Figure 1.1 Research Gap 

1.4 Research Questions 

The following research questions are used as a guide to conduct this research at various 

stages and to achieve the research objectives:  

RQ1: What are the issues related to the accuracy of password-based authentication 

in public cloud computing? 

 

RQ2: How is an algorithm designed to improve the accuracy of the authentication 

process in public cloud computing? 

  

RO3: What is the required architecture to represent the behavior of the authorized 

user in password-based authentication in public cloud computing?  

 

RQ4: How does the proposed algorithm improve the authentication process, and how 

does the validity of the proposed algorithm determined? 
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1.5 Objectives 

1) To review the current authentication methods in public cloud computing focusing 

on the password-based authentication as follows:  

a. To point out  the main processes of an authentication method that avoid 

unauthorized access.  

b. To highlight the strengths and weaknesses of the current authentication 

method in public cloud computing. 

2) To develop an algorithm that incorporates user behaviour evaluation in order to 

improve the accuracy of user authentication in public cloud computing. 

The algorithm can analyze authorized user behavior. This algorithm works to 

monitor and analyze all the authorized user activities associated with the 

authorization password duration, error, and style to recognize any suspicious 

activity. The expected outcomes are stated below: 

i. The identification of suitable processes to monitor and prevent any 

suspicious users. 

ii. The identification of the behavioral aspect of the authorized users; 

monitoring and analyzing each user’s behavior that is associated with 

the authorized user’s password. This algorithm works to fulfil the 

points below: 

a. Determine unauthorized users when they start to log on to the 

system in their first attempt. 

b. Determine an authorized user password error from an 

unauthorized user. 

c. Prevent any suspicious password changes. 

d. Prevent any suspicious user to deal with sensitive data. 

3)  To implement and validate the proposed algorithm.    
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Figure 1.2 shows directions for each objective, i.e. which objective will answer which 

research questions.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1.2 Objectives to answer the Research Questions 

1.6 Research Goal  

The main goal of this thesis is to develop an authentication method for the public cloud 

that has the potential to analyze human behavior in authentication layer for improving the 

processes of password-based authentication for authenticating an authorized user, to 

enhance the authentication accuracy in public cloud computing in an organization. 

1.7 The Expected Benefits  

This research will raise the security of password-based authentication in public cloud 

computing, through adding new security layer with a password for determining an 

authorized user. This study is suggests electronic personal synthesis behavior (EPSB)  for 

adding learnability into authentication layer. Thus, the authentication layer can learn from 

authorized user activities in password-based authentication. The main benefits of this 

study are listed below: 

1. Authentication layer has learnability from an authorized user activity; 

RQ1: What are the issues related to the accuracy of 

password-based authentication in public cloud 

computing? 

Objective 1  

Objective 3  

RQ3: How can the proposed algorithm improve the 

authentication process, and how can we check the validity of 

the proposed algorithm?  

 

RQ2: How do you design an algorithm to improve the 

accuracy of the authentication process in public cloud 

computing? 

RO3: What is the architecture required to represent the 

behavior of authorized user in password-based 

authentication in public cloud computing?  

Objective 2 
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2. Low cost “no need additional hardware”; 

3. Quick authentication for the authorized user; 

4. Two factors authentication; 

5. Easy to use; 

6. Prevent sensitive data from suspicious users; 

7. Prevent password change from suspicious users. 

 

1.8    Proposed Methodology 

The research work is divided into many phases as shown in Figure 1.2 to achieve the 

objectives listed in the objective section. The researcher will collect and investigate state-

of-the-art works, and determine the pros and cons in the current authentication framework 

for public cloud computing. Consequently, the problem is made evident by critics and 

defects of the current approaches, and the list of research questions has been presented. 

Subsequently, after clearing the problem statement, the research objectives were drawn. 

It is an essential section, which represents the border of this research. Afterwards, the 

researcher conducts the research goal and lists the objectives of the proposed algorithm 

design.  

The proposed algorithm approach has been divided into three main ideas, time to enter 

the password, password style, and password error, which have been tested individually 

and combined and evaluated in this thesis. The first idea is depending on a speed of click  

on the keyboard from start to input password till press on login from an authorized user. 

The researcher focuses on time to type the password for diagnosis of unauthorized user 

confidence range. This node works to monitor all authorised user activities associated 

with the password through recording and analysing and tries to find the confidence range 

for an authorized user. The second idea is password style; this node works on monitoring 

the user’s behavior in selecting the password through the analysis of previous historical 

passwords and tries to find the confidence range. The third idea is password error; there 

are some repetitive errors for the legitimate user such as: using an old password, repeating 

a particular character, using another account’s password, not paying attention to the 

enabled language, or writing the capital letters as small letters and vice-versa.  

Electronic Personal Synthesis Behavior (EPSB) algorithm is suggested for authenticating 

authorized user behavior. It stands the electronic diagnostic process to agave out the 
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manner of the authorized user. The purposes of this algorithm to analysis the human 

"behavior" on the authentication layer to improve the performance of passwords by 

improving the predictive layer. The main task of this algorithm is monitoring all the 

activities associated with the password on duration, error, and style to the authorized user.  

This algorithm develops by using PHP and implement in a public cloud for checking the 

EPSB validation. Several experiments have been performed to empirically evaluate for 

recording and analysing an authorized user during s/he log in and logout in public cloud 

computing and then will generate numeric confidence range for all authorized user. 

Finally, the evaluation of the proposed authentication framework for public cloud 

computing process is conducted through preparing questionnaire according to the 

technology acceptance model (TAM). As the main step of the research work, the suggests 

authentication will compare with current authentication methods in public cloud 

computing is an essential part, and the result of the comparison will decide if the approach 

has a good contribution or still needs an enhancement. It’s normal for every research 

work to have defects and weaknesses, but still needs a solution to make the approach 

more effective.   

 

  

 

 

 

 

Figure 1.3: Research Work Methodology 

  

1.9 Thesis Layout 

In this thesis, the research discusses how to analyze user behavior in password-based 

authentication in public cloud computing. Hence, the research thesis will be divided into 

a set of chapters. Each chapter has satisfied a portion of the research works. Therefore, 

this section states the structure and organization of this thesis, and Table 1.1 briefly 

demonstrates the Structure as seen below: 

 

Problem formalization (P) 

 

Forming the research objective 

 X for the problem P 

Testing 

 

 
Evaluating the Performance of 

the proposed algorithm (Results 

R for solving P) 

Solution model prototype 

Proposed approach for X , X for P 

Implementing the proposed 

approach, X for P 
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Table 1.1: Thesis Layout 

What? Why? How? 

Introduction 

i. Stating and highlighting the 

general cloud computing 

topic, and gives some 

background.  

ii. Identifying the research 

problems, questions, and 

presetting the objectives. 

iii. Highlighting the significance 

of the research.  

iv. Providing the thesis layout.  

a) Stating the researcher’s 

statement.  

b) Writing the research 

objectives.  

 

Literature Review 

 

1) Reviewing related literature 

work. 

2) Figuring out the strengths and 

defects of the related work.  

3) Detecting the open research 

problem.  

a) Criticizing the existing work. 

b) Linking the current work with 

the literature.  

 

 

Research Methodology 

 

1) Drawing the roadmap of this 

research work.  

2) Providing the approach 

perspective of the proposed 

algorithm. 

3) Explaining the evaluation 

work  

a) Outlining the research 

methodology. 

 

 

Proposed Algorithm 

 

1) Generating Algorithm based 

on the approach perspective 

that is proposed on research 

methodology.  

2) Explaining the algorithm 

functions.  

a) Writing the algorithm 

pseudocode of the algorithm.  

b) Giving a demonstrative 

example.  

 

Results and Discussion 

 

1) Presenting the results of 

study.  

2) Highlighting the strength of 

the proposed algorithms.  

3) Analyzing the experimental 

results.  

a) Empirical evaluation, drawing 

the results analysis.  

b)  Comparing Password-based 

authentication with EPSB in 

public cloud computing with 

Password-based authentication 

without EPSB in public cloud 

computing.  

 

Conclusion 

 

1) Stating the contribution of the 

research work.  

2) Explaining the work 

limitation and future work.  

a)     Answering the 

research questions. 

b) Confirming that research 

objectives were achieved.  

 

 

 

This research is divided into six chapters. Following this introductory part is chapter 2: 

This chapter presents an overview of the public cloud computing and different 

authentication approaches in public cloud computing that have been developed to avoid 

an unauthorized access. Moreover, many current authentication approaches have been 

pointed out in in the investigation and a collection of the weaknesses of the state-of-the-
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art technique has been listed. Chapter 3 this chapter draws the direction of the research 

and clarifies the research roadmap. The direction of the research for this chapter is based 

on what is analysed in the literature works. In this chapter, we present the approach 

philosophy, which is based on the presented algorithm in Chapter 4. Finally, the 

evaluation method, used in chapter 5, is explained. Chapter 4: In this chapter, the 

proposed algorithm is presented. This chapter consists of many parts. The first one draws 

the flowchart of the proposed algorithm and architecture predictive behavior. And the 

second one contains the algorithm of the core of the proposed algorithm. Moreover, all 

the related functions used in this algorithm are discussed.  Chapter5, the result of 

evaluating the algorithm and discussion is in this chapter. However, the experiments have 

been performed on a sets of future assumptions problems in password-based 

authentication in public cloud computing. Moreover, the result of the proposed algorithm 

is compared with current password-based authentication. Chapter 6: This chapter is the 

conclusion of this research thesis. Any suspected weaknesses are stated. Moreover, some 

proposals for future work are also suggested.  
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CHAPTER 2 

 

LITERATURE REVIEW 

 

2.1 Background  

National Institute of Standards and Technology (NIST) defines cloud computing as “a 

model for enabling convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort 

or service provider interaction” [69]. It is commonly broken down into three 

deployments: public, private, and hybrid [70]. 

 Public cloud computing is weak when facing stolen password attack. For example, use 

of a stolen password of remote access through authentication layer could allow an 

unauthorised user to gain unauthorised access, and further, modify or destroy the 

organisation’s information systems and resources [2]. Authentication methods play a 

considerable in preventing unauthorized access to data that had been saved in public 

cloud [2]. It is classified into many types such as; Username and Password 

Authentication, Multifactor Authentication (MFA), Mobile Trusted, Single Sign-On, 

Public Key Infrastructure, Biometric Authentication and implicit authentication. In a 

related context, Multifactor Authentication (MFA) which has two or more sub-categories 

(physiological and behavioral) would be harder to break. MFA has many classical models 

such as a password with a smart card, pin, SMS, fingerprint, face recognition, and 

behavior recognition[71]. However, there are limitations to these models because the 

additional hardware that is needed to implement this technique would make it costly if 

an entire organisation is to use this feature to authenticate users, except behavior 

recognition.  

In MFA, behavior recognition technique is considered cheap and easy to use. Many 

researchers recommend the current approaches of password-based user authentication 

research to be improved by incorporating behavior recognition in human cognitive factors 

both in design and run-time[25][72][27][28][29][73][74][32][33][75][76]. In addition, 

several current studies have focused on behavior of authorised users that interact with 

web-based software inside system when dealing with data, such as moving the mouse 
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and clicking on keyboard [25][72][27][28][29][73][74][32][33][75]. However, this 

process has accentuated the problem of unauthorised users having a little time to deal 

with data which is saved in the public cloud until it is diagnosed. Moreover, previous 

studies of behavior recognition to authenticate an authorised user in public cloud 

computing have not dealt with the behavior of an authorised user that interacts with a 

password before accessing into the system. However, the literature has emphasised the 

importance of moving from traditional security processes to intelligent security 

processes[24].  

 

Intelligent security is defined as the information relevant to protecting an organisation 

from external and internal threats, as well as the processes, policies and tools designed to 

gather and analyse that information [77]. There are many intelligent mechanism 

applications in authentication process such as Neural network in L.C. Leonard[25], 

Leaning Algorithm in Shi et al. [78], and agent in  Mostafa et al. [79]. M. Hajivali & F. 

Zhang [79][80] have recommended for the intelligent actions of user authentication to be 

applied on public cloud computing. According to Russell et al. [81], the intelligent agent 

is divided into five classes, namely simple reflex, model-based reflex, goal-based, non-

goal based and learning agent. In a related context, many studies[24][19][21][82] point 

out that learning process for simulating human behavior in authentication process is far 

more effective in cost and performance. Therefore, in this thesis, we work to apply a 

learning technique by suggesting an algorithm named Electronic Personal Synthesis 

Behavior (EPSB) to improve the accuracy of authenticating an authorised user by 

monitoring, recording and analysing a user’s behavior as he interacts with the password 

in mitigating these problems.  

 

An overview of the overall issues discussed in this chapter can be viewed using the 

conceptual framework presented in Figure 2.1 below. The framework discusses 

authentication in public cloud computing (PCC) concept such as the types of 

authentication in public cloud computing, authentication definitions, services, 

characteristics, authentication approaches features and also the limitation of current 

approaches. To know the areas of researches that are currently studied by researchers, 

reviews on areas of research in authentication in public cloud computing are also 

conducted and documented. This chapter aims to give the overall research overview in 

authentication in PCC and the current research areas that have been the focus of many 



16 

researchers, such as multi-factor authentication in PCC, behavior recognition in 

authentication, and password-based authentication in PCC. The gaps from the literature 

are used to investigate any potential areas in authentication in PCC that require further 

enhancements or modifications. 

 

Figure 2.1 Overview of Areas of Research 

2.2 Cloud Computing  

National Institute of Standards and Technology (NIST), defines Cloud computing as “a 

model for enabling convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and 

services) that can be rapidly provisioned and released with minimal management effort 

or service provider interaction” [69]. It is generally divided into three; deployment, 

service and characteristics [70], as shown in Figure 2.2.  
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Figure 2.2 Cloud Computing Layers.  

NIST classifies cloud computing based on four deployment models: public, private, 

hybrid and community [83]. Service models that NIST defines include Software as a 

Service (SaaS), Platform as a Service (PaaS) and Infrastructure as a Service (IaaS) [84]. 

This section introduces the fundamental concepts in the field of cloud computing to 

provide better insights into the terminologies used for the study. 

2.2.1 Cloud Service Models 

A cloud service is a service which is made available to users on demand via the internet 

from a cloud computing provider’s server as opposed to one supplied by a company's on-

premise servers. Three main services  are offered by cloud computing providers [69], and 

they are as follows : 

 

a) IaaS (Infrastructure-as-a-Service) 

Infrastructure-as-a-Service (IaaS), as its name suggests, comprises of basic 

storage, server, and network services for virtual use [70]. It can be used with any 

software chosen by the client, be it an application or operating system. Clients are 

in charge of maintaining the application or operating system in use, but IaaS 

providers are the ones that house, run, and sustain the resources that customers 

pay for[85]. 
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b) PaaS (Platform-as-a-Service) 

 Platform-as-a-Service (PaaS), on the other hand, deals with the expansion, 

hosting, arrangement, employing development tools like databases, programming 

languages, and libraries. Clients take care of the applications, while the PaaS 

providers manage the storage, fundamental infrastructure and operating 

systems[70]. 

 

c) SaaS (Software-as-a-Service) 

Software as a Service (SaaS) includes a group of software that can be used on 

Cloud computing, such as web conferencing, email, etc. SaaS providers extend 

on-demand applications to customer’s usage [86]. 

 

2.2.2 Cloud Deployment Service  

Cloud computing explains about the use of a network of remote servers hosted over the 

Internet, and there are many cloud deployments and service models available. Three main 

services offered by Cloud computing providers [69] are explained as follows: 

a) Public Cloud 

A public Cloud is most often presented as a service by a certain cloud provider, most 

often an organisation, which uses the Internet to make this service accessible to public 

users. The organisation is the owner and administrator of the infrastructure, and they 

have established it at its corporate premises. It extends its services on a pay-as-you-

go basis. The installation, maintenance, and catering for the cloud services are 

performed by the cloud providers[69]. User data is accessible and operational within 

the cloud, which in some cases can result in privacy or security concerns [87]. 

Furthermore, public cloud computing is weak when facing stolen password attack. 

For example, use of a stolen password of remote access through authentication layer 

could allow an unauthorised user to gain unauthorised access, modify, or destroy the 

organization’s information systems and resources [2]. Thus, this research sheds light 

on security issues in public cloud computing. 
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b) Private Cloud 

Single company resources are, in most cases, attributed to a Private Cloud, with only 

internal personnel given access to them. Although the location of the cloud remains 

with the owner, i.e., the company, it can be hosted and administered by a cloud 

provider. The issues of privacy and security are the provider’s responsibility. They 

are the ones controlling the maintenance and operational activities connected with the 

cloud use[70].                        

c) Hybrid Cloud 

Undoubtedly, the hybrid cloud is a result of incorporating the previous three types – 

Public, Private, and Community Clouds. The availability of many resources in public 

is made available for the public. In this case, a hybrid cloud is addressed by keeping 

important data and processes within a limited group [88][69].  

2.2.3 Characteristics of Cloud Computing  

As a whole, cloud computing is characterised by the following features [89]: 

i. Accessibility: Customers can use various platforms like mobile phones, laptops, 

tablets, or desktops to access cloud services through selected applications or 

browsers. A prerequisite for using cloud services is a working connection like a 

LAN, WAN, or the Internet. 

ii. On-demand self-service: Cloud services are accessed instantly by users through 

a relatively simple process. 

iii. Elasticity: Cloud services automatically evaluate the needs of the customer, 

decreasing or increasing the necessary capacity. 

iv. Pay-as-you-go: A flexible payment schedule which allows users to pay only for 

the services they have used, such as storage, bandwidth, number of users, or 

computing power, which may cost them any flat rate or sometimes may be 

complimentary. 

v. Versatility: Various applications can be used simultaneously by different service 

types like IaaS, SaaS, and PaaS, which can also be run at the same time. 

vi. Shared Resources: Multiple customers (multi-tenant) share Cloud resources, for 

example, the infrastructure, platform, and software. This allows unused resources 

to serve different needs for different customers. 
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vii. Security: Theoretically speaking, cloud services should be relatively secure 

because the clouds and the data they store are administered centrally. In reality, 

however, certain scenarios including complex environments, present security 

concerns because different users share the same information, while the 

information itself is stored in an unknown physical location. 

viii. Performance: Due to a large number of available computing resources, 

applications in cloud services work better and faster. This is also the main reason 

why cloud computing is very appropriate for applications characterised by 

excessive data. 

Security represents one of the highest interests concerning the characteristics of public 

cloud computing. As Minhaj [42], Zissis et al. [90], Nalini[91], Harit[92], 

Mohammed[93], Akshita[94], Jayachander[95], Hao et al.[96],  Ahmed et al. [97], and 

NIST [2]  point out, the security issue is considered one of the main obstacles in public 

cloud computing. This issue is impacting the quality of service and the security of 

customers' data. Thus, our study means to clarify important security in public cloud 

computing. The security requirements in public cloud computing to determine the main 

security aspects in PCC will be presented in the next section.  

 

2.3 Security Requirements in Public Cloud Computing 

Security deals with informational privacy, integrity, and availability, and is additionally 

characterised by Authorisation, Authentication, and Access control (AAA), as shown in 

Figure 2.1. 

 

 

Figure 2. 3 AAA Triangle. 
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Privacy, in turn, relates to the adherence to certain legal and functional requirements, 

including client agreements, personal identification, and legit usage, as well as purpose 

constraints. Additional norms are control, compliance, and clarity. When these 

requirements are met, the cloud arrangement is considered to be lawfully operating. ISO 

7498 2 specifically concerns some supplementary specifications:  

 

• Identification and authentication management applies to the functional checks for 

user identification and authentication that prevent antagonist malpractices within 

the cloud [98]. Therefore, CSPs are obliged to ensure that valid client credentials 

are used when users are logging into their accounts. 

In most cases, this process of verification is achieved through a username-

password system, adopted during the browser or cloud login stage. An optimal 

identification solution involves a two-factor authentication (2FA), which adds the 

verification step. However, such a solution poses some access limitations to cloud 

services. Still, in order for client profiles to be safe and their information secure, 

authentication is an important part of the process.  

 

• Authorisation and access control deals with the fact that various users are entitled 

to different prerogatives when using cloud services, especially in the case of 

public clouds. Their privileges depend on the account type they have purchased 

from the CSP. It is crucial that the CSP rightfully administers users’ permissions, 

privileges, and claims over acquired information. Additionally, elite members of 

the cloud should abide by certain internal regulations as well [99]. Unauthorised 

users should furthermore be prevented from abusing the information of legit 

customers. Google and Apple are among the companies that have tried to solve 

this issue by functional account segregation, meaning that staff members are 

always monitoring elite user activities and administrators with extended data 

access in order to prevent data abuse and hacker attacks. It is of utmost importance 

for client security for clients to completely trust in the CSP and vice versa; the 

same is valid for the client-administrator and CSP-administrator relationships 

[99].  
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• Confidentiality involves numerous cloud access points and users, which makes it 

sensitive to illegitimate venues and pirate individuals. Clouds must ensure that 

only authorised users can access their data. Such precaution is especially 

mandatory for public clouds since they are most vulnerable. Software 

applications, shared information and profiles, information exposure; and weak 

user identifications are among the immediate threats concerning cloud storage. 

The cloud’s multitenancy characteristics pose the threat of user data abuse since 

resource sharing between clients can expose private information. This is largely 

because a cloud separates its data assets only virtually. Information that has been 

deleted can be unlawfully retained and reconstructed because of the cloud’s data 

remnants. Fraud protection should also be implemented because weak 

identification may result in illegitimate data access. It is mandatory that cloud 

service providers protect users from breaches coming from various software 

applications, which require access to the clients’ information [90]. This data, 

although used by the application, must remain secure and unavailable to third 

parties. Privacy can be secured by popular techniques like 2FA [100] and 

encryption algorithms [101][102]. 

 

• Security Plan: Based on NIST, an organisation’s security plan for public cloud 

computing must cover [103][104]: 

a) Policies: represent the standards and guidelines or procedures that are 

suggested to avoid any perceived threats.  

b) Roles and responsibilities: the purpose of this point is to determine the 

responsibility of tasks when implementing a security policy. 

c) Planning: the group of procedures that will be implemented for security during 

a system’s lifecycle. These procedures are related to data in cloud storage. This 

point imposes stringent standards in security and privacy issues when dealing with 

data.  

d) Ensure: this point determines the safety range of cloud computing in its 

environment. 

e) Accreditation: verify the proposed system matches the core standards. 

Moreover, there are more security specifications such as Integrity, Non-repudiation 

[105]. Availability [90]. Compliance and audit,  Transparency, Governance 



23 

Accountability[106]. On the other hand, Nalini et al. [91] point out that public cloud 

computing is likely to be jeopardised by many security issues. In a similar context, 

Gartner points out top seven security issues that clients should take into considerations 

together with vendors before public cloud computing which is: 1) privileged user access, 

2) regulatory compliance, 3) data location, 4) data segregation, 5) data recovery, 6) 

investigative support, and 7) long-term viability [107]. In addition, Carrol et al. [89] 

outline some concerns that are important in addressing public cloud computing security 

issues. These concerns include administration and control, data security, network 

security, physical security, logical access, compliance and virtualisation. In the same 

vein, Jin Li et al.[4] in his article “Special Issue on Security in Cloud Computing” note 

the top five current security issues in public cloud computing. These issues will be 

summarised in the next section.  

  

2.4 Security Issues in Public Cloud Computing  

Jin Li et al. determine five special issues on security in public cloud computing[4]:                    

1) Authentication and authorization; 2) Access control on cloud data; 3)Threat detection; 

4) Data deletion; and 5) Covert communication. For authentication and authorisation, it 

is considered one of the important security issues and is still a highlighted factor[5][108] 

[109][110]. Authentication process in public cloud computing is a major consideration 

[2]. It works by granting authentication to an authorised user while preventing 

unauthorised access to information resources in the public cloud. In addition, another 

major feature of public cloud computing is multi-tenancy. It works by allowing one single 

instance of software to serve various clients. However, this will also lead to authentication 

and identification problems. Multi-tenancy may lead to different users using different 

identity tokens and negotiation protocols, which will cause interoperability defects. The 

complication that will arise from the data security protection mechanism will likely 

provide chances for malicious utilisation[98]. Access control, which is the second issue, 

concerns a system that controls access to services or resources made by cloud users based 

on authentication, authorisation attributes of subjects, attributes of objects or resources 

as well as system attributes which conforms to policies. Each entity, i.e. subject and 

object or resource is identified by its attributes. Subject’s attributes are divided into two 

categories which are mutable and immutable[111]. The third issue, threat detection, is an 

effective means to guard against malicious attacks such as stolen password attack in 
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public cloud computing[4]. For the fourth issue which is data deleting, data owners 

normally store their data on the remote cloud which helps in reducing the data owner’s 

overhead as the cloud server maintains the data for them, e.g. in storing, updating and 

deleting. However, the data deletion that comes with it poses a security challenge as the 

data may not be deleted by the cloud server, for reasons such as financial incentives[112]. 

In the fifth issue which is covert communication, as a major approach to handle 

information leakage, covert channels are rapidly gaining popularity with the 

exponentially growing cloud computing and network resources. However, this brings a 

higher risk to the covert channels [53].  Overall, these studies highlight the special issues 

on security for public cloud computing. The issue of authentication in public cloud 

computing has received considerable critical attention. Therefore, in this thesis, we work 

to deal with this issue.  

 

2.5 Authentication Method in Public Cloud  

User authentication in public cloud computing involves the process of validating the 

identity of the user, ensuring that he is authorised to gain access to public cloud 

computing [54]. Being a critical aspect of security enforcement approaches in public 

computing, authentication is crucial in protecting users against present security and 

privacy issues by blocking unauthorised access to the public cloud user information 

[113][114]. According to the Correlation Matrix of Latent Variables (Security Risk 

Construct) on page 68, the author conducts a study to asses the risk in public cloud 

computing. The result of this study considers the diagnosis of the authorised user for 

access into the cloud as a top concerning issue among groups of security risk in cloud 

computing[115].  Authentication layer in cloud computing is established to authenticate 

an authorised user and grant him authority to access into data which is saved in cloud 

computing. Authentication in public cloud computing (PCC) is classified into seven types 

which are Username and Password Authentication (password-based Authentication), 

Multifactor Authentication; Mobile Trusted, Single Sign-On, Public Key Infrastructure, 

Biometric Authentication and Implicit Authentication as shown as in Table 2.1 below. 

Even with the increasing number of innovative ways to authenticate users, password-

based authentication is still the favourite method chosen. [8].  
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Table 2.1 Authentication Types 

Authentication Type Description 

Username and 

Password 

Authentication  

Confidentiality and privacy can be maintained at some level in this authentication technique. 

For the information to be accessed in the CSP, the user needs to enter the username and 

password. As it is difficult to determine whether the request is from the authorised user, this 

technique does not seem to provide higher and reliable security. Moreover, very easy 

passwords chosen by the users make it easy for a machine to guess them. Even the best 

password can be stolen by brute force and dictionary attacks. In another case, the input 

constraints in a cloud computing environment make it hard for users to set a complex password 

which makes them use easy and short passwords. Users also reuse their passwords in many 

different servers, and this adds to the security risks of users’ pooled information.  

 

Strong passwords protect by making it impossible for brute force and dictionary attacks to 

happen. The length of the password is said to determine the security it delivers. There have 

been various protocols presented in which a user can use a single password authentication that 

is recognised in numerous services securely [59]. They protect users from a dictionary attack, 

cross-site attack, malware and phishing. These proposed protocols work on the premise that 

the user’s password is still secure even if the mobile device is stolen. 

Multifactor 

Authentication (MFA) 

Multi-factor authentication (MFA) method works by confirming a user’s said identity in which 

access is granted only after the user presents two or more pieces of evidence (or factors) for a 

valid authentication mechanism: knowledge (something the user and only the user knows), 

possession (something the user and only the user has), and inherent (something the user and 

only the user is) 

Mobile Trusted Trusted Computing Group (TCG) introduces a set of conditions that stores, measures and 

reports software and hardware integrity via a hardware root-of-trust (Mobile Trusted Module 

(MTM) and Trusted Platform Module (TPM). While TPM is for PCs, MTM security aspect is 

set in mobile devices [60]. With MTM,  the integrity and reliability of a mobile platform is 

guaranteed [61]. 

There are three main issues that come with MTM. The first issue is the need to balance fairly 

distinct goals at the system-level designs. The second issue points to the cryptographic 

algorithms which MTM should be able to support, and the third issue is related to the 

application of cryptographic primitives. 

Single Sign On (SSO) Single Sign On (SSO) is a method of gaining access to multiple independent software systems 

in a way that a user is able to have access to all the systems without being required to re-login 

in each application [62]. Through this process, the user’s access to numerous services is 

supported and the threat for the administrators to practically direct users is reduced. As it 

prevents the user from having to remember many passwords, user efficiency is improved and 

the amount of time spent on typing numerous passwords to login is decreased.  

Public Key 

Infrastructure (PKI) 

Traditional authentication method, such as RSA, is based on the secret key and primarily 

supports the placement of traditional asymmetric cryptographic algorithms. The identity of a 

user is proven using a private key. In security protocol designs for Secure Electronic 

Transactions (SET) and Secure Socket Layer (SSL/TLS) for example, authentication is 

handled by Public Key Infrastructure (PKI). Its mechanism manages data integrity, data 

confidentiality, non-repudiation, strong authentication and also authorisation. The proposed 

security characteristics of cloud environment use combination of SSO, Public Key 

Infrastructure, cryptography techniques and LDAP; to ensure the integrity, authentication and 

confidentiality of data and communications [33]. This model shows benefits of both single 

technologies and their combinations. PKI is an important feature in security and authentication 

of users in a distributed environment such as that of mobile cloud computing, cloud computing 

and wireless sensor network. 

Biometric 

Authentication 

The process of validation is considered complete if a user is indeed who he claims to be. The 

word “biometric” is derived from the Greek word “bios” meaning “life” and the word “metron” 

meaning “measure”. In biometric authentication, there are three important factors of 

information security: identification, authentication and non-repudiation. This authentication 

technique is based on recognition of an individual’s behavioral and physiological features. Its 

ability to provide the biological proof of what we are and what we know makes biometric 

authentication a strong authentication technique [63]. 

There are two types of biometric authentication which are behavioral and physiological. 

Behavioral biometric depends on the behaviors of the user where signatures, keystrokes and 

voice prints are identified. Physiological biometric, on the other hand, is based on physical 

characteristics and identifies features such as hands, faces, iris , fingerprints, palm-prints and 

retina.  
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Multi-factor authentication (MFA) method that aims to enhance the security of different 

applications and websites has gained more popularity [116]. Its two sub-categories 

(physiological and behavioral) would be more difficult to break in, compared to 

Password-based authentication alone. In addition, its security is more guaranteed as it 

also requires another factor, instead of just validating the username and password pair 

[59]. It is also considered as among the most secure authentication techniques[59]. As 

Sumitra et al. [58], Alok Tripathi et al. [117], P. Ravi Kumar [109], Matthew et al. [118], 

Muhammad et al. [119], and Nalini et al. [91] state: there are many good reasons in MFA 

for it to be a suitable method to decrease authentication attacks in cloud. Thus, in this 

thesis we select MFA to improve the accuracy in authenticating an authorised user when 

facing stolen password attack [120][116]. 

2.5.1 Multi-Factor Authentication (MFA)  

In ensuring information is more secure in cloud computing environment, there needs to 

be a combination of authentication techniques employed. This method would promise 

more security because it requires another factor, e.g. biometric authentication, as opposed 

to just validating the username and password pair. It proposes to be one of the stronger 

authentication techniques. There are various authentication methods present. Passwords, 

smart cards, digital certificates, Kerberos and biometrics are among the numerous 

authentication methods currently in use. There are three classical forms of authentication, 

and they are as follows:  (1) something the user knows, e.g., password, pin; (2) something 

the user has, e.g., smart card, Yubikey [121];  and (3) something the user is, e.g., iris scan 

or fingerprint. In cases where additional factors are involved in the verification process, 

the expectation of authenticity rises exponentially. For cloud computing environment, a 

multifactor biometric authentication system that includes fingerprint and palm vein is 

proposed [4]. This is done with the aim to handle the biometric data in a protected fashion, 

by having the data of fingerprint kept in the central database of the cloud security server 

and the biometric data of palm vein kept in multi-component smart cards. Among the 

typical MFA scenarios are [77]:  

Implicit authentication  

 

This approach authenticates a user by observing his behavior and is suitable to be used in 

mobile devices as such devices are capable of collecting a rich set of user information - be it 

location, motion, communication or his usage of applications. A number of profiling 

techniques has been studied to determine a suitable service for user and personal profile 

information in the mobile cloud environment [64][65][66]. But to date, no formal model for 

this approach is realised and limited device resources still pose technical constraints that need 

to be overcome. There are still inadequate studies on intelligent mobile authentication service 

[67]. 
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a) Security tokens (Hardware) - smart cards or small devices with USB technology 

(password + smart card). 

b) Security tokens (Software) - a single-use login PIN with device-based possession 

factor. For example, Google Authenticator (password + pin).  

c) Mobile authentication - e.g. SMS or calls with one-time password (password+ 

SMS).  

d) Biometric authentication method - fingerprint, facial recognition etc. which uses 

Inherence factor. For example, Dell Defender (password+ Face/ Voice/ 

Fingerprint).  

i. Password with Smart Card 

In this method, the authentication performance works according to two factors 

which are Password and smart card. More recent authentication methods on 

smart card-based password have also been proposed in [122][14][123][124]. 

Shoup-Rubin [125] suggest extension of Bellare-Rogaway model based on 

three-part key distribution protocol. A smartcard is used to store long-term 

secret key. Assuming the smartcard is not compromised, this method falls in 

one factor category (two factor methods can only be broken by compromising 

both the factors). Liao et al. [79][78] attempt to consolidate a number of 

passwords and smartcard-based properties and come up with two-factor 

smartcard and password authentication method. This method however, is still 

vulnerable to numerous attacks such as offline guessing attack, stolen 

password attack and impersonation[79][83]. The limitations of this method 

are presented below[126]: 

 

1. Users must be educated in their use; 

2. Cards along with any assigned PINs must be issued and tracked; 

3. Cards can be lost, stolen, or shared; 

4. Cards must be kept close at hand; 

5. Problems can occur for users who forget their PINs or make 

typographical errors; 

6. The method is not very robust and can be easily broken. 
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ii. Password with SMS  

A worthy alternative to SMS codes are code generation apps. The most 

common application is the Google two-factor authentication solution- Google 

Authenticator. Its One-Time Password (OTP) tokens generate codes 

independently according to a particular algorithm or random sequence. The 

algorithms used for generating those one-time codes are the HOTP (Hash-

based One Time Password, RFC6238) and OCRA OATH (OATH Challenge-

Response Algorithm, RFC6287), developed and supported by the OATH 

(Initiative for Open Authentication) [85]. The limitations of this method are 

as follows: 

 

1. Expensive (requires the use of smartphone or other similar device); 

2. Risk of application being hacked; 

3. Possibility of smartphone battery discharging; 

4. The hassle of recovering lost token if the smartphone is lost or put in 

factory reset; or the authenticator application is accidentally deleted.  

 

iii. Password with Biometrics 

Facial recognition, voice recognition and fingerprints are some of the features 

under biometric authentication. The systems validate on biometric 

authentication when it is imperative that you really are who you say you are, 

especially in areas with security clearance (e.g. the government). The biggest 

downsides, and the reasons why it is not a popular two-factor method, are 

listed below: 

 

1. Password can’t be changed if compromised; 

2. Expensive (extremely high cost of implementation and 

deployment); 

3. Forgery method 

4. Man in the Medial (MITM) attack; 

5. Accuracy issue; 

6. Surgery and scars 
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To date, the risk of inaccurate recognition is still quite high, which means 

that the system can deny access when there is an erroneous determination 

of the user’s biometric parameters. For example, common cuts can affect 

the fingerprint pattern. There are also people whose temperature and body 

moisture make it difficult to take the print.  

 

      iv.    Password with User Behavior Recognition  

Behavior recognition technique is considered a cheap technique that is easy 

to use, does not require more hardware and additional authentication 

procedure. Furthermore, many researchers recommend behavior 

recognition to be applied in authentication processes to improve its 

performance[19][20][21][22][23][24]. To avoid threats in authentication, 

user behavior recognition with password is recommended. Belk  et al. [76] 

study the interactivity between humans, technology and user 

authentication. The study findings emphasise on the need to make current 

approaches of password-based user authentication research better by 

incorporating human cognitive factors in both design and run-time. It is 

according to the reasons above that we choose this method in this thesis. In 

the next section we need to shed light on password-based authentication 

and behavior recognition in understanding the link between password and 

human behavior to help deal with our research problem.   

2.5.2 Password-based Authentication  

Password-based authentication can be easily memorised and users are able to use them 

in their daily lives at no cost [58]. However, personal computer users witness an annual 

increase in motivated cyber-attacks from different unknown directions. Even 

governmental computers such as parliamentary computers of Australian federal ministers 

were reportedly compromised, along with many other examples [89]. In this case, a 

number of authentication systems recognisable in today’s security engineering is 

susceptible to some attacks, namely denial-of-service, replay and deception attacks [90]. 

Traditional password-based authentications come with several problems, as shown in 

Campbell and Bryant research. They discover that a personal computer can guess 

common passwords in a week at approximately 80% [91]. Combining different symbols 
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in a passphrase makes this task subsequently harder. In their study to understand users’ 

habits in the web-based environment, Florencio and Herley find out that nearly half a 

million users tend to only use the lower-case password [92]. Password strength is also 

higher on websites such as Microsoft and PayPal in comparison to New York Times 

which has fewer rules to mandate password. Likewise, Cazier and Medlin have also 

analysed a dataset of passwords belonging to 500 people from an E-business website. 

They discover that for 60% of the users, the cracking time  takes less than 10 hours, and 

only 38% takes longer than 10 hours. For the majority of the passwords that can be 

cracked in less than one hour, it is only the case of mixing the alpha or alphanumeric 

characters and only 0.8% of the passwords cannot be cracked because special symbols 

and alphanumeric characters are utilised [93]. The password-based authentication threats 

are listed in Table 2.2 below[127]. 

 

Table 2.2 Password-based Authentication Threats 

Password-based 

Authentication 

Threat/Attack 

Description Examples 

Duplication The authenticator belonging to the subscriber 

is copied without their knowledge. 

 

1. Passwords written on paper are disclosed. 

2. Passwords stored in an electronic file are 

copied. 

Eavesdropping As the subscriber is authenticating, the  

authenticator secret or authenticator output is 

disclosed to the attacker. 

An attacker obtains and uses a hashed password 

for another authentication (pass- the hash- 

attack). 

Offline Cracking The authenticator is revealed when analytical 

methods outside the authentication mechanism 

is used.  

A dictionary attack is imposed on a software 

PKI authenticator in an effort to identify the 

correct password used to decrypt the private 

key.  

Phishing or 

Pharming 

The subscriber is fooled into thinking the 

attacker is a verifier or RP, enabling the 

authenticator output to be captured.  

When a website impersonates as the verifier, a 

subscriber may accidentally reveal the 

password. 

Social Engineering The attacker convinces the subscriber to reveal 

their authenticator secret or authenticator 

output when there is a   level of trust 

established. 

The subscriber reveals a memorised secret to an 

officemate for example, who asks the password 

on behalf of the subscriber’s boss.  

Online Guessing The attacker connects to the verifier online and 

tries to guess a valid authenticator output, 

looking at the context of that verifier.   

 

Use of online dictionary attacks to guess 

memorised secrets.  
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Stolen 

password[128] 

The attacker manually steals the active 

password.  

1. Brute Force Attacks; 

2. Spidering; 

3. Keyloggers; 

4. Shoulder Surfing[129]. 

Impersonation 

Attacks[130] 

The attacker tries to log in as an authorised 

user. 

Business Email Compromise (BEC) or “CEO 

fraud” manipulates companies through false 

identities, which can seriously damage a 

company’s reputation. A blog from last year 

explains BEC in detail.  

Man-In-The-

Middle 

(MITM)[131] 

A common type of cybersecurity attack that 

makes it possible for attackers to eavesdrop on 

the communication between two targets. The 

attack happens when two legitimate hosts are 

communicating, and the attacker “listens” to a 

conversation that he should normally not be 

able to listen to (hence the name “man-in-the-

middle”).   

1. IP spoofing 

2. DNS spoofing 

3. HTTPS spoofing 

4. SSL hijacking 

5. Email hijacking 

6. Wi-Fi eavesdropping 

7. Stealing browser cookies 

 

- Stolen password attack: The most basic threat model that can occur to  a user’s  

accounts is the case in which an adversary directly obtains a user’s login 

credentials or more specifically, his or her password[128]. This can be achieved 

using a number of well-known online and offline attacks, such as client-side 

malware, phishing using a spoofed site and eavesdropping on the password 

transmission. When used, these attack strategies can compromise a user’s account 

for a given site, along with any associated personal information. According to 

Mark Zuckerberg[132],  Facebook was caught up in an estimated 272 million 

stolen password attack  in only one month. However, a number of defenses against 

this threat has risen in recent years. This includes the use of multiple factor 

authentication, such as SMS, Smartcard, and Biometric in addition to a 

password[133]. Nonetheless, limitations to these models exist because of the 

additional hardware that is needed to implement this technique which can become 

costly if an entire organisation is to use this feature to authenticate users. In 

addition, if both of the user’s  authentication factor and password are stolen at the 

same time,  there is then no way to prevent an attacker from impersonating as the 

user[134]. In a related context, many researchers are recommended to apply 

behavior recognition as an authenticating factor with password during 

authentication process[25][72][27][28] [29][73][74][32][33][75]. Thus, in this 

http://securityaffairs.co/wordpress/48093/hacking/mark-zuckerberg-hacked.html
http://securityaffairs.co/wordpress/48093/hacking/mark-zuckerberg-hacked.html
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thesis we select behavior recognition with password to improve the accuracy in 

authenticating an authorised user when facing stolen password attack [120][116]. 

2.5.3  Behavior Recognition with Human Factor in Authentication  

Behavior recognition with human factor provides continuous authentication security for 

account access and transactions by continuously monitoring and scoring the way users 

interact with their computers and mobile devices via mouse movements, keystroke, and 

gesture dynamics in real-time. These actions, recorded and learned over time, are mapped 

to the returning user to generate a risk score. When the behavior of the user does not match 

the known user model when he tries to log in, the security platform can initiate a “stepped 

up” authentication. This can include requiring additional biometric authentication (i.e. 

face recognition or fingerprint scan), requesting correct response to a security question, 

or prompting a secure one-time password[25]. Achieving a strong security in this 

approach can be done through three simple steps: 1) Input Data: The behavioral 

authentication solution is fed with a constant stream of all common user behavior data 

including mouse movements, key strokes, swipe patterns and more; 2) Analyse Data:  The 

platform is  able to swiftly create an accurate behavioral model of each unique user; 

3)Score Data: DIGIPASS for Apps behavioral authentication continuously compares the 

current behavior with the known user model  to determine a “trust score”[135]. 

Many researchers have suggested authentication approach which uses behavioral 

recognition with human factor. Several studies have employed biometrics to continuously 

authenticate users through the use of cognitive fingerprints, eye scans, colour of user’s 

clothing, and face tracking [26][27][136]. However, many of these techniques require 

additional hardware and higher cost in order to operate efficiently. Behavioral modelling 

addresses these limits by observing how users interact with the system. Evaluating mouse 

movement, assessing how users search for and select information, and figuring out the 

habitual typing rhythm of users are some of the measures used to continuously observe a 

user's behavior[29][28]. Although these approaches do not require special hardware, most 

of them require the installation of specialised monitoring software. Thus, in this thesis 

we adopt an implicit learning mechanism as a software for monitoring, recording, and 

analysing an authorised user behavior when interacting with password in authenticating 

PCC.     
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2.6 Authentication Methods in Public Cloud Computing 

In order for a user to access cloud services over the Internet, he needs to enrol in Cloud 

Service Provider (CSP). After enrolment, the end user can gain access to any service 

remotely via the Web. CSP normally stores the secret information in the Key Distribution 

Center (KDC). A single point of comptonization may jeopardise the whole system, and 

it is also susceptible to online and offline dictionary attack. For example, existing 

approaches[137] [138][139] enroll an end user by requesting his username and password. 

The username is taken as the primary credential and later verified during user 

authentication. In actuality, a username alone is not sufficient for a strong private entity. 

It can result in an opponent easily incorporating different attacks. Some attacks can be in 

the form of impersonation attack and identity comptonisation attack, in which the 

“username” is sniffed from the insecure media. In addition, the existing password-based 

enrolment is also exposed to password-guessing (dictionary) attack, stolen-verifier attack 

and many others. The existing approaches  [137][140] are also able to retrieve the client’s 

secret key as the hash value of its password. Therefore, the key is most likely to remain 

the same until the client changes the current password. However, in changing the 

password, updates are needed in the enrolled data maintained by the KDC and this, 

subsequently, invites many key rollover problems [141].  

 

Chang and Wu[142] propose a remote password authentication method with a smart card 

based on the Chinese Remainder Theorem (CRT). The method protects against attacks 

of replaying previously intercepted requests, and verification table does not need to be 

stored. Nevertheless, in this method the user cannot choose his password and the owner 

cannot freely change it. Some methods proposed by [143][144][145] also present similar 

problems. Chan et al. [146] 2003 and Shen et al. [144],  respectively, indicate further that 

Hwang et al.’s method[143] is not safe. In [147], Yamaguchi et al. come up with an 

authentication system that is simple but efficient, SPLICE/AS. Later, Hwang et. al  

identify that SPLICE/AS system is vulnerable to guessing attack [117]. In [118], an 

efficient method based on the geometric Eucidean plane is proposed. The advantages of 

this method lie in its simplicity of geometry and the property that users can freely choose 

passwords of their choice. Still, this method is insecure as indicated in [119]. In [120], 

Jan and Chen present a new method without verification table. Users are free to choose 

and change their own passwords. However, the fact that it uses the public key 
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cryptosystem makes it inefficient. Its computational cost is also very high. In addition, 

Yang and Shieh in [121] present methods that do not store passwords or verification 

tables in the servers, and users are free to change their own passwords. These two 

methods are chosen with the main purpose to prevent replay attack. Nevertheless, two 

researches [122][123] point out the setback in Yang and Shieh’s methods, in which an 

intruder is able to impersonate a legal user by constructing a valid login request from an 

intercepted login request. As such, Yang and Shieh’s methods are not able to prevent 

modification attack. Hwang et al. [124] and Chien et al. [78] come up with an efficient 

and practical smart card-based method according to a secure one-way hash function. 

Through their methods, the authors claim that the following characteristics can be 

achieved: 1) the verification or password tables are not required in the server; 2) the 

communication and computational costs are low; 3) the replay attack problem is 

completely solved; and 4) users are free to choose their passwords. Nonetheless, some 

limitations in these methods are going to affect authentication accuracy . In [13], mutual 

authentication cannot be achieved through their method. In [78], their method does not 

allow users to freely change their passwords.  

 

Hao et al. [51]proposes a time-bound ticket-based mutual authentication method for 

cloud computing. The time-bound tickets are employed to enhance performance 

authentication. The proposed authentication method accomplishes mutual authentication 

between the server and the client. Using time-bound tickets also lessens the server’s 

processing overhead efficiently. In addition, the corresponding relationship between the 

digital ticket and the client’s smart card effectively prevents user masquerade attack. 

Unfortunately, Jaid-har [126] points out that Hao et al.’s method is not able to withstand 

denial-of-service attack during the password change phase and impersonation attacks 

[127]. Wazid et al. [128] also present a provably secure user authentication and key 

agreement method for cloud computing environment. Their methods defy the weaknesses 

the existing methods present and support extra functionality features such as user 

anonymity, and efficient password and biometric update phase in multi-server 

environment. Still, the greatest disadvantages of this method come in the forms of 

invasion of privacy, costs of implementation, long duration, problematic surgery and 

influence on the performance of the authentication [129][130].  

 



35 

Omri et al.[66], propose the use of user handwriting as an authentication factor in 

accessing the cloud securely, improving the performance of the authentication. The 

mobile user writes his password manually on his smartphone touch screen. The image is 

then sent to cloud server for the validity of the password to be checked. Two criteria are 

involved in checking authentication authentication of users in this manner: first the user’s 

unique handwriting, and second the password. In this proposed method, a Hadoop server 

establishes the connection between the cloud and the mobile phone.The uniqueness of 

biometrics features helps in improving the security of different authentication methods. 

The limitations of this method, however, are its usability and privacy issues and the low 

accuracy of using handwriting. The implementation cost is also higher, plus it requires a 

long time. Low accuracy authentication metrics such as handwriting is recommended to 

be substituted with other methods, for example ID and Password together. If handwriting 

authentication fails, the system can ask for other methods. 

 

In[67], Le proposes an authentic method called NemoAuth based on mnemonic 

multimodal approach to help improve on the performance of authentication. NemoAuth 

makes use of various mobile device sensors such as gyroscopic, gravity, orientation, 

proximity, pressure, ambient light, temperature, touch screen, and moisture sensor;  as 

well as other facilities such as microphone and camera to determine and draw out the 

biometric features of a mobile device user. NemoAuth procedure is very much alike 

biometric based methods that pre-characterise and set user’s signature profile  during 

system setup step. The user’s signatures consists of a set of multimodal signatures, and 

each signatures is made up of a set of mnemonic and atomic motions. The atomic actions 

related to the mnemonics assist users in memorising the secret keys more conveniently. 

Based on types of mobile device sensors, there are various types of atomic actions that 

can be used. For instance, the set of atomic actions for touch screen can be taped, lined, 

held, circled, and cross; plus a mobile user can use his fingertip to tap at specific position. 

He can also hold his fingertip for a certain duration on the mobile screen that shows the 

mnemonic image. In addition, the user can choose a desirable signature profile according 

to a preferable level of security and usability. Additionally, each signature profile  

comprises of a set of duple that displays the kind of authentication method and trigger 

time. The user can fix a signature profile to employ different authentication methods 

according to different period of the day. For instance, the mobile device can be instructed 

to automatically enable voice signature during non-bed time and use GPS authentication 
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at home. The main objective of the NemoAuth is for different capabilities of the mobile 

device to be utilised in order to improve the usability of authentication by using 

mnemonic images. This method however, simplifies the need for users to remember 

password and provides different actions following the mobile device capacities. Among 

the limitations found in this method are: 

1. In this study, the performance metrics such as False-Acceptance Rate (FAR), 

False-Rejection Rate (FRR), Relative Operating Characteristic (ROC), and 

Crossover Error Rate (CER) are not evaluated, which can affect the performance 

of authentication; 

2. Sufficient processing and storage power are needed to apply a multi-modal 

method; 

3. User authentication utilises several authentication factors, making authentication 

procedure time longer; 

4. A lot of user’s private information is used to process authentication; 

5. User’s private information is not protected as there is no privacy mechanism 

provided. 

 

To improve performance, a suitable algorithm to transfer intensive processing phases to 

cloud can be designed. Finally, this method is more suitable for mobile cloud computing 

than computer cloud.  

 

In Banyal et al.[53] the authors suggest that multi-factor authentication consists of three- 

layer key entities and key approaches use authentication according to secret key. The 

algorithm of this framework consists of Registration phase, Login Phase, Authentication 

Phase, Change Authentication and Secret Phase Change. The major drawback in this 

framework is user has to memorise complicated password [134], and the authentication 

procedure is made more complicated when several patterns such as SMS activities, 

calling patterns, location, and requirement of much computational power are processed. 

In addition, many devices such as PC,  Smart phone and a server that leads to framework 

process are needed, making it costly. Finally, this framework is also vulnerable to 

impersonation and stolen password attack[148]. 

 

Yang and Lin [54] propose an ID-based user authentication method in a cloud 

environment. The proposed method consists of three rules: the user, the server and the ID 
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provider. The authentication procedure is the responsibility of ID provider. This method 

is classified into two phases: registration phases and mutual authentication phases. 

However, in [47] Chen et al. identify the security risks present in Yang et al.’s method 

[54], stating that it is exposed to insider and impersonation attacks. In handling the 

security loopholes in Yang et al.’s method, Chen et al. then develops a dynamic ID-based 

authentication for cloud computing environment that is based on elliptic curve 

cryptography (ECC). After reviewing Chen et al.’s method, Wang et al. confirm that their 

method is susceptible to offline password guessing, together with  impersonation and 

stolen attacks. Additionally, Chen et al.’s method is also found to not provide user 

anonymity and face problem with clock synchronization [47]. 

 

Cindhamani et al.[49]propose a security framework that consists of two stages: 1) How 

securely are we storing the data?; and 2) How securely are we retrieving the data by using 

encryption algorithm? The authentication in this algorithm is checked by sending the 

password to the owner with a security question. The main downside in this framework is 

that the procedure is made more difficult when the user has to memorise some secrets, 

and use both password and the secret question[50].  Furthermore, processing several 

parameters like ID/password,IMEI, IMSI as well as voice and face recognition leads to 

the authentication procedure being more complicated, costly, having problematic surgery 

and influencing the accuracy of the system[6].  

 

Zhang et al. [149] suggest the use of fingerprint as an authentication algorithm. In this 

method, the existing mobile device camera captures the fingerprint image, which will not 

require sensors to be implemented in the mobile device. Taking all the benefits from 

cloud, the whole process of capturing and matching fingerprint is hosted on the cloud 

server. This method is similar to other normal finger recognition methods that use mobile 

device camera to capture fingerprint. Capturing the fingerprint image to be processed on 

the cloud server initiates the procedure. After that, the image is pre-processed to convert 

RGB to gray-scale image, and other steps for example reducing the blur effect, ridge 

enhancement and segmentation are also completed. The pre-processed image is then sent 

to feature extraction phase. In the final phase, the server examines the similarity of the 

extracted features before storing the information of the user’s fingerprint. The privacy 

issues of using biometrics make the requirement of applying privacy preserving 

approaches necessary. In a similar situation, the captured image would go through some 
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cryptographic algorithms in the mobile device before it is sent to cloud server. However, 

in this method, the fingerprint image is sent in plain text. The details of utilising MCC 

processing and storage resources are also not clearly explained in this approach. The fit 

utilisation framework for MCC is another aspect advised to be designed. Other than that, 

this method also does not clearly define the adaptability to MCC. Another fact to be 

considered is that the accuracy of fingerprint that is captured by mobile device camera is 

lower than using sensors to capture the finger print images. Therefore, it is recommended 

that other authentication factors such as using ID and Password be added to this method.  

 

V. Chang et al. [48] propose Cloud Computing Adoption Framework (CCAF), a security 

framework for business cloud computing which comes in three layers. First, tasks for 

layer 1 include password protection, network, and IP-based firewall and access control. 

Second, tasks for layer 2 comprises of out-of-band authentication and openID serving for 

identity management; and the tasks for layer 3 are encryption and decryption for 

authentication file. In this framework there are 99.95% viruses and trojans detected and 

blocked, and 85% of blocking could be achieved for 100 hours of continuous attack. 

Detection and blocking take less 0.012 seconds per trojan or virus. Additionally, it could 

block all SQL (structured query language) injection, providing a real protection to data. 

The weakness in authentication with this framework comes from the fact that memorising 

some secrets makes the procedure more difficult to the user. Several authentication 

factors are also utilised for user authentication, which adds to the authentication 

procedure time. Lastly, this framework is also vulnerable to impersonation and stolen 

password attacks [97][95].  

 

Table 2.3 Summary of Multifactor Authentication 

Method  Threats Drawbacks 

Password-based 

authentication 

  

V. Chang et al. [48] 

 

1. Stolen password attack; 

2. Impersonation attack 

- Procedure becomes more difficult for users as they have to 

memorise some secrets; 

- Authentication procedure time is increased when several 

authentication factors are utilised. 

 

Cindhamani et al. 

[49] 

Password with 

security questions   

 

1. Stolen password attack; 

2. Impersonation attack 

 

- Procedure becomes more difficult as users have to memorise 

some secrets; 

- Procedure becomes more difficult for users as they have to use 

both password and secret question; 

- Authentication procedure becomes more complicated as 

several parameters such as ID/password, IMEI, IMSI, voice and 

face recognition are processed; 

- High cost, surgery can be problematic and the accuracy of the 

system can be influenced. 
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Omri et al. [66] 

Password with 

biometric 

1. MITM attack; 

2. Replay attack 

 

- Handwriting pattern is a method prone to errors as mobile users 

may use different styles to write the same digits; 

- Low accuracy of using handwriting;  

- More hardware required; 

- High cost; 

- Only suitable for mobile cloud compared to others; 

- Surgery and scars 

 

Le et al.[67] 

Password with 

Mobile + biometric 

1. MITM attack; 

2. Replay attack 

 

- More hardware required; 

- High cost; 

- Surgery and scars; 

- Only suitable for mobile cloud compared to others; 

- Procedure becomes more difficult for users as they have to 

memorise some secrets; 

- Authentication procedure time is increased as several 

authentication factors are utilised for user authentication.   

 

Hao et al.[51] 

Password + 

smartcard 

 

1. Denial-of-service 

attack during the 

password change 

phase; 

2. Impersonation attacks; 

3. Stolen password.  

- Users have to memorise some secret information; 

- Authentication procedure time is increased as several 

authentication factors are utilised for user authentication.   

Banyal et al. [53] 

Password + 

Smartphone 

1. Stolen password attack; 

2. Impersonation attack 

- Users have to memorise complicated password; 

- Many computational powers are required because several 

patterns such as SMS activities, calling pattern and location are 

processed; 

- Many devices are required such as PC, smart phone and server; 

- High cost 

 

Yang et al. [54] 

ID+ OTP 

1. Impersonation attacks 

2. Stolen password 

attack; 

3. Offline password 

guessing. 

- User anonymity is not guaranteed; 

- Clock synchronisation problem. 

 

Zhang et al. [68] 

Password with 

biometric 

1. Impersonation attacks 

2. Stolen password attack; 

3. Offline password 

guessing. 

- No clear explanation on the details of utilising MCC processing 

and storage resources; 

- Lower accuracy of fingerprint captured by mobile device 

camera, as compared to using sensors to capture fingerprint 

images; 

- High cost. 

 

 

All in all, most of the multi factor authentication methods in public cloud computing have 

high cost of implementation and deployment, and most of current authentication 

approaches are weak when facing stolen password attack, which then lead to negative 

effects on the accuracy of authenticating an authorised user[51][66] [67] [53] [54] [49] 

[68][48] [50] [55]. Still,  many researchers have suggested authentication approach which 

use behavioral recognition with human factor [25][72][27][28][29][73][74] [32][33] 

[75]. Most current studies neglect the presence of human behavior recognition in 

authentication process as a factor in the performance of authenticating an authorised user 

in public cloud computing [21]. In addition, learnability in password-based authentication 
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is highly weak[21][56]. Thus, in the next subsection the related works in behavior 

recognition with human in authentication area are presented.  

2.6.1 Behavior Recognition Related work 

Chow in[17] proposes an authentication method known as TrustCube[150] by integrating 

the implicit authentication [78] for mobile client authentication ( the name TrustCube is 

featured in both the initial and extended method). TrustCube, a cloud-based 

authentication solution, is policy-based and employs an open standard. For its robustness 

and adaptability, it also supports the combination of different authentication methods. 

The policy-based authentication comes with some distinctive advantages, namely the 

utilisation of policies that are user-specific and finely grained, with the ability to be 

immediately updated based on users’ preferences. Furthermore, it uses a framework with 

federated authentication, much like the OpenID, in which the algorithms of the implicit 

authentication is not specified and the top-level system description is provided. 

Developed with implicit authentication, it utilises mobile data like SMS messages, calling 

logs, location and website accesses in the existing public cloud environment. 

 

However, it also has its limitations. Among them is, the public cloud constraints in input 

requirements will make it more difficult to use complicated passwords, and this in turn 

will lead to use of short password and PINs. Consequently, this poses higher security 

risks such as stolen password and impersonation attacks. Other than that, many 

computation powers are needed in order to process several patterns such as SMS 

activities, calling pattern and location, which makes the authentication procedure more 

complicated. Moreover, to improve the accuracy of TrustCube method, specific mobile 

data patterns are required. This will be inconvenient to the users and will affect approach 

usability. Using a lot of users’ private information in processing authentication can also 

negatively affect privacy [130][128]. 

 

Niinuma et al. suggest a CUA framework that automatically registers a user’s colour of 

clothing and face as soft biometric traits [26][27]. This method is able to authenticate 

users irrespective of their status in front of the workstation. It uses information about 

users’ colour of clothing as an enrolment template in addition to their facial information. 

The system automatically registers this information each time the user logs in and 

integrate it with the conventional password identification system. From the results, it is 
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indicated that the system can successfully authenticate the user, showing high tolerance 

to the user’s posture. Limitations in the study come from the additional hardware that 

needs to be implemented, as it can be costly should an entire organization decide to use 

this feature to authenticate users [25].  

 

Monrose et al. propose a unique authentication method that identifies users according to 

the analysis of keystrokes[28]. Keystroke dynamics analyses how you type vs what you 

type. The user’s habitual typing rhythm is a function of the user and their environment. 

When a person types, a unique structure (i.e. profile) for that individual can be 

constructed using the latencies between successive keystrokes, keystroke durations, 

finger placement and applied pressure on the keys. Farwell-known, regularly typed 

strings signatures can be quite consistent. A limitation to this approach only occurs when 

the user faces environmental factors that affect their typing patterns. 

 

Altinok et al. suggest a continuous biometric authentic system that gives an estimation of 

authentication certainty at any given time, even when any biometric data is not 

present[73] . The study presents an initial approach for temporal integration depending 

on uncertain propagation over time to estimate channel output distribution from recent 

history, and classification with uncertainty. This technique, which operates on a 

continuous basis, computes expected values as a function of time differences. The results 

from the experiments show that temporal information helps to improve authentication 

accuracy. These empirical results show much potential and promote further investigation. 

Some of the limitations of this study includes the fact that the authentication uncertainty 

rises over time which will cause a decrease in system usability. This technique also 

requires hardware such as camera and scanner for fingerprints, which can become costly. 

Kang at el. present temporal integration of biometrics and behavioral features in order to 

authenticate users continuously [31] . To compute behavioral features, a face tracking 

system that uses colour and edge information is used.  

 

Shen et al. employ mouse dynamics when carrying out continuous user authentication 

[9]. This technique is used to monitor behavioral features in mouse operations to 

recognise malicious users. Nevertheless, this emerging approach has some existing 

limitations. Behavioral variability is shaped by human or environmental factors. For 

instance, a user’s behavior will be modified significantly if he or she switches software 
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environments or experiences biological or emotional change. Furthermore, this method 

deeply disregards the integrated and analysis of the user’s history. In this case, any 

changes would make the user identified as an impostor.  

 

Xie et al. [32] use an extraordinary approach to recognise legitimate users early when 

they use online services, by implementing a vouching process without using biometrics. 

They come up with a technique called Souche that monitors vouching via social 

committee (i.e. Twitter, email). Additionally, early recognition helps in both usability and 

security. Souche brings advantages to social connections established over time. In this 

method, legitimate users help identify other legitimate users through an implicit vouching 

process, strategically controlled within vouching trees. Souche consists of two 

components. The first component sets a social graph and chooses vouchers by computing 

connected subgraphs. This approach is made possible by a key observation of real data; 

that there is only one huge connected subgraph of legitimate users, as opposed to 

malicious users that are mostly isolated nodes. The second component restricts the growth 

of the trusted user population according to community structures defined as a set of 

vouching trees. The use of vouching trees limits the impact of active adversaries to small 

local subgraphs, which then prevents the population of malicious users from expanding 

rapidly. Other than that, it allows for strong audit trails to be generated, which will permit 

reconsidering and invalidating vouching between accounts. Souche is lightweight and 

fully transparent to users. It is also efficient in identifying 85% of legitimate users and 

denying entry to malicious users. With Souche, its limitation lies on the idea that the 

effectiveness of such detection strategies depends on the behavioral assumption that 

legitimate users are not willing to interact with unknown accounts. This has been proven 

to be unrealistic by various experiments [36][37][38]. A large-scale social bot infiltration 

on Facebook reveals that over 20% of legitimate users accept friendship requests 

randomly, and over 60%  accept requests from accounts with as little as one contact in 

common [36]. For other platforms like Twitter and Tumblr, one of its strong features is 

connecting and communicating with strangers. In these situations, the innocent-by-

association paradigm yields high false-negative rates. Some authors notice the 

assumption of finding groups is limited to social bots or legitimate users only, whereas 

real platforms may contain various mixed groups of legitimate users who fall prey to 

some bots [151], and sophisticated bots may be able to perform large-scale infiltrations 
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which makes it impossible for them to be detected solely from network structure 

information.  

 

L.C Leonard [25] suggested a web-based behavioral modelling for Continuous User 

Authentication (CUA). The technique can go together with web applications for a reliable 

and secure authentication. There are challenges that occur when modelling the behavior 

of users that interact with web-based software. Other than that, an approach to address 

the need for web-based continuous user authentication is also presented. Statistical 

Language is applied to classify users according to document classification, information 

retrieval, machine translation and speech recognition. This model comprises of six 

internal techniques: Neural networks, Maximum entropy, Probabilistic context-free 

grammars, Decision trees, n-grams and Hidden Markov models. It helps in exploring 

various statistical language models. The authors make use of n-grams to capture user 

interaction with web-based software. N-grams are also used to model sequences and sub 

sequences of user actions, their orderings and the temporal relationships that make them 

unique. After the behavior is identified, authors illustrate the ability to classify the models 

using multiclass classification to identify role and/or individual user characteristics. 

Results indicate that model-specific differences in user behavior with performance are 

highly dependent on session and keyword size. Using the binary classification technique, 

outliers are identified in variable length keyword sequences. Results from this approach 

display the rate at which each model rejects uncharacteristic sequences and accepts valid 

sequences. This study establishes a novel keyword abstraction process to identify user 

activity for each system user. It also develops new techniques to observe users’ web-

based applications behavior using information that is already available to a system 

administrator. The main limitation of this technique is the time required for analyzing the 

authenticating user when s/he logins into the system by comparing current and previous 

user behavior. This time gap enables an unauthorized user's illegal access to deal with 

data in the case of stolen password attacks.In addition, the monitoring of authenticity of 

the user interacting with a password, through behavior, is neglected. 
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Table 2.4 Summary of Behavior Authentication 

Terms  Meanings  

Authenticatio

n Process  

Password Authentication process focuses on password only 

Interact with user 

behavior on system 

Authentication process focuses on password +  monitoring and record 

interact of user behavior with system only 

Cost 
Extra H/W (High) 

Authentication process needs to add extra hardware such as camera, 

smartphone, smartcard, etc[6].  

Low Authentication process no need extra hardware [6]. 

Current 

approaches 

Authentication 

Process 
Costly 

Drawbacks Interact 

with user 

behavior 

on system 

PW Low High Extra 

H/W 

Chow in [17] 

TrustCube 
 √  √ √ 

1.   Complicated passwords; 

2. Requires many computational powers; 

3. More complicated authentication procedure; 

4. Accuracy of TrustCube method needs to be 

improved;  

5. Utilises a lot of user’s private information. 
Niinuma et 

al.[26] [27] 

CUA 

framework 

 

√  √ √ 

The additional hardware that is needed to 

implement this technique can become costly if an 

entire organization uses this feature to authenticate 

users. 

Monrose et 

al.[28] 

Analysis of 

Keystrokes 

√  √   

Environmental factors can affect user’s typing 

patterns. 

Altinok et al.  

data [73] 

Continuous 

Biometric 

Authentic 

 

√  √ √ 

1. The authenticity uncertainty rises over time 

which decreases system usability;  

2. Hardware such as camera and scanner are 

required.  

 

Shen et al. 

[29] 

Employ 

Mouse 

Dynamics 

√  √   

1. If there is a change in the user’s software 

environments, or if the user experiences 

biological and emotional change, the user’s 

behavior will be modified significantly; 

2. This method deeply neglects the integrated and 

analysis of the user’s history;    

3.  Any changes can bring a risk of the user being 

identified as an impostor.  

Xie et al.[32] 

Souche √  √   

The idea that the effectiveness of such detection 

strategies depends on the behavioral assumption 

that legitimate users are not willing to interact with 

unknown accounts. This has been proven to be 

unrealistic by various experiments 

[145][146][147]. 
L.C. Leonard 

[25] 
Continuous User 
Authentication 

(CUA) 

√  √ 

  This technique is the time required for analyzing 

the authenticating user when s/he logins into the 

system by comparing current and previous user 

behavior. 

 

According to section 2.6.1 above, most of authentication methods that monitor an 

interacting user with password need extra hardware as an authentication tools in 

authentication process[17][26] [27][73].However, these methods are too expensive to be 
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used for authentication in public cloud computing[6]. On the other hand, the cost of 

authentication methods that monitors an interacting user with system via applying extra 

software as an authentication tools during authentication process is low[28][29][32][25]. 

However, the main limitation in these methods is there is some time for the user to deal 

with data which is saved in public cloud till the user's legitimacy is determined. 

Furthermore, in most of these methods the monitoring of the user’s behavior when 

interacting with password has not been investigated sufficiently. To avoid these 

problems, the literature has emphasized the importance of moving from traditional 

security processes to intelligent security processes [24] through adapting intelligent 

mechanisms that represent an authorised user’s behavior, which can automatically 

prevent an unauthorised user  [20][56]. There are many intelligent mechanism 

applications in authentication process such as Neural network in L.C. Leonard[25] , 

Leaning Algorithm in Shi et al. [78] , and agent in  Mostafa et al [79].  

Learning process is applied in our thesis, because we need to apply intelligent 

mechanisms that analysis an authorized user’s behavior in authentication process. These 

activities need perception of an authorised user, recording, update, and making a decision 

(action) when interacting with password. This process perfectly matches the principle of 

Learning process. In a related context, M. Hajivali & F. Zhang [79][80], have 

recommended for  the learning process actions of user authentication on public cloud 

computing to be applied. Thus, in this thesis we apply learning process t to deal with this 

problem.    

2.7 Learning Process 

According to Tim. [152]Learning has an advantage as it permits the component to start 

operation in unknown environments and become more competent than if it is to operate 

on its initial knowledge alone. The most important features are the “learning element” 

that is responsible for making improvements, and the “performance element” that is 

responsible for choosing external actions. The learning element takes feedback from the 

“critic” on how the component is performing and sets how the performance elements are 

to be modified for better performance in the future. The performance element is what we 

have previously determined to be the entire component it takes in precepts and decides 

on actions. The last component of the learning process is the “problem generator”. It 
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handles all the suggesting actions that will lead experiences that are new and informative 

as illustrated in Figure (2.4) below. 

 

 

                                   Figure 2.4 Learning Process  

 

 

Many previous studies apply intelligent methods in authentication process such as 

Mostafa et al. [79], Elaine et al. [78], and Vadim. [82]. Mostafa et al. [79]. This study 

proposes a method named ACUA (Access Control and User Authentication) that utilises 

a cloud-based software-as-a service application depending on one client-based agent and 

four cloud-based agents (Authentication, Access control, Cryptography, and Cloud 

manager). In order to increase the rate of intelligence during cloud computing 

communications, authors apply agents. This study is conducted with the definite objective 

to establish a secure algorithm during processes, services and communications. However, 

this method increases the rate of reliability, security, efficiency and trust in cloud 

computing. In this method, the main limitation is compatibility of cloud manager agent 

with various public computing servers. Other than that, diving data in several parts and 

joining them to the main part in access control agent is time-consuming. Another 

limitation to this method is finding a suitable way to teach users to use the method without 

mistakes. Finally, this method does not fully represent the interaction among human 

factor with password and web-based system. Thus, it is weak when facing stolen 

password attack.  

 

Elaine et al. [78] state in this study the authors suggest implicit authentication;  

authenticating users based on behavior patterns in cloud computing. This method consists 

of two major components. The first component is learning algorithm that works according 
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to past behavior. The second component is user model that works by comparing between 

recent behavior with past behavior to generate authentication score. The first step learns 

about a user model through learning algorithm based on past users’ behavior. In the 

second step, the user model characterises the user’s behavioral patterns based on 

modelling independent features such as time elapsed since last good call, frequency of 

bad calls incidents per day and GPS coordinates. However, this algorithm is fairly robust 

to the pollution of a single feature. This algorithm has also introduced learning algorithm 

principle of a user’s behavior as a new authentication factor. This method has proven the 

effectiveness of learning principle when it is embedded with authentication. As with 

many other methods, this method also suffers from many limitations and one example is 

the fact that it is suited for mobile devices rather than computers since it generates user 

behavior patterns according to mobile parameters (time calls, bad calls, and location). In 

addition, this method has not dealt with the way of determining an illegitimate user during 

cases of stolen password and when the user tries to log in through same time, device, and 

location. Finally, this method requires smart phones to generate users’ behavior pattern 

which lead to high cost when applied in any organisation. 

  

A recent study by Vadim [82] proposes learning method in authentication to improve the 

accuracy of user authentication. The researcher in this study tries to apply the intelligent 

principles in user authentication process. The specific objective of this study is to improve 

the performance user authentication by sharing a unique information knowledge between 

user and the system through intelligent software agents. The study explains  about 

employing JADE  agents to share knowledge in multi-agent system. This system can 

effectively learn a new activity and perform learned actions. This research defines three 

kinds of agent: Student, Teacher and Examiner. Student can receive messages from other 

agents and can choose to either adopt new knowledge or display the result of known 

action, but initially it does not know anything. The second type of agent is “Teacher”. 

Initially, it knows something. In this case, it knows the mathematical operation of adding 

on two elements of either integer or fraction. Teacher can also pass this knowledge during 

communication act. Teacher is also able to identify any students before communication 

act happens because the only agent with the ability to learn in Student. The third type of 

agent, which is the Examiner, knows the same terms that the Teacher does, but it searches 

for the Student agent specifically to inspect their knowledge by sending special type of 

requests. The main limitations to this study are listed as follows: 
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1) The user needs to be monitored when interacting with password-based  

authentication; 

2) In trust function, it is not defined which particular parameters that the method 

needs to measure in order to calculate authentication function. These parameters 

are application specific and depend on operational domain. For a working 

authentication system, application domain must be defined, notwithstanding 

designing principles that are general. Ontology elements are domain-specific.  

Thus, in our thesis we apply learning tactic in authentication process for monitoring, 

recording and analysing the user password behavior when interacting with password-

based authentication process. Nevertheless, in this method which particular parameter 

with human password behavior has to be defined in order to calculate the accuracy of 

authentication function. Thus, the next section sheds light on human password behavior 

to deal with this point.  

2.7.1 Human Password Behavior  

The specific objective of this section is to determine the particular parameters in human 

password behavior which can be used to improve the performance of user authentication. 

This section focuses on this aspect and brings into attention the most relevant findings in 

the fields of human password behavior in order to provide a clear understanding on the 

factors that generate various password behavioral patterns of an authorised user. First, 

there is a set of innate, unchangeable and context independent traits. Second, there is a 

set of features which are context-generated and variable in real-time. This understanding 

creates the starting point for answering research question 3, by establishing an algorithm 

as a relevant context for testing the assumptions made in this thesis.  

 

Several recent studies investigating human behavior have been carried out on password 

such as P. Hoonakker et al.[153] and Mashael et al. [154].  Mashael et al.[154] present 

an analysis of a demographically-diverse password dataset. The aim of this analysis is to 

gain insights on how users from various groups incorporate their personal information 

(names, birthdays and phone numbers) into their passwords and display the extent to them 

doing this. The results of this study show that there is an unambiguous relationship 
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between personal information and passwords in most users. In addition, the cultural 

linguistic backgrounds are a principal determining factor in creating passwords.  

  

P.Hoonakker et al.[153] state that the study analyses the impact of human behavior on 

password. A large survey involving 836 (employees) end users is conducted to examine 

password behavior of end-users, with the main aim of investigating the relation between 

human factor and password. The results show that human factor is an important 

component in the authentication system, and it plays a key role in creating password. 

Additionally, this study distributes the interactions of users with password according to 

the points below: 

1. Eighteen percent of the respondents opt for the same password to access different 

computer systems; 

2. Fifty six percent of the respondents use a long password of more than 8 characters; 

3. Seventy nine percent use a combination of upper and lower cases together with 

numbers; 

4. Thirty eight percent use special characters such as #,*or ^ when they change to a new 

password; 

5. When they change their passwords, 68% of the respondents re-use their old password 

(e.g. password2007 becomes password2008) 

The important results in P.Hoonakker et al.[153] this study show that the human factor is 

an important component in the authentication system and that it plays a crucial role in 

creating a password. Therefore, in this thesis we work to analyse human factor in 

authentication process through several parameters in human password behavior namely 

the duration of entrance password, old password, password size, upper cases, lower cases, 

special character, numbers and password error; as shown in Figure (2.5) below. 
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Figure 2.5 Human Password Behavior Parameters in EPSB 

2.8 Chapter Summary  

This chapter covers cloud computing as a whole. It covers cloud computing definition 

and services, as well as cloud characteristics. In cloud computing, public deployment 

supports many applications from military to commercial applications. In addition, an 

authorised user can access the public cloud at any time anywhere by using any device 

through the authentication layer. 

 

In this chapter, reviews on current research areas in public cloud computing are also 

documented. Based on the reviews, it is discovered that security-related area is a research 

trend. Issues on security such as authentication are studied by many current researches. 

In the literature on the security of public cloud computing, the relative importance of 

authentication has been the subject to considerable discussions [4][42]. However, 

authentication is considered a milestone to allow only an authorised user to deal with the 

data saved in the cloud [43][2]. Authentication performance from an accuracy criterion 

defines the capability of the authentication system to correctly determine a user’s identity 

[44][45]. According to NIST, use of a stolen password by remote access through 

authentication layer in public cloud computing could allow unauthorised user to gain 

unauthorised access, modify and destroy the organisation’s information systems and 

resources [2]. Therefore, out of many security issues in public cloud computing we select 

authentication performance related area from accuracy criterion as a more specific 

research trend.  

In our study, to narrow down in authentication accuracy, we must determine the current 

authentication method in public cloud computing to shed light on the pros and cons in 
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those methods. However, there are many authentication methods in cloud computing such 

as password-based authentication, multifactor authentication, mobile trusted, single sign 

on, public key , biometric and implicit authentication. Password is considered the 

cheapest, the most popular and the most commonly used method of computer 

authentication. 86% of U.S. companies use password authentication [7]. Password-based 

authentication can be easily memorised and users are able to use them at no cost in their 

daily lives [8]. The majority of passwords that can be cracked in less than one hour are 

simple passwords that mix alpha or alphanumeric characters and only 0.8% of passwords 

cannot be cracked due to the utilisation of special symbols and alphanumeric characters. 

Passwords are also weak when facing impersonation and stolen password attack [155].  

To avoid these problems, many studies propose multi-factor authentication (MFA) be 

applied. To avoid these problems, many studies propose applying multifactor 

authentication (MFA). 

MFA is a method of confirming a user’s claimed identity. In this case, a user is granted 

access only after successfully presenting two or more factors to an authentication 

mechanism. It is considered a more popular method due to the exponential growth of new 

methods of cyber attacks [6]. There are many MFA methods such as password with smart 

card, SMS, biometric and security question. These methods are harder to break compared 

to password-based authentication[6].  However, most methods in the field of MFA only 

focus on adding extra hardware authentication factor which leads to high cost when 

applied in any organisation. In addition, most of these methods are weak when facing 

stolen password attack which causes a negative effect on the performance of user 

authentication. To avoid these problems, many researchers recommend behavior 

recognition to be applied as a factor in authentication processes with password to improve 

its performance, because this technique is considered cheap, easy to use, and there is no 

need for any extra hardware to be added  [19][20][21] [22][23][24]. Behavior recognition 

technique is considered cheap as there is no need to add more hardware. It is also easy to 

use as there is no need to add any new authentication procedure technique. In section 

2.5.1, many researchers have suggested authentication approach which uses behavioral 

recognition with human factor [25][72][27][28][29][73][74][32][33][75]. 
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Currently, many researchers suggest that the representation of human behavior by only 

adopting software is far more cost-effective. Therefore, it is better adapted to improve the 

accuracy of user authentication [28][29] [32][25]. Monrose et al. [28] propose an 

authentication method that distinctively recognises users based on the analysis of 

keystrokes. The limitation to this model comes when the user is faced with environmental 

factors that change their typing patterns. Monitoring also connects users with a web-based 

system only.  Shen et al [29] state that this model is used to monitor behavioral features 

in mouse operations in detecting malicious users. There are, however, two limitations to 

this model. First is its behavioral variability, and second is the fact that it deeply neglects 

the integrated and analysis of users’ behavioral history. Thus, any changes could result 

in the user being identified as an impostor. Xie et al. use a distinguished approach to 

recognise legitimate users early when using online services by implementing a vouching 

process that does not use biometrics  [32]. They come up with a technique called Souche 

to observe vouching via social communities (i.e., Twitter, Email). One limitation of 

Souche is that the effectiveness of such detection strategies is closely dependent on 

behavioral assumption that legitimate users are not willing to interact with unknown 

accounts, which is proven unrealistic by various experiments[36][37][38].   

L. C. Leonard [25] proposed in this study for intelligent security applied in the 

authentication process by adopting neural network principles. It suggests a web-based 

behavioral modelling for continuous user authentication (CUA). Web applications can be 

used in this technique to administer and reliable and secure authentication. The main 

limitation to this technique is it analyses and authenticates users when he or she logs in 

to the system comparing between current and previous behavior analysis results. That 

leads to an authorised user being granted some time to deal with data in case of stolen 

password attacks. Besides, during the authentication process, the monitoring of user 

interacting with password-based authentication is also neglected. Likewise,  Vadim. [82] 

suggests for intelligent security to be applied in the authentication process,  but instead 

of the neural network, learning techniques are applied. In this study, the main contribution 

is this method has the ability to learn a new activity and perform learned actions. 

However, this method suffers from many limitations. One of the important limitations is 

it needs to determine particular parameters for improving authentication performance 

during the authentication process. Furthermore, P. Hoonakker et al.[153], draw on an 

extensive range of human parameters such as upper case, lower case, number, special 
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character, password size, and old password to assess human behavior with the password. 

The authors distribute a huge survey among 836 (employees) end-users in examining 

human behavior with the password. The results of this study reveal that the human factor 

plays a key role in creating a password in the authentication process. Thus, in this thesis, 

we work to analysis human factor in authentication process through duration of input 

password, old password, password size, upper cases, lower cases, special character, 

numbers, and password error as particular parameters in human password behavior. 

Several studies have focused on behavior of authorised users that interact with the web-

based software system. In a related context, most of these studies neglect behaviors of 

authorised users that interact with the password when trying to access the system. In 

addition, it needs to determine particular parameters to improve the authentication 

process. Furthermore, many researchers recommend for machine learning to be adapted 

in authentication process[19][20][21] [22][23][24]. The results of these studies show that 

when human factors are embedded in authentication, it leads to improved performance in 

authenticating users. Despite this finding, very few studies have adopted the behavior 

recognition in password-based authentication in the public cloud. In this thesis, we 

suggest an Electronic Personal Synthesis Behavior (EPSB) fill this gap through 

transparent monitoring of user activity in an effort to identify deviations from normal 

workflow patterns on password-based on three parameters: 1) Duration of input active 

password from an authorised user; 2) Password style, and 3) Password Error. Therefore, 

the objective of this study is to improve accuracy in authenticating users by adopting 

learning tactic for password human behavior as a matching factor with a password during 

the authentication process. EPSB is adopting authentication layer in public cloud 

computing to add learnability option into the authentication process. See a summary of 

literature review in our thesis in Figure (2.6) below.  
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Figure 2.6 Summary of Literature Review  
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A model in which convenient, on demand network access is enabled to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and services) that can be quickly provisioned and 

released with minimal management effort or service provider interaction. 

Public cloud computing is weak when facing stolen password attack. For example, use of a stolen password  of 

remote access through authentication layer could allow unauthorised user to gain unauthorised access, modify, or 

destroy the organisation’s information systems and resources [2]. The issue of authentication in public cloud 

computing has received considerable critical attention. Accordingly, in this thesis we work to deal with this issue.  
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Authentication layer in public cloud computing that prevents unauthorised access to information resources 

in the public cloud is a major consideration [2]. It is classified into many types such as; Username and 

Password Authentication, Multifactor Authentication (MFA), Mobile Trusted, Single Sign On, Public Key 

Infrastructure, Biometric Authentication and implicit authentication. As Sumitra et al. [58], Alok Tripathi 

et al. [117], P. Ravi Kumar [109], Matthew et al. [118], Muhammad et al. [119], and Nalini et al. [91] state, 

there are many good reasons in MFA for it to be a suitable method to mitigate authentication attacks in 

cloud. Thus, in this thesis we select MFA to improve the accuracy in authenticating an authorised user when 

facing stolen password attack [120][116]. 
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Multifactor Authentication (MFA) which has two or more sub-categories (physiological and 

behavioural) would be harder to break. MFA has many classical models such as password with smart 

card, pin, SMS , fingerprint, face recognition, and behaviour recognition[71]. Many researchers 

recommend applying behaviour recognition in authentication processes to improve its performance 

[19][20][21][22][23][24]. These researchers recommend for user behaviour recognition with password 

to be applied to avoid many threats in authentication. Belk  et al. [76] in this study investigate the 

interactivity between humans, technology and user authentication. This study findings highlight the 

necessity to improve current approaches of password-based user authentication research by 

incorporating human cognitive factors in both design and run-time. 
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Behaviour recognition technique is considered cheap and easy to use. Many researchers 

recommend for current approaches of password-based user authentication research to be 

improved by incorporating behaviour recognition in human cognitive factors in both design 

and run-time[25][72][27][28][29][73][74][32][33][75][76]. For authentication with public 

cloud computing, the performance of user authentication in password-based authentication 

needs to move from traditional security processes to intelligent security processes [24] 
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CHAPTER 3  

RESEARCH METHODOLOGY 

3.1 Scientific Approach in the Thesis  

This chapter explains the research methodology that is suitable for achieving the 

stipulated objectives of this thesis. From the literature, the research works in this domain 

are conducted using both qualitative and quantitative data gathering. For the qualitative 

part, the research study is based on collecting data in order to determine the scope of the 

work and to find the research gap. For quantitative part, there are two reasons for using 

such method. The first one is the statistical purpose, which is used to generate results for 

the proposed algorithm. The second reason is to carry out some of the experimental 

studies using the proposed algorithm and to compare the authentication accuracy between 

with and without an algorithm. 

 

3.2 Research Methodology 

The research methodology is designed based on the research objectives. It is divided into 

four stages as shown in Figure 3.1 below. Section 3.3 is the first part of the methodology, 

which reviews the current state of the multi-factor authentication in public cloud 

computing. Section 3.4 explained the method choice, the implementation of the algorithm 

is presented in section 3.5. The fourth part of the evaluation will be presented   in section 

3.6.  

 

 

 

 

 

 

 

 

 

 

 



56 

   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.1: Proposed Research Methodology 
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3.3 Reviewing Related Works 

Reading and reviewing the existing works is like a bridge between the proposed work 

and the literature[156]. As a prerequisite of research work, we conducted a review of the 

state-of-the-art published works on authentication methods in public cloud computing. 

One of the aims of reviewing related works is to collect strong points and identify the 

weaknesses of the existing works on current authentication methods in public cloud 

computing. The investigation shows that there are many multi-factor authentication 

methods for obtaining the authentication in public cloud computing[157]. The top three 

methods are password with a smartcard, password with SMS or Mobile, and finally 

password with biometric[71]. Many researchers have suggested authentication 

framework in public cloud computing using these methods. However, all these methods 

have suffered from many drawbacks and threats[157]. The major problems are listed as 

follows: 

1. Most of the current authentication methods in public cloud computing are 

suffering from weaknesses in dealing with stolen password attacks; 

2. Most of previous studies of authentication methods in public cloud computing 

have not applied intelligent authentication operations; 

3.  Most studies in the field of authentication methods in public cloud computing 

have focused only on external authentication factors, such as mobile, SMS, 

smartcard, security question, or biometric as extra factors for an authentication 

process that lead to being more expensive; 

4. Most of previous studies of authentication methods in public cloud computing 

have not dealt with learning mechanisms for user behavior recognition in the 

password as a matching factor with password. 

From reviewing the current state of the literature work, we find that the accuracy of the 

current Multi-factor authentication in public cloud computing is deficient in dealing with 

the stolen of password attacks[57][58][59][60][61][62][63][64][65]. The best method to 

improve authentication accuracy  is to obtain the intelligent authentication operations [24] 

by adapting learning mechanisms for behavior recognition that can provide mitigation to 

threats, automatically[20]. Consequently, the Electronic Personal Synthesis Behavior 

(EPSB) is suggested by this research, which is built to improve authentication accuracy  

in diagnosis of an authorized user. 

 



58 

3.4 Design of the Proposed Algorithm 

The main objective of EPSB algorithm is to analysis the human "behavior" with the 

password in authentication process on public cloud computing. Thus, this algorithm has 

been designed according to five components Time, Password style, Password Error, and 

Decsion  for analysis user behavior (all EPSB design details has been shown in chapter 

four).The benefits of analysis user behavior to add a new security level for avoiding any 

unauthorized password change and avoid or stop temporary login, based on the previous 

error and time (duration) of password entry. Report Identification (RID) service layer is 

adapted for censorship on all user activities (time (duration), password, error) as shown 

in Figure 3.2 below.  

Figure 3.2 EPSB Design 

3.5 Implement the Proposed Algorithm  

The implementation layer in this work was conducted according to three main phases, 

implementing an authentication using EPSB algorithm, performing preliminary 

experiments, and analysing the results of the experiments. Firstly, the authentication 

using EPSB algorithm is developed by using PHP and JavaScript (see Figure 3.3 and for 

full interface, see Appendix C). These languages were selected for inclusion and 

verification in a web domain. The main algorithm components work together to get the 

required and necessary data for generating the confidence range. In the algorithm, the 
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preliminary experiments were applied two times in Al-Buraimi University College 

(BUC), Oman for ten working days. The first application was from 17/12 to 29/12/2016 

on 12 students from IT, English, Law, and Business departments. The second application 

was from 18/12/2018 till 03/1/2019 on 22 students from IT, and Business departments 

only[158]. Finally, the last phase controls the user’s behavior, records all the activities 

completed by the user, analyses them statistically, and sends the results periodically to 

the decision component. This allows to compare the new entry with the previous 

confidence range results in order to determine the identification percentage and whether 

the data could benefit the layer’s data integration or not 

 

3.6 Evaluation of the Proposed Approach 

The evaluation study for this research can be divided into two parts[159][160][161]. The 

first part looks at the experimental result of the simulation on the stolen password attacks 

to examine the accuracy of diagnosis an authorized user according to the EPSB approach. 

The first objective of this method is to examine the accuracy of user authentication in the 

proposed algorithm. The second one is to prepare a questionnaire for the samples were 

used the proposed algorithm in the experimental stage from 18/12/2018 till 3/1/2019. The 

specific objective of this questionnaire is to examine the acceptance, and ease of use, and 

analyze the results through statistical tools. Finally, the implemented algorithm will be 

tested by comparing the performance of the current authentication framework with and 

without an algorithm. The evaluation methodology is illustrated in Figure 3.3 below.  
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3.6.1 Experimental Result 

For the evaluation and validation study of the implemented algorithm, a set of experiments 

is applied to the proposed algorithm. The problem of this research, which is the authentication 

in public cloud, is very weak when dealing stolen password attacks. The criteria that are 

used to evaluate EPSB are discussed. This research focuses on four critical criteria in 

evaluating the Electronic Personal Synthesis Behavior algorithms (EPSB), including 

accuracy and security [162][16]. Furthermore, each criterion is defined based on different 

sub-criteria for precise evaluation. The authentication methods presented in this research 

are evaluated based on the criteria explained as follows; 

a) Accuracy  

Accuracy is a criterion that has multiple meanings as a metric.  In the 

world of authentication, accuracy may be referred to as the“degree of 

match”, which is often characterized by false rejection and false 

acceptance error rates [44]. However, it is necessary to have a more exact 

perspective for accuracy because a single user' identity is either accepted 

by a system, or  rejected[163].  A binary statistical classification from the 

world of multivariate statistics is a more appropriate perspective on 

accuracy[164].WithMthis, there are four possible outcomes for user 

authentication to a system; a correct user who is granted access (true 

positive), an incorrect user who is granted access (false positive), a correct 

user who is denied access (false negative),Fand an incorrect user who is 

denied access (true negative)[45]. The accuracy of a user authentication 

system can be defined as the correct determination of a user’s 

identity[165].  An accuracy rate is summarized mathematically as the 

number of correct determinations of a user’s identity, both valid and 

invalid users, divided by the total number of authentication attempts[165].  

 

b) Accept and Use 

Accept and use in authentication refers to “the extent to which a product 

can be used by specified users to achieve specified goals with 

effectiveness, efficiency and satisfaction in a specified context of 

use”[166]. Many information systems (IS) theories/models have been 
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developed to assess the acceptance of the new algorithm in technology. 

Technology Acceptance Model (TAM) is one of these theories developed 

by Davis in 1989[167]. TAM has been developed based on the Theory of 

Reasoned Action (TRA) [168]. The evaluation criteria in this study was 

conducted according to the TAM model. Accordingly, several criteria are 

introduced to evaluate the use of existing authentication schemes, such as 

effortless memorization, fine-grained protection, and easy-to-

learn[169][170][171]. The effortless memorization means that there is no 

need for the user to remember any secrets and the procedure of 

authentication is made clear and easy for users, which means the 

authentication method is easy-to-learn[16]. In addition, the security level 

of authentication procedure is tenable based on the user’s preferences in 

fine-grained protection. The usability as one of the most important criteria 

of authentication can be preserved to increase the acceptance rate of the 

method by end-users[172].  

c) Security  

Security metrics are highly important criteria to evaluate the 

authentication methods[173]. These criteria show the strength and 

weakness of the algorithm under different attacks in various 

situations[174]. Privacy is a significantly critical requirement in 

authentication methods to ensure that the user is known only to legitimate 

entities[175]. The authentication method should protect the private 

information of users from impersonal and stolen password attacks during 

the authentication procedure. Moreover, anonymity is one of the best 

approaches to preserve both user and server privacy[176][142].  

According to our review, EPSB security criteria must have resistant ability 

against attacks such as impersonation and stolen password. Therefore, the 

experiment analysis for evaluated security is focused on four important 

assumptions related to impersonation and stolen password in authentication 

algorithms, as listed below: 

 

Assumptions 1: Unauthorized user logs into the authentication layer 

through an authorized password, network, and device on the first attempt. 
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Authorized password: Available. 

Descriptions: The Unauthorized user has active password through 

a stolen password and Impersonations attacks. 

 

Assumptions 2: Unauthorized user tries to change the authorized password in 

the authentication layer. 

Authorized password: Available. 

Descriptions: The Unauthorized user has active password through 

a stolen password and Impersonations attacks. 

 

Assumptions 3: Unauthorized user tries to guess the authorized password in 

the authentication layer. 

Authorized password: Unavailable. 

Descriptions: Password guessing attacks. 

 

Assumptions 4: Authorized user tries to log into the authentication layer 

using wrong password. 

Authorized password: Available. 

Descriptions: The authorized user may be using old password, 

another language active in PC, forget the current active password, 

and wrong in few active PW letters. 

3.6.2 Distributed Questionnaire  

In this study, a questionnaire was prepared to  examine the acceptance and use of 

authentication in the public cloud with EPSB [177][178]. The focused experiment 

samples are participants who have an image about EPSB in public cloud computing 

practically for evaluating proposed authentication process. The questionnaire consists of 

two phases of data collection. The first phase includes the background information of the 

participants while the second phase sheds light on the process of authentication 

framework in public cloud computing. The participants were evaluated according to 

accept and use criterion (see Appendix A).  
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3.6.3 Statistical Function 

The statistical study of this research focused on some values related to the performance 

of diagnosis the authorized in the authentication process. In the experimental analysis, 

three statistical functions were selected; the minimum, the maximum, and the average of 

the results. In this research, the focus was on the performance of diagnosis an authorized 

user against stolen password attack through examining the accuracy of authenticating an 

authorized user. In the interview analysis, eight statistical functions were selected: mode, 

mean, median, Cronbach's alpha, variance, composite reliability, std. deviation, and 

average to analyze the results gathered from the questionnaire. 

3.7 Chapter Summary  

This chapter explained the adopted research methodology that organized the research 

path of this study, where the research objectives were described and discussed 

accordingly. Moreover, the proposed algorithm named electronic personal synthesis 

behavior EPSB was explained. The implementation and more details about the approach 

will be introduced in chapter 4, which is entitled implementation.  

This chapter is organized into six sections. The first one is the introduction to the chapter. 

The second one is the research methodology, which explains the main phases of the 

research study. The third section explains the review of related works. The fourth section 

presents the philosophy of the proposed approach,  the fifth section explains the 

implement the proposed algorithm, and the sixth section explains the evaluation method.  

The implementation of the proposed approach, which is called EPSB, will be introduced 

in Chapter 4. Chapter 5 consists of the results and discussions, which represent the 

evaluation. The last chapter contains the limitation of the research and future works. 
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CHAPTER 4 

 

ELECTRONIC PERSONAL SYNTHESIS BEHAVIOR (EPSB) 

FRAMEWORK STRUCTURE AND IMPLEMENTATION  

4.1 Electronic Personal Synthesis Behavior Algorithm (EPSBalgorithm)  

The purpose of this chapter is to present EPSBalgorithm. This algorithm aims to improve 

the authentication process in public cloud computing by dealing directly with behavior 

recognition, confidence range, and finally generate the electronic personal synthesis 

behavior (EPSB). Moreover, the learning process of the proposed algorithm is to enable 

behavior recognition as a matching factor with a password during the authentication 

process. The main purpose of the proposed algorithm is to analyze human behavior in the 

authentication layer for improving the authentication process of password-based 

authentication in authenticating an authorized user. The proposed algorithm tackles not 

only mitigate the effect of stolen password attacks but also tackles the problem of 

traditional security strategies by moving into intelligent security operations. This 

algorithm provides some creative solutions for improving the authentication process in a 

public cloud computing problem. However, in the previous chapter, they showed that 

current approaches have some defects. One of the primary weaknesses is that the current 

methods are weak when dealing with stolen password attacks. Another thing is that the 

previous studies of the authentication process in public cloud computing have not dealt 

with learning mechanisms for user behavior recognition in the password as a matching 

factor with a password, and highly expensive as well. Therefore, we propose the 

Electronic Personal Synthesis Behavior (EPSB) algorithm to deal with these problems. 

In the next section, the concept of the proposed approach is stated. In this section, there 

are sub-sections. The first one presents the time component for the proposed method. The 

second sub-section describes the password style component. The third sub-section 

describes the password error component. The fourth sub-section presented the decision 

component and introduced the approach’s flow chart. The third section of this chapter 

describes the implementation and test. The first one in this section represents the 

implementation time(duration) component with decision component. The second on in 

this section describes the implementation of password style component with decision 

component, and the third on in this section, describes the implementation of password 

style component with decision component. The following section discusses the analysis 
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of the results for time, password style, and password error components. The fourth section 

discusses the analysis of the results for classifying data component. The last section is 

the conclusion. An overview of the overall topics presented in this chapter can be viewed 

in Figure 4.1 below. 

 

Figure 4.1 Overview of Topic Covered in Chapter Four  

 

4.2 The EPSB Algorithm Framework Structure and Implementation 

EPSB is an algorithm created for generating the behaviour of the authorized user when 

interacting with password numerically. This algorithm has the potential to adapt in any 

authentication process in public cloud computing, which is applied password with any 

factor. This algorithm aims to improve the accuracy of user authentication in a public 

cloud by dealing directly with authorized user behavior. The main body of this algorithm 

consists of four components; Password Time(Pd), Password Style(PS), Password Error 

(Pe), and Decision (D). These components will present in the next sub-section. 
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4.2.1 Design of the EPSB Algorithm 

In this study, the main parameters taken from the previous research conducted by 

P.Hoonakker et al.[153], which explained in details in chapter two, section 2.7.1. The 

main parameters are Password Style(PS), Password Error(Pe), Password Time(Pd) and 

Decision (D). Using these parameters allowed to record and analyse most of the users’ 

activities depending on the style of the password, time to typing the password, and the 

most of frequent error in password location by using statistical tools. The EPSBalgorithm 

design, as shown in Figure 4.2 below. 

 

Figure 4.2 EPSB Algorithm Design. 

 

4.2.2 Confidence Range (CR)  

The algorithm determines the lowest and highest confidence range values that relate to 

each user's account. In this stage, it required to know all about each user's behavior that 

accompanied all associated password processes, including creating and entering the 

password. Statistically, the descriptive statistics of Mode, Mean, Median, and Range 

allow to compute and describe the nature of data numerically[179]. Thus, the descriptive 

statistics in EPSB algorithm adapted to analyse the entered values for each period of 

typing password,  error accompanied by typing the password and password style.   
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a) Mode 

The number that appears most often in a set of numbers. It is the value x 

at which its probability mass function takes its maximum value. The mode 

is a way of expressing, in a (usually) single number, relevant information 

about a random variable or a population. The mode is the most frequently 

occurring score in distribution and used as a measure of central tendency. 

The advantage of the mode as a measure of central tendency is that its 

meaning is obvious. The equation of Mode is shown as follows[179]. 

                                                                                                      

                  𝑀𝑜𝑑𝑒 =  L + h
fm−f1

(2fm−f1−f2)
              (Equations 4.1)    

 

Where 

L=lower boundary modal class 

h=size of modal class 

fm=frequency corresponding to the modal class   

f1=frequency preceding to modal class 

f2= frequency proceeding to modal class  

 

b) Mean 

The Mean (or average) is the most commonly used method of describing 

central tendency. The Mean calculated from the sum of all the values 

divided by the total number of values. The mean can be used for both 

continuous and discrete numeric data. The equation of Mean, as shown as 

follows[179]. 

 

Mean = 
∑ 𝑓𝑥

 n
                              (𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛𝑠 4.2) 

 

Where 

x= data value 

n= number of items  

 

 

 

https://en.wikipedia.org/wiki/Random_variable
https://en.wikipedia.org/wiki/Population_(statistics)
http://www.abs.gov.au/websitedbs/a3121120.nsf/home/statistical+language+-+statistical+language+glossary#Continuous%20variable
http://www.abs.gov.au/websitedbs/a3121120.nsf/home/statistical+language+-+statistical+language+glossary#Discrete%20variable
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c) Median 

The median is the middle score for a set of data that has been arranged in 

order of magnitude. The median is less affected by outliers and skewed 

data. The median is a good measure of the average value when the data 

include exceptionally high or low values because these have little 

influence on the outcome. The median is the most suitable measure of 

average for data classified on an ordinal scale. The equation of Median is 

shown as follows[179]. 

 

𝑀𝑒𝑑𝑖𝑎𝑛 =  𝐿 +
ℎ1   

𝑓
((n/2)-C                           (𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛𝑠 4.3) 

 

Where 

L=lower boundary modal class 

h1=size of the median class interval 

f= frequency corresponding of median class 

C= cumulative frequency preceding the median class  

n= number of items  

d) Range 

The range is everything between specified limits or a series of numbers 

that includes the highest and lowest possible amounts[179].  

                 

 

 

e) Z-Score 

Z-Score can determine the abnormal from the normal value. A Z-score 

can be calculated using the following formula [180]: 

       Z = (X - μ) / σ                (𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛𝑠 4.4) 

z= is the value on the standard normal distribution 

x=is the value on the original distribution 

μ= mean 

σ= standard deviation 

Range 
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In this study, the above descriptive statistics of Mode, Mean, Median, and Range are used 

as one formula to generate electronic behavior print of the authorized user. The user’s 

EPSB generates user’s personal behaviour based on the statistical analysis for the 

confidence range, which works according to the application of the following statistical 

formula.   

Confidence Range (CR)=L + h
fm−f1

(2fm−f1−f2)
, ∑

𝑥𝑖

𝑛𝑖 , 𝐿 +
ℎ1   

𝑓
((n/2)-C        (𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛𝑠 4.5) 

Where 

L=lower boundary modal class 

h=size of modal class 

fm=frequency corresponding to the modal class   

f1=frequency preceding to modal class 

f2= frequency proceeding to modal class  

x= data value 

n= number of items  

h1=size of the median class interval 

f= frequency corresponding of median class 

C= cumulative frequency preceding the median class  

4.2.3 EPSB Algorithm Components  

In this section, the predictive user behavior in a password (EPSB) is used by applying 

statistical analysis according to the learning principles. User behavior in passwords has 

many parameters, such as time (duration), password style, and password error [153]. 

Therefore, the use of passwords (P) in organizations or institutions may pose many 

security problems in availability, such as unauthorized user login through active P, 

unauthorized password changes, and restricted temporary logins. To avoid these 

problems, the EPSB Algorithm  was firstly proposed, which includes four components; 

Password time(Pd), Password style (PS), Password error(Pe),  and decision (see Figure 

4.3 below).  
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Figure 4.3 EPSB Algorithm Components 

Each component is responsible for following up, registering, and analyzing the intended 

data via following up the legitimate user's behavior in terms of different factors. The main 

EPSB algorithm components are listed below: 

a) Password Time(Pd) 

This component describes and represents the time required to type the password. Its 

main task is to generate an EPSBtime based on the CR for any user. The results of CRPd 

are genrtated depending on analyse the speed of the click on the keyboard starting 

from the input of password until login key is pressed. The Pd focuses on determining 

the unauthorized users according to time (duration) confidence range (CRPd). The 

following pseudocode captures the Pd for EPSBTime. Finally, Pd send the final results 

to decision(D) component for compare as shown as in Figure 4.4 below.  

 

Algorithm: Electronic Personal Synthesis Behavior (EPSB)Time  

Input: Pd (float) {duration Typed password} 

Output: Confidence range (CRPd(1-3))  

If d start  

Do 

Count d 

While (press enter) 

Recorded d 

Calculate CRPd  

d=d+1 
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if  d>30 

Del old d 

Integrated d Value 

if d<=30 

Output: 

Confidence range (CRPd1, CRPd2, CRPd3) 

Send Output to Decision (D) 

 

Figure 4.4 Electronic Personal Synthesis Behavior EPSBTime 

b) Password Style (PS)  

In this component, the approach tries to determine an EPSBStyle for the user 

behavior in creating the style of password for determining the authorized user 

manner in selecting the password (P). The purpose of PS is to prevent any 

suspicious password changes.  

PS works to monitor, record, and analyse  the user’s behavior as they select 

passwords through analysis of passwords and tries to find the CRPS for the 

authorized user based on the following parameters: 

1. The number of capital letters used in the password (U). 

2. The number of small letters used in the password (l). 

3. The overall used letters(T). 

4. The number of numeric values used in the password(N). 

5. The number of special characters used in the password(E). 

6. The length of the password (the number of the overall characters)(L). 

Then PS stores all these data points and performs a statistical analysis process to 

generate the confidence range(CRPSN,CRPSU,CRPSL,CRPSE,CRPSl, CRPST) through 

the use of the EPSBstyle algorithm in Figure 4.5 below. Finally, PS send the final 

results to decision(D) component for compare  
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Algorithm: Electronic Personal Synthesis Behavior (EPSB)Style  

Input:  

N:Number (Integer), U:Upper case (Integer), l:lower case (Integer), 

L:Length of password (Integer), E: Special character (Integer), T:The overall 

used letters. 

 {password characters} 

Output:  

Confidence range (CRPSN(1-3)) Confidence range (CRPSU(1-3)) Confidence 

range (CRPSl(1-3)) Confidence range (CRPSL(1-3)) Confidence range (CRPSE(1-3)) 

Confidence range (CRPST(1-3))  

If Password started  

Do 

Count N,U,l,L,E,T 

While (Empty) 

Recorded N,U,l,L,E,T 

Calculate (CRPSN), (CRPSU), (CRPSl), (CRPSL), (CRPSE), (CRPST) 

N=N+1, U=U+1, l=l+1, L=L+1, E=E+1, T=T+1 

if  N (or) U (or) l(or) L(or) E (or) T >30 

Del old N (or) U (or) l(or) L(or) E (or) T 

Integrated N (or) U (or) l(or) L(or) E (or) T Value 

if N (or) U (or) l(or) L(or) E (or) T <=30 

Output: 

(CRPSN1, CRPSN2 , CRPSN3 , CRPSU1, CRPSU2, CRPSU3, CRPSL1, CRPSL2,CRPSL3, 

CRPSE1, CRPSE2, CRPSE3, CRPSl1, CRPSl2, CRPSl3, CRPST1,CRPST2, CRPST3)  

Send Output to Decision (D) 

  

Figure 4.5 Electronic Personal Synthesis Behavior EPSBstyle 

c) Password Error (Pe) 

This component tries to determine an EPSBError from the errors and categorize 

them according to whether they are authenticated based on monitoring and 

recoding the user’s behavior while entering the password wrongly. In most cases, 

there are some repetitive errors for the authorized users, such as using an old 

password, repeating a particular character, using another account’s password, not 

paying attention to the enabled language, or writing the capital letters as small 

letters and vice versa. In such cases, most systems deactivate the account for a 
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temporary period and then the account will be re-activated after a particular period 

has passed.  

Pe  works to monitor, record, and analyse the user’s behavior as they select wrong 

passwords through analysis of error passwords and tries to find the CRPe for that 

user based on the following parameters: 

1. The number of capital letters used in the password (U). 

2. The number of small letters used in the password (l). 

3. The overall used letters(T). 

4. The number of numeric values used in the password(N). 

5. The number of special characters used in the password(E). 

6. The length of the password (the number of the overall characters)(L). 

Then the Pe stores all these data points and performs a statistical analysis process 

to generate the confidence range(CRPeN,CRPeU,CRPeL,CRPeE,CRPel, CRPeT)through 

the use of the EPSBError algorithm in Figure 4.6 below. Finally, Pe send the final 

results to decision(D) component for compare. 

Algorithm: Electronic Personal Synthesis Behavior (EPSB)Error 

Input:  

N:Number (Integer), U:Upper case (Integer), l:lower case (Integer), 

L:Length of password (Integer), E: Special character (Integer), T:The overall 

used letters. {password characters} 

Output:  

Confidence range (CRPeN(1-3)) Confidence range (CRPeU(1-3)) Confidence 

range (CRPel(1-3)) Confidence range (CRPeL(1-3)) Confidence range (CRPeE(1-3)) 

Confidence range (CRPeT(1-3))  

 

If Password started  

Do 

Count N,U,l,L,E,T 

While (Empty) 

Recorded N,U,l,L,E,T 

Calculate (CRPeN), (CRPeU), (CRPel), (CRPeL), (CRPeE), (CRPeT) 

N=N+1, U=U+1, l=l+1, L=L+1, E=E+1, T=T+1 

if  N (or) U (or) l(or) L(or) E (or) T >30 

Del old N (or) U (or) l(or) L(or) E (or) T 

Integrated N (or) U (or) l(or) L(or) E (or) T Value 

if N (or) U (or) l(or) L(or) E (or) T <=30 
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Output: 

(CRPeN1, CRPeN2 , CRPeN3, CRPeU1, CRPeU2, CRPeU3, CRPeL1, CRPeL2, CRPeL3, 

CRPeE1, CRPeE2, CRPeE3, CRPel1, CRPel2, CRPel3, CRPeT1, CRPeT2, CRPeT3) 

Send Output to Decision (D) 

Figure 4.6 Electronic Personal Synthesis Behavior EPSBError 

d) Decision (D)  

This component monitors and follows up the new user behavior to determine whether 

s/he is the authorized user. The component records and stores the EPSBTime,Style,Error 

which is generated from Pd, PS, Pe for the current user and works to compare it with 

the previous EPSBTime,Style,Error. Then the component extracts the EPSBTime,Style,Error for 

the current user and compares it with the approved EPSBTime,Style,Error in all related 

issues as shown as in Figure 4.7 below.  

Figure 4.7 Decision Component  Tasks 

 

If the rate is < = 60%, then it will send the data, as it will be considered approved for 

all the related parties for confirmation to integrate the personal data for each user. 

Otherwise (i.e., the rate is > 60 %), it will activate the critical security procedures. 

The following pseudocode captures the decision component for the proposed 

algorithm. 
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Algorithm: Electronic Personal Synthesis Behavior (EPSB) Decision 

Component 

Input: EPSBTime, EPSBStyle, EPSBError 

Output:  

Last EPSBTime, EPSBStyle, EPSBError , Active critical security procedure, 

Block or unlock on Data high level security  

Login public cloud 

Stored EPSBTime, EPSBStyle, EPSBError 

Similarity between current EPSBTime, EPSBStyle, EPSBError and stored  

EPSBTime, EPSBStyle, EPSBError  

             Rate of compare:  

             If rate >= 60 

                 Integrate EPSBTime, Style, Error  

                 Update current EPSB Time, Style, Error 

     Login public cloud  

             Else 

              Active critical security procedure  

              Block on Data high-level security  

       For I = 2 

              If confirm  

                            Unlock Data  

                            Integrate EPSB Time, Style, Error 

                            Update current EPSB Time, Style, Error 

                            Login public cloud  

                Else 

                Deactivate account 

                Send active code into Authentication user 

                Send active code into Administration 

 

Figure 4.8 Electronic Personal Synthesis Behavior (EPSB)Decision 

 

4.2.4 The EPSB Algorithm Process  

We analyze how login data from the authentication layer in the public cloud can be used 

to predict user behavior. The EPSBalgorithm process captures all requests made to the 

authorized user such as time(Pe), password style(PS), and password error(pe). For many 

authentication systems, these activities are not fully utilized. These data include historical 

information about the activities performed by users. In addition to improving user 
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interaction with the password can be used to trace patterns of behavior. The patterns can 

then be used with statistical language models, such as CR, to predict user behavior. The 

EPSBalgorithm would determine which CR should be idled and which one should be active 

according to the user activities with the authentication layer. 

The EPSBalgorithm has four components including Password Time(Pd), Password style 

(PS), Password error(Pe), and decision(D) for generating EPSBTime, EPSBStyle, EPSBError, 

EPSBD respectively. Each component is responsible for following up, registering, and 

analyzing the intended data via following up the authorized user's behavior in terms of 

different factors. The EPSBalgorithm works to analyse human factor in authentication 

process through several parameters in human password behaviour namely duration of 

typing password(CRPd) EPSBTime, Password Style(CRPS) EPSBStyle, Password error(Pe) 

EPSBError, and then send all results to Decision (D) component,  as shown as in Figure 

4.9 below. 

 

 

Figure 4.9 EPSBalgorithm Parameters 

The following Four components process shows how EPSBAlgorithm may be used in typical 

settings. 
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a) The EPSBTime Process  

The process of authentication in EPSB involves many steps that are intimately 

linked and completely interdependent. The initial steps, the component Pd is 

working to monitor, record and analyse the time required from the authorized user 

to type the password. The task of these steps to generate the EPSBTime  (EPSBTime= 

CRPd1, CRPd2,CRPd3) according to Confidence range(CR) formula in section 4.2.2 

above. depending on the speed of the click on the keyboard starting from the input 

of password until the login key is pressed and then send the results to the Decision 

(D) component. Figure 4.10 and Table 4.1 below explain the process of generating 

EPSBTime. 

Table 4.1 Process of EPSBTime. 

Steps Processes 

Step1 

Monitoring and recording the time required from the user to type the 

password (Data). (Input: the duration from user starting to input his/her 

password until login button is pressed) 

Step2 Analysing the recording data by using confidence range (CPd)  

Step3 

 

Generating confidence range (CRPd) 

Output: 

EPSBTime= (CRPd1, CRPd2, CRPd3) 

Step4 Send the EPSBTime as input into the Decision(D) component 
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Figure 4.10 EPSBTime Process 

Normally, the speed of using the keyboard is different from user to the user 

according to the location of keys, using two or one hands, time of using PC, using 

keyboard directly, and a familiar keyboard. The purpose of this component is to 

determine the authorized user according to the speed of the click on the keyboard. 

Later, these logins will be saved internally under Decision (D) control, and a set 

of statistical analysis processes will be performed to generate an approved 

confidence range (CRPd1,CRPd2,CRPd3) based on the user’s timely behavior. This 

component aims at finding the authorized user behavior when typing his/her 

password to detect any suspicious logins even if the intrusive person has the real 

password (stolen password attack). 

  b) The EPSBstyle Process 

The PS component is working to monitor, record, and analyse the authorized 

user’s behaviour as they select or change passwords. The task of these steps to 

generate the EPSBstyle according to the Confidence range(CR) formula in section 

4.2.2 above. The CRPS will be generated depending on the analyses of the current 
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and old password aspects such as Number (N), Upper case (U), Lower case (l), 

Especial character(E), Length of password(L), Number of letters(T) and then send 

the results to Decision (D) component. The EPSBstyle is defined as: 

 

EPSBstyle=(CRPSN1, CRPSN2, CRPSN3, CRPSU1, CRPSU2, CRPSU3, CRPSl1, CRPS12, 

CRPS3, CRPSE1, CRPSE2, CRPSE3, CRPSL1, CRPSL2, CRPSL3, CRPST1, CRPST2, CRPST3.  

 

The EPSBstyle tries to determine the user behavior in creating the style of password 

to prevent any suspicious password changes. The Figure 4.11 and Table 4.2 below 

explain the process of generate EPSBstyle. 

Table 4.2 Process of EPSBstyle. 

Steps Processes 

Step 1 User chooses his/her password; 

Step2 Input: Monitoring and recording the new and old password structure 

(Data).  

Step3 Analysing password structure by using confidence range (CRPS) according 

to the aspects below (Data): 

a) Number (N),  

b) Upper case (U) 

c) Lower case (l) 

d) Especial character(E),  

e) Length of password(L),  

f) Number of letters(T)  

Step4 Generating confidence range (CRPS) 

Output: 

EPSBStyle=(CRPSN1, CRPSN2 , CRPSN3 , CRPSU1, CRPSU2, CRPSU3, CRPSL1, 

CRPSL2, CRPSL3, CRPSE1, CRPSE2, CRPSE3, CRPSl1, CRPSl2, CRPSl3, CRPST1, 

CRPST2, CRPST3) 

Step5 Send the EPSBStyle as input into the Decision (D) component 
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Figure 4.11 EPSBStyle Process 

c) The EPSBError Process  

The Pe component is working to monitor, record, and analyse the authorized 

user’s behaviour when they typing error passwords. The task of these steps to 

generate the EPSBError according to the Confidence range(CR) formula in 

Equation  4.5 above. The CRPe will be generated depending on the analyses of the 

error password aspects such as Number (N), Upper case (U), Lower case (l), 

Especial character(E), Length of password(L), Number of letters(T) and then send 

the results to Decision (D) component. The EPSBError is defined as: 

EPSBError=(CRPeN1, CRPeN2 , CRPeN3, CRPeU1, CRPeU2,CRPeU3, CRPeL1, CRPeL2, 

CRPeL3, CRPeE1, CRPeE2, CRPeE3, CRPel1, CRPel2, CRPel3, CRPeT1, CRPeT2, CRPeT3). 

Y 

N 



81 

The EPSBError tries to determine the authorized user behavior when typing the 

wrong password. Figure 4.12 and Table 4.3 below explain the process of 

generating EPSBError. 

Table 4.3 Process of EPSBError. 

Steps Processes 

Step 1 User typing error password 

Step2 Input: Monitoring and recording the error passwords typed  

Step3 Analysing error password structure by using confidence range 

(CRPe) according to the aspects below (Data): 

a) Number (N) 

b) Upper case (U) 

c) Lower case (l) 

d) Especial character(E),  

e) Length of password(L),  

f) Number of letters(T) 

Step4 Generating confidence range (CRPe) 

Output:  

EPSBError=(CRPeN1,CRPeN2,CRPeN3, CRPeU1, CRPeU2,CRPeU3, CRPeL1, 

CRPeL2, CRPeL3, CRPeE1,CRPeE2, CRPeE3, CRPel1, CRPel2, CRPel3, 

CRPeT1, CRPeT2, CRPeT3). 

Step5 Send the EPSBError as input into the Decision(D) component. 
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Figure 4.12 EPSBError Process 

d) Decision(D) process 

The decision(D) component works on receiving the results from other 

components (EPSBTime,EPSBStyle,EPSBError) and determines the rate similarity 

between the current and previous Electronic Personal Synthesis Behavior 

(EPSBTime, EPSBStyle, EPSBError) for the authorized user. If the entire identical rate 

is more or equal to sixty percent (>= 60 %), then it is within the authentic range. 

Otherwise, a confirmation e-mail will be sent to the authorized user for 

confirmation. If the authorized user confirms the e-mail, the user will be 

considered as an authorized user. In case the user does not confirm the e-mail 

within 3 minutes, the link will be deactivated, and another link will be sent to the 

same e-mail. If the user does not confirm the new link, the account will be 

N 

Y 
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deactivated permanently, and an e-mail will be sent to both the authorized user 

and the admin to re-register along with the details showing the time and IP address 

of the person who tried to log in.  

Sometimes an authorized user has been confirmed as being of extreme value. This 

activity affects negatively on  the CRPd and in avoiding this weakness, these two 

steps must be followed: 

1. Determine the extreme value in the duration component; 

2. An active account of the user without an effect on confidence range 

values. 

To achieve what has been applied as the Z Score function, a diagnosis of extreme 

values is crucial to avoid integration with previous values. Figure 4.13 and Table 

4.4 below explain the process of generating EPSBD. 

Table 4.4 Process of EPSBD 

Steps Processes 

Step 1 Input: Current EPSBStyle, EPSBError, EPSBTime 

Step2 If first time:  

2.1: Records all current EPSBStyle, EPSBError, EPSBTime;  

2.2: Go to step8 

Else  

Step3 

Step3 Stores current  EPSBStyle, EPSBError, EPSBTime; 

Step4 Compares between current EPSBStyle, EPSBError, EPSBTime and previous 

EPSBStyle, EPSBError, EPSBTime 

Output:  

EPSBDStyle, EPSBDError, EPSBDTime 

Step5 If the EPSBDStyle, EPSBDError, EPSBDTime  similarity up to 60% : 

4.1: Integrated with previous EPSBStyle, EPSBError, EPSBTime 

4.2: Generated new EPSBStyle, EPSBError, EPSBTime  

4.3: Go to step 9 

Else  

Step6 
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Step6 5.1: Active critical process activities;  

5.2:Verification process; 

5.2.1: If EPSBStyle, EPSBError, verified:  

Go to step6  

      5.2.2: If EPSBTime  verified: 

Go to step 8 

Else  

Go to step10 

Step7 6.1 Integrated with previous EPSBStyle, EPSBError 

6.2 Generated and stored new EPSBStyle, EPSBError; 

6.3 Deactivate critical process activities;  

6.4 Go to step 9 

Step8 7.1 Active z score 

   7.1.1: If extremely anomalous: 

              a) Deactivate critical process activities; 

              b) Logs in a public cloud 

              Else  

  a) Integrated with previous EPSBtime 

b) Generated and stored new EPSBtime 

c) Deactivate critical process activities; 

      7.1.2: Go to step 9 

Step9 Login into Public cloud  

Step10 Exit 
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Figure 4.13 EPSBD Process 
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4.3 Implement and Test 

The layer is improved by using PHP and JavaScript (see Appendix C). These languages 

were selected for inclusion and verification in a web domain. The components work 

together to get the required and necessary data for generating the confidence range(CR). 

The EPSBalgorithm is monitoring the authorized user’s behavior, recording all the activities 

completed by the authorized user, analyzing them statistically, and sending the results 

periodically to the decision (D) component for comparison to the current with the 

previous EPSBTime,EPSBStyle,EPSBError, to determine the identification percentage and 

whether the data could benefit the layer’s data integration. Figure 4.14 shows the 

component activities.  

 

 

Figure 4.14 Learning  Activities. 

4.3.1 The EPSB Algorithm Scenarios 

This study explores how user behavior affects system security in public cloud when using 

authentication layer. The following Three scenarios show how EPSBAlgorithm may be used 

in typical settings. 

Scenario 1: Alice usually uses her laptop to log in her public cloud from the university 

campus to perform her tasks. She types her password directly and easily as she daily uses 

the same password. One day, while Alice closed her public cloud to get a rest, Bob (as 

an unauthorized user) try to access into her public cloud illegally using an active password 

to perform actions on the corporate site and maliciously merge and change sensitive 
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records. Unbeknown to the Bob, the unauthorized user,  the website is equipped with 

EPSBTime that automatically detects the deviated behavior and subsequently locks the 

authorized user’s system.  

 

The EPSBTime is monitoring and recording the time required from the authorized user to 

type the active password. Its main task is to generate an EPSBTime based on the CRPd for 

any user. EPSBTime works as follows: It monitors all user actions with password and 

builds, for each user, an EPSBTime, a mathematical representation of how the user 

typically interacts with the password. The EPSBDTime determines, in real time, whether 

the user is deviating from expected behavior, signalling the possible presence of an 

unauthorized user. Because this instance of EPSBTime is based solely on analysis of web 

logs, it is extremely fast and it requires no special hardware or changes to the system. 

 

Scenario 2: Alice uses her laptop to telework from a University lab. She uses his web 

browser to login to her public cloud and perform her daily tasks. She writes an inactive 

password such as using an old password, repeating a particular character, using another 

account’s password, not paying attention to the enabled language, or writing the capital 

letters as small letters and vice versa.  The website is equipped with our EPSBError, that 

automatically detects deviations from normal behavior and subsequently locks her public 

cloud.   

 

The EPSBError works by monitoring, recording, and analysing the Alice’s behavior when 

she type wrong passwords through analysis of wrong passwords and tries to find the CRPe 

for that user based on the number of capital letters used in the password (U), the number 

of small letters used in the password (l), the overall used letters(T), the number of numeric 

values used in the password(N), the number of special characters used in the password(E). 

the length of the password (the number of the overall characters) (L). Its main task is to 

generate an EPSBError based on the CRPe for any user for the purpose of recognizing the 

authorized user error. when she closed her public cloud, an unauthorized person (Bob) 

attempt to accesses to her public cloud through guessing active password.  The EPSBError 

works as follows: It monitors all users actions with the wrong password typed and builds, 

for each user, an EPSBError, a mathematical representation of how the user typically typing 

wrong  password. The EPSBDError determines, whether the user is deviating from expected 

behavior, signalling the possible presence of an unauthorized user. The purpose of 
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EPSBError to determine Alice’s action when typing her error password. Because this 

instance of EPSBError is based solely on analysis of password structure by using 

confidence range (CRPe), it is extremely fast and it requires no special hardware or 

changes to the system. 

 

Scenario 3: Alice uses her laptop to telework from a local coffee shop. She uses her web 

browser to login to her public cloud and perform her daily tasks. She has chosen her 

password when she registered as an authorized user in her company. During three months, 

she has changed her password many times. The EPSBStyle works to monitoring, recording, 

and analysing the user’s behaviour when they select passwords through analysis of 

passwords and tries to find the CRPS for that user based on the number of capital letters 

used in the password (U), the number of small letters used in the password (l), the overall 

used letters(T), the number of numeric values used in the password(N), the number of 

special characters used in the password(E). the length of the password (the number of the 

overall characters)(L). Its main task is to generate an EPSBStyle based on the CRPS for any 

user for the purpose of recognizing the authorized user style when his/her choses the 

password. As she steps away from her laptop to get a refill of coffee, an unauthorized 

person accesses her laptop to change her system password. The unauthorized user has a 

current active password through stolen password attack. Unbeknownst to the 

“unauthorized user,” the website is equipped with our EPSBStyle,  that automatically 

detects deviations from normal behavior and subsequently locks her public cloud. The 

EPSBStley works as follows: It monitors all user actions with the style of password and 

builds, for each user, an EPSBsyle, a mathematical representation of how the user typically 

chosen his/her password. The EPSBDStley determines, whether the user is deviating from 

expected behavior, signalling the possible presence of an unauthorized user. Because this 

instance of EPSBStyle is based solely on analysis of password structure by using 

confidence range (CRPS), it is extremely fast and it requires no special hardware or 

changes to the system. The component will be activated as shown as in Table 4.5 below. 
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Table 4.5 Actions between Scenarios and EPSB Components Processes 

Scenarios 
EPSB Components Processes 

Password Time (Pd) Password Style (PS) Password Error (Pe) Decision(D) 

1 Active Inactive Inactive Active 

2 Inactive Inactive Active Active 

3 Inactive Active Inactive Active 

 

4.3.2 Implementation of EPSBTime and EPSBDecision  

We will now show, via an example, how EPSBalgorithm works when authorized user 

interact with password in public cloud. Assume that, over time, authentication behavior  

have been collected for users of public cloud. ID has been developed, for each user, an 

EPSBTime component, essentially representing the user’s typical behavior. According to 

scenario 1, Alice, an employee, typically starts from her user profile page to connect to 

the public cloud. She is using her password daily. Thus, she types her password directly 

and easily. The EPSBTime is used to moniter , record, and analyse the time required from 

Alice to type the password. The task of these steps to generate the EPSBTime for Alice as 

shown below: 

(EPSBTime= CRPd1, CRPd2,CRPd3). 

The implementation of EPSBTime is based on the mechanism below:  

If the Alice correctly enters password from the first attempt to the system many time 

during one week, then the component that is monitoring the Alice would be the Pe 

component only. The other components will be inactived because the user’s operation 

would be out of the components’ scope of interest, as there are no wrong entries or 

changes to the passwords. In such a way, the Pd component will generate a new EPSBTime 

as shown as in the Table 4.6 below: 
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Table 4.6 Process of Generate EPSBTime 

Attempt Input Process 

 Activites EPSBTime EPSBStyle EPSBError 

1 Alice started to typing active  

password till press login.  

The period of typing 

password=3.3s 

Step1 

 

Data 3.3 Inactive Inactive 

Record  3.3   

Step2       Analysis   

Step2.1 
CRPd1 

Min Max 
 

 

3.3 3.3 

Step2.2 
CRPd2 

Min Max   

3.3 3.3 

Step2.3 
CRPd3 

Min Max   

3.3 3.3 

Step3 Generated EPSBTime= 3.3 - 3.3 , 3.3 - 33, 3.3 - 3.3 

Step4 Send EPSBTime to Decision (D) 

 Activites EPSBTime EPSBStyle EPSBError 

2 Alice started to typing active  

password till press login.  

The period of typing 

password = 3.1 s 

Step1 

 

Data 3.1 Inactive Inactive 

Record  3.3 
 

 

3.1 

Step2       Analysis   

Step2.1 
CRPd1 

Min Max 
 

 

3.2 3.3 

Step2.2 
CRPd2 

Min Max   

3.2 3.3 

Step2.3 
CRPd3 

Min Max   

3.2 3.3 

Step3 Generated EPSBTime= 3.2 - 3.3 , 3.2 - 33, 3.2 - 3.3 

Step4 Send EPSBTime to Decision (D) 

 Activites EPSBTime EPSBStyle EPSBError 

3 Alice started to typing active 

password till press login.  

The period of typing 

password =3s 

Step1 

 

Data 3.3 Inactive Inactive 

Record  3.3 

 

 

3.1 

3 

Step2       Analysis   

Step2.1 
CRPd1 

Min Max 
 

 

3.13 3.3 

Step2.2 
CRPd2 

Min Max   

3.13 3.3 

Step2.3 
CRPd3 

Min Max   

3.1 3.3 

Step3 
Generated EPSBTime= 3.13 - 3. 3 , 3.13 - 33, 3.1 - 3.3 

Step4 
Send EPSBTime to Decision (D) 

 

In Table 4.7 below explain the EPSBTime the cumulative results after 13 attempt to typing 

active  password till press login from Alice. 
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Table 4.7 EPSBTime Cumulative Results 

Attempt Pd   Min 

M1 

Max 

M1 

Min 

 M2 

Max 

 M2 

Min 

M3 

Max 

M3 

1 3.3 TCR 3.3 3.3 3.3 3.3 3.3 3.3 

2 3.1 TCR 3.2 3.3 3.2 3.3 3.2 3.3 

3 3 TCR 3.1 3.3 3.1 3.3 3.1 3.3 

4 3.4 TCR 3.1 3.3 3.1 3.3 3.1 3.3 

5 3.4 TCR 3.1 3.4 3.1 3.3 3 3.35 

6 3.6 TCR 3.1 3.4 3.1 3.3 3 3.4 

7 3.8 TCR 3.1 3.4 3.1 3.37 3 3.4 

8 3.4 TCR 3.1 3.4 3.1 3.37 3 3.4 

9 3.9 TCR 3.1 3.4 3.1 3.43 3 3.4 

10 3.9 TCR 3.1 3.4 3.1 3.48 3 3.4 

11 3.8 TCR 3.1 3.4 3.1 3.5 3 3.4 

12 4.2 TCR 3.1 3.4 3.1 3.56 3 3.5 

13 3.2 TCR 3.1 3.4 3.1 3.56 3 3.5 

EPSBTime 
3.1 3.4 3.12 3.39 3 3.4 

CRPd1 CRPd2 CRPd3 

 

After some time,, Alice closed her public cloud to get a rest, an unauthorized person (Bob) 

attempt accesses to her public cloud through active password to perform actions on the 

corporate site, maliciously merging and changing sensitive records. Unbeknownst to the 

“unauthorized user,” the website is equipped with our EPSBTime, that automatically 

detects deviations from normal behavior and subsequently locks her system. For the Bob, 

in comparison to the current EPSBTime to determine the extent of the similarity what 

extent the Alice and Bob EPSBTime are the same. The decision(D) component will accept 

and integrate the EPSBTime if the similarity is more than  60% or will activate the critical 

security procedure if the similarity is less than 60%. The Pd component will start 

considering the time operation from the second character of the password to obtain the 

closest estimated corrected range when it generates the EPSBTime ( see Table 4.8). 

Table 4.8 Process of Generate EPSBDTime 

Attempt 1 

Scenario 1 Bob started to typing active  password till press login.  The period of typing 

password=4.3s 

EPSBTime EPSBStyle EPSBError 

Step1 

 

Data 4.3 Inactive Inactive 

Record  4.3   

Step2       Analysis   

Step2.1 
CRPd1 

Min Max 
 

 

4.3 4.3 

Step2.2 
CRPd2 

Min Max   

4.3 4.3 
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Step2.3 
CRPd3 

Min Max   

4.3 4.3 

Step3 Generated EPSBTime= 4.3 -4.3 , 4.3 - 4.3, 4.3 - 4.3 

Step4 Send EPSBTime to Decision (D) 

EPSBD 

Step1 

 

Input Data EPSBTime 4.3 -4.3 , 4.3 - 4.3, 4.3 - 4.3 

 

Step2 
Records EPSBTime 4.3 -4.3 , 4.3 – 4.3, 4.3 - 4.3 

 

Step3 
Compare 

                                          Current Historical EPSBTime 

Step3.1 
CRPd1 

Min Max Min Max Results 

4.3 4.3 3.2 4.2 Pass 

Step3.2 
CRPd2 

Min Max Min Max  

4.3 4.3 3.4 4.034/7 
Pass  

Step3.3 
CRPd3 

Min Max Min Max  

4.3 4.3 3.4 3.83.7 
Pass 

Step3.4 EPSBD 
0.0% 

Step4 0.0% <60% 

Step5 Active critical process activities 

Step5.1 

 

Verification Process 

 
a) Lock Public cloud 

b) Send verified email to Alice 

 

4.3.3 Implementation EPSBError and EPSBDecision  

In this section , we will show via example, how EPSBError works when Alice typing wrong 

password in public cloud. The EPSBError will monitor and track Alice if she fails to enter 

the password from one to three times. Hence, these components will generate a new 

EPSBError based on analyse the error password aspects such as Number (N), Upper case 

(U),Lower case (l), Especial character(E), Length of password(L), Number of letters(T) 

and then send the results to Decision (D) component. All these characters inside the error 

password will be examined and then will generate a new EPSBError according to these 

characters. 

Based on scenario 2, Alice may type an inactive password either by using an old 

password, repeating a particular character, using another account’s password, not paying 

attention to the enabled language, or writing the capital letters as small letters if not the 

other way round. In any of these cases, the main task of the EPSB algorithm is to generate 

an EPSB error based on the CRPe to recognize the authorized user error based on her 

previous errors.  The EPSB error works as follows: it monitors all user actions with the 

wrong typing password and builds, for each user, an EPSB error, a mathematical 
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representation of how the user typically typing the wrong password. The EPSBDError 

determines whether the user is deviating from expected behavior, signalling the possible 

presence of an unauthorized user. The purpose of EPSBError is to determine Alice when 

typing her error password. In such a way, the Pe component will generate a new 

EPSBError, as shown in Table 4.9 below: 

  

Table 4.9 Process of Generate EPSBError 

Attempt Input Process 

 Activates EPSBError 

1 Alice started to 

typing Error                                                                                                                    

password.  

Shy typing: 
  

@@@1976m1

976### 

 

 

 
 

Step1 

 

Type Uppercase  Type Lowercase Type Number 

Data 0 Data 1 Data 8 

Record  0 Record  1 Record 8 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeU1 

Min 

M1 

Max 

M1 

CRPel1 

Min 

M1 

Max 

M1 

 

 

CRPeN1 

Min 

M1 

Max 

M1 

0 0 1 1 8 8 

Step2.2 

CRPeU2 

Min 
M2 

Max 
M2 

CRPel2 

Min 
M2 

Max 
M2 

 

 

CRPeN1 

Min 
M2 

Max 
M2 

0 0 
1 1 8 8 

Step2.3 

CRPeU3 

Min 

M3 

Max 

M3 

CRPel3 

Min 

M3 

Max 

M3 

 

CRPeN1 
Min 

M3 

Max 

m3 

0 0 1 1 8 8 

Step4 

CRPeU1 = 0.0 – 0.0, CRPeU1 = 0.0 

– 0.0 
CRPeU1 = 0.0 – 0.0 

CRPel1 =1 – 1, CRPel1 =1 - 1 

CRPel1 =1 - 1 

CRPeN1 = 8 – 8, CRPeN2 = 8 - 8 

CRPeN3=  8 - 8 

 

Step1 

 

Type Especial 
character(E) 

Type 
Length of 
password(L) 

Type Number of letters(T) 

Data 6 Data 15 Data 1 

Record  6 Record  15 Record 1 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeU1 

Min 
M1 

Max 
M1 

CRPel1 

Min 
M1 

Max 
M1 

 
 

CRPeN1 

Min 
M1 

Max 
M1 

6 6 15 15 1 1 

Step2.2 

CRPeU2 

Min 

M2 

Max 

M2 

CRPel2 

Min 

M2 

Max 

M2 

 

 
 CRPeN1 

Min 

M2 

Max 

M2 

6 6 
15 15 1 1 

Step2.3 

CRPeU3 

Min 

M3 

Max 

M3 

CRPel3 

Min 

M3 

Max 

M3 

 

 

 CRPeN1 

Min 

M3 

Max 

m3 

6 6 15 15 1 1 

Step4 

CRPeU1 = 6  –  6, CRPeU1 = 6 –  6 

CRPeU1 = 6  – 6 

CRPel1 =15 – 15, CRPel1 =15 

- 15 

CRPel1 =15 - 15 

CRPeN1 =  1 – 1, CRPeN2 =  1 - 1 

CRPeN3=   1 - 1 

  

Step 5 

EPSBError = 0.0 – 0.0 , 0.0 – 0.0, 0.0 - 0.0, 1-1, 1-1,1-1, 8 – 8, 8 – 8, 8 – 8, 6 – 6, 6 – 6, 6 – 6, 

15 – 15, 15 – 15, 15 – 15, 1 – 1, 1 – 1, 1 - 1 

  

Step 6  Send  EPSBError to Decision (D) 

Attempt Input Process 

 Activates EPSBError 

2 Step1 Type Uppercase  Type Lowercase Type Number 
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Alice started 

to typing Error                                                                                                                    

password.  

Shy typing  
@@@1976M

1976## 

 

 

 

 

 Data 1 Data 0 Data 8 

Record  0 1 Record  1 0 Record 8 8 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeU1 

Min 

M1 

Max 

M1 

CRPel1 

Min 

M1 

Max 

M1 

 

 
 CRPeN1 

Min 

M1 

Max 

M1 

0 0.5 0.5 1 8 8 

Step2.2 

CRPeU2 

Min 

M2 

Max 

M2 

CRPel2 

Min 

M2 

Max 

M2 

 

 
CRPeN1 

Min 

M2 

Max 

M2 

0 0.5 0.5 1 8 8 

Step2.3 

CRPeU3 

Min 
M3 

Max 
M3 

CRPel3 

Min 
M3 

Max 
M3 

 
 

CRPeN1 

Min 
M3 

Max 
m3 

0 0.5 0.5 1 8 8 

Step4 
CRPeU1 = 0.0 – 0.5, CRPeU1 = 0.0 

– 0.5, CRPeU1 = 0.0 – 0.5 

CRPel1 =0.5 – 1, CRPel1 =0.5 

– 1 , CRPel1 = 0.5 - 1 

CRPeN1 = 8 – 8, CRPeN2 = 8 - 8 

CRPeN3=  8 - 8 

 

Step1 

 

Type Especial 
character(E) 

Type 
Length of 
password(L) 

Type Number of letters(T) 

Data 5 Data 15 Data 1 

Record  6 5 Record  15 14  Record 1 1 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeU1 

Min, 

M1 

Max 

M1 

CRPel1 

Min 

M1 

Max 

M1 

 

 

 CRPeN1 

Min 

M1 

Max 

M1 

5.5 6 14.5 15 1 1 

Step2.2 

CRPeU2 

Min, 

M2 

Max 

M2 

CRPel2 

Min 

M2 

Max 

M2 

 

 

 CRPeN1 

Min 

M2 

Max 

M2 

5.5 6 14.5 15 1 1 

Step2.3 

CRPeU3 

Min, 

M3 

Max 

M3 

CRPel3 

Min 

M3 

Max 

M3 

 

 
 CRPeN1 

Min 

M3 

Max 

m3 

5.5 6 14.5 15 1 1 

Step4 
CRPeU1 = 5.5  –  6, CRPeU1 = 5.5 

–  6, CRPeU1 = 5.5  – 6 

CRPel1 =14.5 – 15, CRPel1 

=14.5 – 15, CRPel1 =15 - 15 

CRPeN1 =  1 – 1, CRPeN2 =  1 - 1 

CRPeN3=   1 - 1 

  
Step 5 

EPSBError = 0.0 – 0.5 , 0.0 – 0.5, 0.0 - 0.5, 0.5-1, 0.5 - 1,0.5 - 1, 8 – 8, 8 – 8, 8 – 8, 5.5 – 6, 5.5 – 6, 

5.5 – 6, 14.5 – 15, 14.5 – 15, 14.5 – 15, 1 – 1, 1 – 1, 1 - 1 

  

Step 6 Send  EPSBError to Decision (D) 

 

In Table 4.10 below explain the EPSBError the cumulative results after 5 attempt to 

typing active  password till press login from Alice. 

Table 4.10 EPSBError Cumulative Results 

Attempt TCR Upper case Min 

M1 

Max 

M1 

Min 

M2 

Max 

M2 

Min 

M3 

Maxi M3 

@@@1976m1976### TCR 0 0 0 0 0 0 0 

@@@1976M197### TCR 1 0 1 0 0.5 0 0.5 

@@@1976M1976## TCR 1 0 1 0 0.7 0 1 

@@1976M1976### TCR 1 0 1 0 0.75 0 1 

@@@1976m1967### TCR 0 0 1 0 0.6 0 1 

If min Rounded into min values 

If max Rounded into max values 

0 1 0 0.6 0 1 

  L. case CRPeU1 CRPeU2 CRPeU3 

 

@@@1976m1976### 

 

TCR 

 

1 

 

1 

 

1 

 

1 

 

1 

 

1 

 

1 

@@@1976M197### TCR 0 0 1 0.5 1 0.5 1 

@@@1976M1976## TCR 0 0 1 0.33 1 0 1 

@@1976M1976### TCR 0 0 1 0.25 1 0 1 

@@@1976m1967### TCR 1 0 1 0.25 1 0 1 

If min Rounded into min values 0 1 0.25 1 0 1 
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If max Rounded into max values 

  Number CRPel1 CRPel2 CRPle3 

@@@1976m1976### TCR 8 8 8 8 8 8 8 

@@@1976M197### TCR 7 7 8 7.5 8 7.5 8 

@@@1976M1976## TCR 8 7 8 7.5 8 7 8 

@@1976M1976### TCR 8 7 8 7.5 8 7 8 

@@@1976m1967### TCR 8 7 8 7.5 8 7 8 

If min Rounded into min values 

If max Rounded into max values 

7 8 7.5 8 7 8 

  Length  CRPeN1 CRPeN2 CRPeN3 

@@@1976m1976### TCR 15 15 15 15 15 15 15 

@@@1976M197### TCR 14 14 15 14.5 15 14.5 15 

@@@1976M1976## TCR 14 14 15 14.3 15 14 15 

@@1976M1976### TCR 14 14 15 14.25 15 14 15 

@@@1976m1967### TCR 15 14 15 14.25 15 14 15 

  

14 15 14.25 15 14 15 

  Symbols CRPeL1 CRPeL2 CRPeL3 

@@@1976m1976### TCR 6 6 6 6 6 6 6 

@@@1976M197### TCR 6 6 6 6 6 6 6 

@@@1976M1976## TCR 5 5 6 5.6 6 6 6 

@@1976M1976### TCR 5 5 6 5.5 6 5.5 6 

@@@1976m1967### TCR 6 5 6 5.5 6 5.5 6 

   5 6 5.5 6 5.5 6 

  T. Letter  CRPeE1 CRPeE2 CRPeE3 

@@@1976m1976### TCR 1 1 1 1 1 1 1 

@@@1976M197### TCR 1 1 1 1 1 1 1 

@@@1976M1976## TCR 1 1 1 1 1 1 1 

@@1976M1976### TCR 1 1 1 1 1 1 1 

@@@1976m1967### TCR 1 1 1 1 1 1 1 

   1 1 1 1 1 1 

   CRPeT1 CRPeT2 CRPeT3 

 

As she closed her public cloud, an unauthorized person (Bob) attempt to accesses to her 

public cloud through guessing active password , he chose Alice88#@ as a password. All 

these characters inside the error password will be examined and then will generate a new 

EPSBError according to these characters. This newly generated EPSBError will be compared 

with the Historical EPSBError . The EPSBDecision(D) component will accept and integrate the 

EPSBError if the similarity is more than  60% or will activate the critical security procedure 

if the similarity is less than 60%. The  EPSBDError  will start considering the time operation 

from the second character of the password to obtain the closest estimated corrected range 

when it generates the EPSBError according to the Table 4.11 below. 
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Table 4.11 Process of Generate EPSBDError 

Attempt Input Process 

 Activates EPSBError 

1 Bob 

started to 

gussing 

active  

password 

till press 

login.  The 

typing 

password= 

Alice88#@ 

Step1 

 

Type Uppercase  Type Lowercase Type Number 

Data 1 Data 4 Data 2 

Record  1 Record  4 Record 2 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeU1 

Result  1 

CRPel1 

Result  4  

 

CRPeN1 

Result  7 

1 
4 2 

Step2.2 

CRPeU2 

Result  2 

CRPel2 

Result  5  

 

CRPeN1 

Result  8 

1 
4 2 

Step2.3 

CRPeU3 

Result  3 

CRPel3 

Result  6  

 

CRPeN1 

Result  9 

1 
4 2 

Step4 
CRPeU1 = 1, CRPeU1 =1 

CRPeU1 = 1 

CRPel1 =4, CRPel1 =4 

CRPel1 =4 

CRPeN1 =2 , CRPeN2 = 2 

CRPeN3=  2 

 

Step1 

 

Type Especial 

character(E) 
Type 

Length of 

password(L) 

Type Number of 

letters(T) 

Data 2 Data 9 Data 5 

Record  2 Record  9 Record 5 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPeE1 

Result  10 

CRPeL1 

Result  13  

 

CRPeT1 

Result  16 

2 
9 5 

Step2.2 

CRPeE2 

Result  11 

CRPeL2 

Result  14  

 

CRPeT1 

Result  17 

2 
9 5 

Step2.3 

CRPeE3 

Result  12 

CRPeL3 

Result  15  

 

CRPeT1 

Result  18 

2 
9 5 

Step4 
CRPeU1 = 2, CRPeU1 =2 

CRPeU1 = 2 

CRPel1 =9, CRPel1 =9 

CRPel1 =9 

CRPeN1 =  5, CRPeN2 = 

5 , CRPeN3=  5 

  Step 5 EPSBError = 1 , 1 , 1 , 4, 4, 4, 2, 2, 2, 2, 2, 2, 9, 9, 9, 5, 5, 5   

EPSBD 

Step1 

 

Input Data EPSBError 1 , 1 , 1 , 4, 4, 4, 2, 2, 2, 2, 2, 2, 9, 9, 9, 5, 5, 5   

 

Step2 Recods EPSBrecods  1 , 1 , 1 , 4, 4, 4, 2, 2, 2, 2, 2, 2, 9, 9, 9, 5, 5, 5   

Step3 

Compare 

                                          

Current 
                                     Historical EPSBError 

Step3.1 
CRPeU1 

Result 1 Min M1 Max M1 Similarity  

1 0 1 Fail  

Step3.2 
CRPeU2 

Result 2 Min M2 Max M2  

1 0 0.6 
Pass 

Step3.3 
CRPeU3 

Result 3 Min M3 Max M3  

1 0 1 
Fail  

Step3.3 
CRPel1 

Result 4 
Min M1 Max M1  

4 0 1 
Pass 

Step3.3 
CRPel2 

Result 5 
Min M2 Max M2  

4 0.25 1 
Pass 

Step3.3 CRPel3 Result 6 
Min M3 Max M3  
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4 0 1 
Pass 

Step3.3 

 

 

CRPeN1 

Result 7 
Min M1 Max M1  

2 7 8 
Pass 

Step3.3 

 

 

CRPeN1 

Result 8 
Min M2 Max M2  

2 7.5 8 
Pass 

Step3.3 

 

 

CRPeN1 

Result 9 
Min M3 Max M3  

2 7 8 
Pass 

Step3.3 
CRPeE1 

Result 10 
Min M1 Max M1  

2 5 6 
Pass 

Step3.3 
CRPeE2 

Result 11 
Min M2 Max M2  

2 5.5 6 
Pass 

Step3.3 
CRPeE3 

Result 12 
Min M3 Max M3  

2 5.5 6 
Pass 

Step3.3 
CRPeL1 

Result 13 
Min M1 Max M1  

9 14 15 
Pass 

Step3.3 
CRPeL2 

Result 14 
Min M2 Max M2  

9 14.5 15 
Pass 

Step3.3 
CRPeL3 

Result 15 
Min M3 Max M3  

9 14 15 
Pass 

Step3.3 

 

 

CRPeT1 

Result 16 
Min M1 Max M1  

5 1 1 
Pass 

Step3.3 

 

 

CRPeT1 

Result 17 
Min M2 Max M2  

5 1 1 
Pass 

Step3.3 

 

 

CRPeT1 

Result 18 
Min M3 Max M3  

5 1 1 
Pass 

Step3.4 EPSBD 
11.11% 

Step4 11.11 %  < 60 % 

Step5 Active critical process activities 

Step5.1 

 

Verification Process 

 
a) Lock Public cloud 

b) Send verified email to Alice 

 

4.3.4 Implementation EPSBStyle  and EPSBDecision 

In this section, we will show via example, how EPSBStyle works when Alice chose her 

password in public cloud. The PS component is activated only when the user changes the 

password for preventing any suspicious password change. The EPSBStyle will monitor and 

track Alice behavior when she selects her password. The PS component will generate the 

EPSBStyle based on analyse the password aspects such as Number (N), Upper case 

(U),Lower case (l), Especial character(E), Length of password(L), Number of letters(T) 

and then send the results to Decision (D) component. All these characters inside the 
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password will be examined and then will generate a new EPSBStyle according to these 

characters. 

 Based on scenario 3, Alice has been chosen her password when she registered as an 

authorized user in her company. During three months, she has been changed her password 

many times. The EPSBStley works as follows: It monitors all user actions with the style of 

password and builds, for each user, an EPSBsyle, a mathematical representation of how 

the user typically chosen his/her password. The final results will be send to EPSBDStley 

for the next process. The EPSBDStley determines, whether the user is deviating from 

expected behavior, signalling the possible presence of an unauthorized user. Because this 

instance of EPSBStyle is based solely on analysis of password structure by using 

confidence range (CRPS) as shown in the Table 4.12 below.  

Table 4.12 Process of Generate EPSBStyle 

Attempt Input Process 

 Activates EPSBStyle 

1 Alice has been 

chosen her 
password. 

  Password = 

@@@1976

M1976### 

 

 

 

Step1 

 

Type Uppercase  Type Lowercase Type Number 

Data 1 Data 0 Data 8 

Record  1 Record  0 Record 8 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSU1 

Min 
M1 

Max 
M1 

CRPSl1 

Min 
M1 

Max 
M1 

 

 

CRPSN1 

Min 
M1 

Max 
M1 

1 1 0 0 8 8 

Step2.2 

CRPSU2 

Min 

M2 

Max 

M2 

CRPSl2 

Min 

M2 

Max 

M2 

 

 

CRPSN1 

Min 

M2 

Max 

M2 

1 1 
0 0 8 8 

Step2.3 

CRPSU3 

Min 

M3 

Max 

M3 

CRPSl3 

Min 

M3 

Max 

M3 

 

CRPSN1 
Min 

M3 

Max 

m3 

1 1 0 0 8 8 

Step4 
CRPSU1 = 1 – 1, CRPSU1 = 1 – 1 

CRPSU1 = 1 – 1 

CRPSl1 =0 – 0, CRPSl1 =0 - 0 

CRPSl1 =0 - 0 

CRPSN1 = 8 – 8, CRPSN2 = 8 - 8 

CRPSN3=  8 - 8 

 

Step1 

 

Type Especial 
character(E) 

Type 
Length of 
password(L) 

Type Number of letters(T) 

Data 6 Data 15 Data 1 

Record  6 Record  15 Record 1 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSU1 

Min 
M1 

Max 
M1 

CRPSl1 

Min 
M1 

Max 
M1 

 
 

CRPSN1 

Min 
M1 

Max 
M1 

6 6 15 15 1 1 

Step2.2 

CRPSU2 

Min 

M2 

Max 

M2 

CRPSl2 

Min 

M2 

Max 

M2 

 

 
 CRPSN1 

Min 

M2 

Max 

M2 

6 6 
15 15 1 1 

Step2.3 

CRPSU3 

Min 

M3 

Max 

M3 

CRPSl3 

Min 

M3 

Max 

M3 

 

 

 CRPSN1 

Min 

M3 

Max 

m3 

6 6 15 15 1 1 

Step4 

CRPSU1 = 6  –  6, CRPSU1 = 6 –  6 

CRPSU1 = 6  – 6 

CRPSl1 =15 – 15, CRPSl1 

=15 - 15 

CRPSl1 =15 - 15 

CRPSN1 =  1 – 1, CRPSN2 =  1 - 1 

CRPSN3=   1 - 1 
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Step 5 

EPSBStyle = 1 – 1, 1 – 1, 1 - 1, 0 – 0, 0 – 0,0 – 0, 8 – 8, 8 – 8, 8 – 8, 6 – 6, 6 – 6, 6 – 6, 15 – 

15, 15 – 15, 15 – 15, 1 – 1, 1 – 1, 1 - 1 

  

Step 6  Send  EPSBStyle to Decision (D) 

Attempt Input Process 

 Activates EPSBstyle 

2 Alice has been 

changed her 
password. 

  Password = 

1976m197

6### 

 

 

 

 

Step1 

 

Type Uppercase  Type Lowercase Type Number 

Data 0 Data 1 Data 8 

Record  1 0 Record  0 1 Record 8 8 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSU1 

Min 

M1 

Max 

M1 

CRPSl1 

Min 

M1 

Max 

M1 

 

 
 CRPSN1 

Min 

M1 

Max 

M1 

0.5 1 0 0.5 8 8 

Step2.2 

CRPSU2 

Min 

M2 

Max 

M2 

CRPSl2 

Min 

M2 

Max 

M2 

 

 
CRPSN1 

Min 

M2 

Max 

M2 

0.5 1 0 0.5 8 8 

Step2.3 

CRPSU3 

Min 

M3 

Max 

M3 

CRPSl3 

Min 

M3 

Max 

M3 

 

 
CRPSN1 

Min 

M3 

Max 

m3 

0.5 1 0 0.5 8 8 

Step4 
CRPSU1 = 0.5 – 1, CRPSU1 = 0.5 – 

1, CRPSU1 = 0.5 – 1 

CRPSl1 =0  – 0.5, CRPSl1 =0 

– 0.5 , CRPSl1 = 0  - 0.5 

CRPSN1 = 8 – 8, CRPSN2 = 8 - 8 

CRPSN3=  8 - 8 

 

Step1 

 

Type Especial 

character(E) 
Type 

Length of 

password(L) 

Type Number of letters(T) 

Data 3 Data 15 Data 1 

Record  6 3 Record  15 12  Record 1 1 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSU1 

Min, 
M1 

Max 
M1 

CRPSl1 

Min 
M1 

Max 
M1 

 
 

 CRPSN1 

Min 
M1 

Max 
M1 

4.5 6 13.5 15 1 1 

Step2.2 

CRPSU2 

Min, 
M2 

Max 
M2 

CRPSl2 

Min 
M2 

Max 
M2 

 
 

 CRPSN1 

Min 
M2 

Max 
M2 

4.5 6 13.5 15 1 1 

Step2.3 

CRPSU3 

Min, 

M3 

Max 

M3 

CRPSl3 

Min 

M3 

Max 

M3 

 

 

 CRPSN1 

Min 

M3 

Max 

m3 

4.5 6 13.5 15 1 1 

Step4 

CRPSU1 = 4.5  –  6, CRPSU1 = 4.5 
–  6, CRPSU1 = 4.5  – 6 

CRPSl1 =13.5 – 15, CRPSl1 

=13.5 – 15, CRPSl1 =13.5 - 

15 

CRPSN1 =  1 – 1, CRPSN2 =  1 - 1 

CRPSN3=   1 - 1 

  
Step 5 

EPSBStyle = 0.0 – 0.5 , 0.0 – 0.5, 0.0 - 0.5, 0.5-1, 0.5 - 1,0.5 - 1, 8 – 8, 8 – 8, 8 – 8, 5.5 – 6, 5.5 – 6, 
5.5 – 6, 14.5 – 15, 14.5 – 15, 14.5 – 15, 1 – 1, 1 – 1, 1 - 1 

  

Step 6 Send  EPSBStyle to Decision (D) 

 

In Table 4.13 below explain the EPSBstyle the cumulative results after 5 attempt to change 

her password from Alice. 
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Table 4.13 EPSBstyle Cumulative Results 

Attempt TCR Upper case Min 

M1 

Max 

M1 

Min 

M2 

Max 

M2 

Min 

M3 

Max 

M3 

@@@1976M1976### TCR 1 1 1 1 1 1 1 

1976m1976### TCR 0 0 1 0 1 0.5 1 

7905781614mOH@ TCR 2 0 2 0 1.5 0.5 1 

M1976@1976moh TCR 1 0 2 0 1.5 0.5 1 

Lkikh1##1976 TCR 1 0 2 0 1.5 0.5 1 

If min Rounded into min values 

If max Rounded into max values 

0 2 0 2 0 1 

  L. case CRPSU1 CRPSU2 CRPSU3 

@@@1976M1976### TCR 0 0 0 0 0 0 0 

1976m1976### TCR 1 0 1 0 0.5 0 0.5 

7905781614mOH@ TCR 1 0 1 0 0.75 0 1 

M1976@1976moh TCR 3 0 3 0 1.875 0 1 

Lkikh1##1976 TCR 4 0 4 0 2.94 0 1 

If min Rounded into min values 

If max Rounded into max values 

0 4 0 3 0 1 

  Number CRPSl1 CRPSl2 CRPSl3 

@@@1976M1976### TCR 8 8 8 8 8 8 8 

1976m1976### TCR 8 8 8 8 8 8 8 

7905781614mOH@ TCR 10 8 10 8 9 8 8 

M1976@1976moh TCR 8 8 10 8 9 8 9 

Lkikh1##1976 TCR 5 5 10 7 9 8 9 

If min Rounded into min values 

If max Rounded into max values 

5 10 7 9 8 9 

  Length  CRPSN1 CRPSN2 CRPSN3 

@@@1976M1976### TCR 15 15 15 15 15 15 15 

1976m1976### TCR 12 12 15 13.5 15 13.5 15 

7905781614mOH@ TCR 14 12 15 13.5 15 13.5 15 

M1976@1976moh TCR 13 12 15 13.4 15 13.5 15 

Lkikh1##1976 TCR 12 12 15 12.7 15 13 15 

  12 15 12 15 13 15 

  Symbols CRPSL1 CRPSL2 CRPSL3 

@@@1976M1976### TCR 6 6 6 6 6 6 6 

1976m1976### TCR 3 3 6 4.5 6 4.5 6 

7905781614mOH@ TCR 1 1 6 3.33 6 3 6 

M1976@1976moh TCR 1 1 6 2.75 6 2 6 

Lkikh1##1976 TCR 2 1 6 2.6 6 2 6 

   1 6 2 6 2 6 

  T. Letter  CRPSE1 CRPSE2 CRPSE3 

@@@1976M1976### TCR 1 1 1 1 1 1 1 

1976m1976### TCR 1 1 1 1 1 1 1 

7905781614mOH@ TCR 3 1 3 1 1.7 1 1 

M1976@1976moh TCR 3 1 3 1 2 1 2 

Lkikh1##1976 TCR 5 1 5 1 2.6 1 3 

   1 5 1 3 1 3 

   CRPST1 CRPST2 CRPST3 

                                       

 

Alice steps away from her laptop to get a refill of coffee, an unauthorized person(Bob) 

accesses her laptop to change her system password for control on it. Bob has a current 

active password through stolen password attack. Unbeknownst to the “unauthorized 
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user,” the website is equipped with our EPSBStyle,  that automatically detects deviations 

from normal behavior and subsequently locks her public cloud. All these characters inside 

password will be examined and then will generate a new EPSBStyle according to these 

characters. This newly generated EPSBStyle will be compared with the Historical 

EPSBStyle . The EPSBDecision(D) component will accept and integrate the EPSBDStyle  if the 

similarity is more than  60% or will activate the critical security procedure if the similarity 

is less than 60%. The  EPSBStyle will start considering the time operation from the second 

character of the password to obtain the closest estimated corrected range when it 

generates the EPSBStyle according to the Table 4.14 below. 

Table 4.14 Process of Generate EPSBDStyle 

Attempt Input Process 

 Activates EPSBStyle 

1 Bob 

started to 

change active  

password.  

The chose 

password= 

BobBob123@ 

Step1 

 

Type Uppercase  Type Lowercase Type Number 

Data 2 Data 4 Data 3 

Record  2 Record  4 Record 3 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSU1 

Result  1 

CRPSl1 

Result  4  

 

CRPSN1 

Result  7 

2 
4 3 

Step2.2 

CRPSU2 

Result  2 

CRPSl2 

Result  5  

 

CRPSN1 

Result  8 

2 
4 3 

Step2.3 

CRPSU3 

Result  3 

CRPSl3 

Result  6  

 

CRPSN1 

Result  9 

2 
4 3 

Step4 

CRPSU1 = 2, CRPSU1 =2 

CRPSU1 = 2 

CRPSl1 =4, CRPSl1 =4 

CRPSl1 =4 

CRPSN1 =3,CRPSN2 = 

3 

CRPSN3=  3 

 

Step1 

 

Type Especial 

character(E) Type 
Length of 

password(L) 

Type Number 

of 

letters(T) 

Data 1 Data 10 Data 3 

Record  1 Record  10 Record 3 

Step2 Analysis Analysis Analysis 

Step2.1 

CRPSE1 

Result  10 

CRPSL1 

Result  13  

 

CRPST1 

Result  16 

1 
10 3 

Step2.2 

CRPSE2 

Result  11 

CRPSL2 

Result  14  

 

CRPST1 

Result  17 

1 
10 3 

Step2.3 

CRPSE3 

Result  12 

CRPSL3 

Result  15  

 

CRPST1 

Result  18 

1 
10 3 

Step4 
CRPSU1 = 1, CRPSU1 =1 

CRPSU1 = 1 

CRPSl1 =10, CRPSl1 =10 

CRPSl1 =10 

CRPSN1 =  3, CRPSN2 

= 3 , CRPSN3=  3 

  
Step 5 

EPSBStyle = 2 , 2 , 2, 4, 4, 4, 3, 3, 3, 1, 1, 1, 10, 10, 10, 3, 3, 3  

  

EPSBD 
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Step1 

 

Input Data EPSBStyle 
2 , 2 , 2, 4, 4, 4, 3, 3, 3, 1, 1, 1, 10, 10, 10, 3, 3, 3   

Step2 Recods EPSBrecods  2 , 2 , 2, 4, 4, 4, 3, 3, 3, 1, 1, 1, 10, 10, 10, 3, 3, 3   

Step3 
Compare 

Current                                      Historical EPSBStyle 

Step3.1 
CRPSU1 

Result 1 Min M1 Max M1 Similarity  

2 0 2 Fail 

Step3.2 
CRPSU2 

Result 2 Min M2 Max M2  

2 0 2 
Fail 

Step3.3 
CRPSU3 

Result 3 Min M3 Max M3  

2 0 1 
Pass 

Step3.3 
CRPSl1 

Result 4 
Min M1 Max M1  

4 0 4 
Fail 

Step3.3 
CRPSl2 

Result 5 
Min M2 Max M2  

4 0 3 
Pass 

Step3.3 
CRPSl3 

Result 6 
Min M3 Max M3  

4 0 1 
Pass 

Step3.3 

 

 

CRPSN1 

Result 7 
Min M1 Max M1  

3 5 10 
Pass 

Step3.3 

 

 

CRPSN1 

Result 8 
Min M2 Max M2  

3 7 9 
Pass 

Step3.3 

 

 

CRPSN1 

Result 9 
Min M3 Max M3  

3 8 9 
Pass 

Step3.3 
CRPSE1 

Result 10 
Min M1 Max M1  

1 1 6 
Fail 

Step3.3 
CRPSE2 

Result 11 
Min M2 Max M2  

1 2 6 
Pass 

Step3.3 
CRPSE3 

Result 12 
Min M3 Max M3  

1 2 6 
Pass 

Step3.3 
CRPSL1 

Result 13 
Min M1 Max M1  

10 12 15 
Pass 

Step3.3 
CRPSL2 

Result 14 
Min M2 Max M2  

10 12 15 
Pass 

Step3.3 
CRPSL3 

Result 15 
Min M3 Max M3  

10 13 15 
Pass 

Step3.3 

 

 

CRPST1 

Result 16 
Min M1 Max M1  

3 1 5 
Fail 

Step3.3 

 

 

CRPST1 

Result 17 
Min M2 Max M2  

3 1 3 
Fail 

Step3.3 

 

 

CRPST1 

Result 18 
Min M3 Max M3  

3 1 3 
Fail 

Step3.4 EPSBD 
11.11% 

Step4 38.88  %  < 60 % 

Step5 Active critical process activities 

Step5.1 Verification Process 

 
a) Lock Public cloud 

b) Send verified email to Alice 
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4.4 Chapter Summary 

Authentication is considered a core layer in public cloud computing. The password is one 

of the most significant mechanisms in authentication, which works to diagnose the 

authorized user from others. Performance enhancement in authentication is considered 

one of the important tasks through adopting an algorithm, as proposed here in this 

chapter. The suggested algorithm is called Electronic Personal Synthesis Behavior 

(EPSB). However, the current authentication schemes commonly use mechanisms that 

face many problems, such as stolen password attacks. Such the unauthorized user would 

be able to access data and change the active password which in turn causes a significant 

loss in efforts and cost. 

Similarly, a hacker who does not have a password also attempts to penetrate the system 

by predicting a set of words. Both authorized users and hackers input a wrong password. 

However, authorized users may have only one or two wrong characters in the password 

whereas hackers input a completely wrong password. Thus, adopting an algorithm under 

the name of Electronic Personal Synthesis Behavior (EPSB) is crucial. The first main 

task of this algorithm is monitoring all the activities associated with password duration, 

Time , Error, and Style for the authorized user in order to recognize any suspicious 

activity. The second basic task is generating an EPSBTime,Error,Style for the authorized user 

by the application of the EPSBalgorithm in the authentication layer for recognizing any 

suspicious activity. A whole system may be damaged if the unauthorized or non-

privileged user attempts to enter a system either directly or through websites. The current 

study suggests an algorithm to improve the performance of the authentication layer 

through improving the accuracy of determining on the authorized user according to the 

many parameters adopted that are related to the behavior of the authorized user. The 

created blocks protect data and prevent suspicious users from logging into the entire data.  

.  
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CHAPTER 5 

EVALUATION  

5.1 EPSBalgorithm Evaluation   

In this chapter, the evaluation criteria conducted according to security, accuracy,  

acceptance and use. In this chapter, we will present the work outcome and effects, which 

are made possible by the proposed algorithm with many experiments performed. The first 

part is the experimental results, which show the improvement made by the proposed 

algorithm on the accuracy in authenticating an authorized user and acceptance and use. 

The second part of this chapter provides a statistical study to check the validity of the 

proposed approach. The third features comparison between before and after adopting the 

proposed algorithm on the authentication accuracy when facing stolen password attacks 

on the public cloud field. 

This chapter contains four sections. This section is the introduction of the chapter. The 

second section is the EPSB algorithm results analysis that explains the EPSB experiment 

to examine the accuracy of authenticating an authorized user. Section 5.3 discusses the 

results and analysis of the examination on the acceptance and the use of EPSB. 

Technology Acceptance Model (TAM), one of the information system theories developed 

by Davis in 1989[167], was used for assessing EPSB acceptance and use level. The 

comparison focuses on the accuracy of authenticating an authorized user, cost, intelligent 

authentication, and the presence of human factors, as enhancing authentication accuracy 

is considered the main objective of this thesis, as is seen in the literature.  

5.2 EPSB Algorithm Results Analysis  

This section evaluates the EPSB results. The evaluation criteria were conducted 

according to the algorithm’s accuracy, acceptance and use. In the first part, the results on 

the accuracy of authenticating an authorized user in the proposed algorithm are presented. 

Results are valid when the algorithm worked as expected through testing across a range 

of assumptions inputs. All assumptions are built and constructed according to two inputs; 

the first one is the authorized user, and the second one is unauthorized user behavior with 

stolen password attacks. Normally, the unauthorized user of the stolen password tries to 

log in as an authorized user and changes the password to dominate the system authority. 
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On the other hand, authorized user sometimes tries logging in using an old password, 

repeating a particular character, using another account’s password, not paying attention 

to the enabled language, or writing the capital letters as small letters and vice versa.  

 

The sample users divided into three groups in which each one has four users[158] [181]. 

This layer implemented on 12 students from IT, English, Law, and Business departments, 

at Al-Buraimi University College, Oman for ten working days from 17th to 29th of July 

2016. A heterogeneous sample was selected, such as four females and eight male. In a 

related context,  three whose first language is Arabic, nine bilinguals (Arabic, English), 

three who have high computer skills proficiency, six who have intermediate computer 

skills proficiency, and three who have basic computer skills proficiency. 

5.2.1 EPSB Accuracy Test  - Results and Analysis  

This section presents the results and analysis of the EPSBTime accuracy test. Users 

selected their passwords in authentication pre and post Electronic personal synthesis 

behavior (EPSBTime), signed in and out. They used the authentication layer for login 

public cloud for ten (10) days, at least one hour per day. The period that students used 

the EPSBalgorrithm was at least one hour per day[181][161]. 

During the last day, users substituted, as each user had used another user’s password to 

check the algorithm’s ability in authenticating the right user according to the below 

security assumptions: 

a) Assumptions 1: 

Unauthorized user logs in to the authentication layer through an authorized 

password, network, and device on the first attempt. 

Authorized password: Available. 

Descriptions: The Unauthorized user has active password through a stolen 

password and Impersonations attacks. 

The description of the first experiments with EPSBTime according to test idea framework 

as shown as in table 5.1 below[182].  
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Table 5.1 Assumptions 1 Test Idea Framework 

Phases Questions Answers 

1.  What problems are 

we trying to solve? 

 

1. Authentication in public cloud computing dealing with Stolen password 

attacks; 

2.  Previous studies of the authentication framework in public cloud 

computing have not applied intelligent authentication operations; 

3. Previous studies of the authentication framework in public cloud 

computing have not dealt with learning mechanisms for user behavior 

recognition in the password as a matching factor with the password. 

2.  Top metric  

 

Pass: Diagnosis and Prevent Unauthorized user;  

Fail: Unauthorized user access into the public cloud.  

3.  Test location  Alburaimi university College, Oman 

4.  Number of Samples  12 users  

 4.1 Samples 

description  

Male Female One 

language 

 

Two 

language

s 

High 

computer 

skills 

intermediate 

computer 

skills 

Basic 

compute

r skills 

8 4 3 9 3 6 3 

5.  Proposed change Analysis human behavior in the authentication process  

6.  Hypothesis Applying behavior recognition in the authentication process in public cloud 

computing lead to mitigating stolen password effects. 

7.  Secondary metrics Data security level  

8.  Targeting Prevent unauthorized user to log in public cloud computing with an active 

password  

9.  Duration Ten days  

10.  Ideal results  Diagnose all unauthorized user for improving the accuracy of user 

authentication 

 

Without adopting EPSBTime in authentication layer in the public cloud, all unauthorized 

users logged in public cloud computing directly and deal with data that saved in the public 

cloud. The accuracy determined according to the formula below[180]:  

  

 

𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝒑𝒂𝒔𝒔 𝒂𝒕𝒕𝒆𝒎𝒑𝒕𝒔 

𝒕𝒐𝒕𝒂𝒍 𝒂𝒕𝒕𝒆𝒎𝒑𝒕𝒔
∗  𝟏𝟎𝟎  

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

When the authentication layer is adopted the EPSBTime, that automatically detects 

deviations from normal behavior and subsequently prevent the unauthorized user 

from login public cloud. The Pd task is to generate an EPSBTime based on the CRPd 

for any user. The EPSBTime works as follows: It monitors all user actions with a 

password and builds, for each user, an EPSBTime, a mathematical representation of 

how the user typically interacts with the password. The results are shown in Table 5.2 

below: 

…. Equation (5.1) 



107 

Table 5.2 the EPSBDTime Results 

Current users 
EPSBTime 

Current  user 

EPSBDTime 

Authorized user range 
Decision 

1 3.45 3.12 -  4.55 Fail  

2 5.46 3.23 -  4.35 Pass 

3 6.35 2.55 – 4.2 Pass 

4 4.19 3.56 -  5.4 Fail  

5 7.13 4.32 – 5.42 Pass  

6 6.17 4.2 – 5.13 Pass 

7 5.56 4.35 – 5.47 Pass  

8 4.12 3.11 – 5.1  Fail  

9 6.15 4.27 – 5.30  Pass 

10 5.55 3.54 – 4.6 Pass 

11 5.34 4.3 – 6.2 Fail  

12 6.38 3.5 1–  5.43 Pass  

 

According to the above table, The authentication process in public cloud computing 

determined 8 unauthorized users out of 12 password entries. In this test, the EPSBTime 

prevent 66.66% from unauthorized users to login in the public cloud, although they 

have an active password. Thus, they could consider as accepted results.  

 

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟖 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟔𝟔. 𝟔% 

 

b) Assumptions 2:  

Unauthorized user tries to change the authorized password in the authentication 

layer. 

Authorized password: Available. 

Descriptions: The Unauthorized user has active password through a stolen 

password and Impersonations attacks. 

The description of the second experiments with EPSBStyle is following the test idea 

framework in Table 5.3 below[182].  
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Table 5.3 Assumptions 2 Test Idea Framework 

Phases Questions Answers 

1.  What problems 

are we trying to 

solve? 

 

1. Authentication in public cloud computing dealing with Stolen 

password attacks; 

2. Previous studies of the authentication framework in public cloud 

computing have not applied intelligent authentication operations; 

3. Previous studies of the authentication framework in public cloud 

computing have not dealt with learning mechanisms for user 

behavior recognition in the password as a matching factor with 

password 

2.  Top metric  

 

Pass: Prevent unauthorized user to change password;  

Fail: Unauthorized user has the potential to change the password.  

3.  Test 

location  

Alburaimi university College, Oman 

4.  Number of 

Samples  

12 users  

4.1 Samples 

description  

Male Female One 

language 

 

Two 

language 

High 

computer 

skills  

intermediate 

computer 

skills 

Basic 

comput

er skills 

8 4 3 9 3 6 3 

5.  Proposed 

change 

Analysis human behavior in the authentication process  

6.  Hypothesis Applying behavior recognition in the authentication process in public 

cloud computing lead to mitigating stolen password effects. 

7.  Secondary 

metrics 

Data security level  

8.  Targeting Prevent unauthorized user to change the password 

9.  Duration Ten days  

10.  Ideal results  Diagnose all unauthorized user when tries to change the password  

 

The experiment, without the adoption of EPSBStyle in the authentication layer,  the 

unauthorized users changed the active password directly and dealt with saved data.  

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

When the authentication layer is adopted the EPSBStyle, that automatically detects 

deviations from normal behavior and subsequently determine the unauthorized user. The 

EPSBStley works as follows: It monitors all user actions with the style of password and 

builds, for each user, an EPSBsyle, a mathematical representation of how the user typically 

has chosen his/her password. The PS component will generate the EPSBStyle based on 

analyse the password aspects such as Number (N), Upper case (U), Lower case (l), 

Especial character(E), Length of password(L), Number of letters(T) and then send the 

results to Decision (D) component. All these characters inside the password will be 

examined and then will generate a new EPSBStyle according to these characters. The final 



109 

results will be sent to EPSBDStley for the next process. The EPSBDStley determines whether 

the user is deviating from expected behavior, signalling the possible presence of an 

unauthorized user. The EPSBDStley results, as shown in Table 5.4 below:  

Table 5.4 the EPSBDStley Results 

Current 

users 

EPSBstyle 

Current  user 

EPSBDstyle 

Authorized user range 
Decision 

 PSN PSU PSI PSL PSE PST PSN PSU PSI PSL PSE PST  
1 3 2 5 10 1 6 1.2–2.3 1.2- 3.4 3.2-4.1 7.9 – 9.4 1.1 – 2.1 3.3 – 6.9 Pass  
2 5 3 3 12 2 6 2.2– 5.1 2.2– 4.3 4.3– 5.2 6.3 – 7.8 1.5 – 2.6 3.7 – 7.5 Fail  
3 3 1 3 7 0 4 1.2 – 2.8 2.2– 5.1 1.3 -3.2 6.8 – 8.4 1.2 – 2.3 2.4 – 6.3 Pass 
4 2 1 5 10 2 6 2.3 – 4.3 1.1 - 3.5 4.4 – 6.8 7.3 – 12-.5 1.5 – 1.9 2.6 – 5.5  Pass 
5 6 2 3 11 0 5 3.1 - 5 2.3 – 4 2.4 – 4.6 8.6 – 12.7 1.2 – 2.6 3.1 – 6.1 Pass 
6 3 3 2 9 1 5 2.2- 3.5 1.3-3.3 3.2 – 4.5 7.9 – 13.2 1.6- 3.1 4.4 – 7.9 Fail 
7 1 2 3 8 2 5 3.2 – 5.8 3.4 – 5.3 4.2 – 6.6  9.9 – 14.5 1.4 – 2.5 3.9 – 7.1 Pass 
8 2 1 2 9 4 3 4.6 – 5.9 1.6 – 3.2 5.3 – 7.4 10.3 – 13.4 1.7 – 2.8 6.6 – 9.1 Pass 
9 1 0 3 6 2 3 3.7 – 6.8 2.1- 2.8 4.8 – 5.4 10.7 – 12.4 1.8 – 3.2 5.9 – 8.4 Pass 
10 0 2 6 10 2 8 3.5 – 6.3 2.2 – 3.9 2.3 – 3.5 9.9 – 11.4 2.2 – 4.5 7.2 – 9.7 Pass 
11 3 3 5 13 2 8 2.1 – 4.6 2.3 – 3.6 4.7 – 6.9 8.7 – 12.2 1.1 – 3.7 6.3 – 9.1 Fail  
12 4 3 5 15 3 8 1.3 – 3.2 1.2- 2.3 4.3 -5.7 6.8– 10.1 1.2 – 2.1 4.6 – 7.8 Pass 

 

 According to the above table, the results show that the authentication process in public 

cloud computing determined that 9 unauthorized users out of 12 have their password 

changed. In these assumptions, the EPSBstyle determine 75% from unauthorized users to 

change the active password in the authentication layer. Thus, they could be considered as 

accepted results. The accuracy is determined according to the formula below:  

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟗 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟕𝟓% 

 

c) Assumptions 3:  

Authorized user tries to log in to the authentication layer using the wrong 

password. 

Authorized password: Available. 

Descriptions: The authorized user may be using old password, another language 

active in PC, forget the current active password, and wrong in a few active PW 

letters. 

The description of the third experiment with EPSB  is accordance to the test idea 

framework in Table 5.5 below[182]. 
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Table 5.5 Assumptions 3 Test Idea Framework 

 

Without adopting EPSBError, the result shows that all users who printed the wrong 

password considered as unauthorized. Besides, the chance of input password fixed 

according to system requirement.  

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟏𝟐
∗ 𝟏𝟎𝟎 = 𝟎𝟎% 

 

With EPSBError, the result shows an authentication process in public cloud computing. In 

most cases, there are some repetitive errors for the authorized users, such as using an old 

password, repeating a particular character, using another account’s password, not paying 

attention to the enabled language, or writing the capital letters as small letters and vice-

versa. The task of Pe to generate the EPSBError according to apply the Confidence 

range(CR). The CRPe will be generated depending on analyse the error password aspects 
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such as Number (N), Upper case (U), Lower case (l), Especial character(E), Length of 

password(L), Number of letters(T) and then send the results to Decision (D) component. 

The EPSBDError results as shown as in Table 5.6 below: 

Table 5.6 the EPSBDError Results 

  

Current 

users 

EPSBError 

Current  user 

EPSBDError 

Authorized user range 
Decision 

 PeN PeU PeI PeL PeE PeT PeN PeU PeI PeL PeE PeT  
1 3 2 5 11 1 7 2.2–3.3 1.2- 4.3 3.2-5.7 8.3 – 11.2 1.1 – 2.1 5.2 – 8.4 Pass  
2 4 2 6 14 2 8 2.5– 4.8 1.6– 3.3 3.8– 6.2 9.3 – 12.2 1.2 – 2.7 5.7 – 8.3 Pass 
3 5 3 3 13 2 6 1.2 – 4.9 2.4– 3.6 1.4 -3.8 6.8 – 9.2 1.7 – 2.9 2.1 – 7.2 Pass 
4 3 3 4 13 3 7 2.4 – 4.8 1.9 - 4.2 3.8 – 8.6 6.9 – 14.5 1.6 – 3.1 3.9 – 8.4  Pass 
5 5 3 6 14 0 9 2.1 – 6.2 1.2 – 2.3 2.6 – 7.2 9.4 – 15.1 1.1 – 2.3 4.5 – 9.1 Pass 
6 2 4 2 11 2 6 2.3- 3.7 1.3 - 4.7 4.8 – 6.9 8.1 – 13.5 1.8- 2.6 5.3 – 7.9 Pass 
7 1 7 2 10 0 8 1.2 – 3.9 2.9 – 7.3 4.2 – 8.1  9.9 – 12.5  0  –  2 3.9 – 9.1 Pass 
8 3 1 3 7 0 4 1.6 – 3.2 0.5 – 3.1 4.3 – 8.2 6.3 – 10.2 1 – 2.1 2.7 – 5.7 Pass  
9 4 2 2 9 1 4 5.1 – 6.7 2.7- 4.5 5.7 – 6.3 10.1 – 12.1 0.5 – 1.7 7.2 – 9.1 Fail 
10 3 7 1 13 2 8 2.2 – 4.1 4.9 – 8.2 2.2 – 4.2 8.2 – 14.2 1.5 – 3.2 7.2– 11.3 Pass 
11 4 3 6 14 1 9 3.1 – 4.2 3.7 – 4.9 5.2 – 7.6 9.2 – 14.3 1.8 – 2.4 4.2– 8.5 Fail  
12 4 2 5 13 2 7 2.2 – 4.8 1.7- 2.5 5.3 -6.1 8.9– 14.3 1.2 – 2.5 6.1 – 9.1 Pass 

 

 

According to the above table, the authentication with EPSBError has been determined 10 

authorized password errors out of 12. The EPSBDError is determined 83.3% from the 

authorized users to typing error password in the authentication layer. Thus, they could be 

considered as accepted results. The accuracy is determined according to the formula 

below:  

 

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟎 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟖𝟑. 𝟑% 

d) Assumptions 4:  

Unauthorized user tries to guess the authorized password in the authentication 

layer. 

Authorized password:  Unavailable. 

Descriptions: Password guessing attacks. 

 

The description of the fourth experiments with EPSBError according to test idea 

framework, as shown in Table 5.7 below[182]. 
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Table 5.7 Assumptions 4 Test Idea Framework 

Phases Questions Answers 

1.  What problems 

are we trying to 

solve? 

 

1. Previous studies of the authentication framework in public cloud 

computing have not applied intelligent authentication operations; 

2. Previous studies of the authentication framework in public cloud 

computing have not dealt with learning mechanisms for user 

behavior recognition in the password as a matching factor with the 

password. 

2.  Top metric  

 

Pass: Determine unauthorized user password error from the first 

attempt;  

Fail: the user has more chance to input password  

3.  Test location  Alburaimi University College, Oman 

4.  Number of 

Samples  

12, and 22 users 

4.1 Samples 

description  

Male Female One language 

 

Two 

language 

High 

computer 

skills  

intermediate 

computer 

skills 

 

Basic 

compute

r skills 

8 4 3 9 3 6 3 

5.  Proposed change Analysis of human behavior in the authentication process  

6.  Hypothesis Applying behavior recognition in the authentication process in 

public cloud computing lead to improving authentication accuracy. 

7.  Secondary 

metrics 

Data security level  

8.  Targeting Determining unauthorized user error directly  

9.  Duration Ten days  

10.  Ideal results  Diagnose all unauthorized user error from the first attempt  

 

Without adopting EPSBError, the result of this experiment showed that all users who 

printed the wrong password are considered as unauthorized while the authentication 

process still grants them more chance to type the password.  

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

With EPSBError, the result of the experiment, as shown in Table 5.8 below: 
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Table 5.8 the EPSBDError  Results 

Current 

users 

EPSBError 

Current  user 

EPSBDError 

Authorized user range 
Decision 

 PeN PeU PeI PeL PeE PeT PeN PeU PeI PeL PeE PeT  
1 5 1 6 14 2 7 2.2–3.3 1.6- 4.4 3.8-5.1 8.5 – 11.3 1.1 – 2.1 2.3 – 5.4 Pass  
2 2 1 6 10 1 7 2.1– 4.1 2.6– 5.3 3.3– 5.6 7.3 – 9.8 1.2 – 2.3 4.7 – 8.2 Pass 
3 3 2 4 12 3 6 1.4 – 2.9 2.1– 3.3 1.4 -3.8 7.8 – 10.2 1.6 – 2.2 2.4 – 6.3 Pass 
4 3 2 5 11 2 7 2.1 – 4.7 1.5 - 4.5 4.8 – 7.6 6.3 – 11.5 1.5 – 1.7 2.9 – 7.5  Fail 
5 6 1 3 12 2 4 3.4 – 5.6 2.2 – 4.3 2.2 – 5.6 7.4 – 11.7 1.2 – 2.6 3.1 – 6.1 Pass 
6 1 3 5 12 3 7 2.1- 3.8 1.6 - 3.2 4.2 – 6.5 8.7 – 12.5 1.4- 3.6 5.2 – 7.7 Fail 
7 7 2 7 19 3 8 2.7 – 7.8 3.9 – 6.6 5.2 – 6.4  10.9 – 13.5 1.7 – 2.9 4.9 – 7.1 Pass 
8 7 1 1 9 0 2 2.6 – 4.6 1.7 – 4.2 5.3 – 7.4 8.3 – 12.6 1.1 – 2.3 4.7 – 7.3 Pass 
9 0 8 1 9 0 9 4.7 – 7.8 1.7- 3.5 5.2 – 7.8 10.4 – 13.8 1.6 – 3.7 7.5 – 9.3 Pass 
10 9 0 0 10 1 0 2.5 – 4.7 2.8 – 4.2 2.1 – 3.2 8.7 – 12.7 2.3 – 3.1 5.6– 10.2 Pass 
11 3 0 3 7 1 3 3.2 – 4.8 2.1 – 4.7 2.7 – 5.4 7.2 – 11.3 1.3 – 3.1 5.1 – 7.5 Pass 
12 4 1 8 15 2 9 1.2 – 4.2 1.3- 3.6 6.3 -8.1 7.6– 13.2 1.5 – 2.7 5.1 – 8.3 Pass 

  

According to the above table, the EPSBDError determined 10 unauthorized password errors 

out of 12, and the password field prevented any other chances to print the password. The 

accuracy determined according to the formula below: 

 

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟎 

𝟏𝟐
∗  𝟏𝟎𝟎 = 𝟖𝟑. 𝟑% 

According to the results of the above experiment, the proposed algorithm performance 

had not dealt with determining and ignoring the abnormal value in time component 

performance.  

 

To overcome this obstacle, we adopted the z-score formula to determine and exclude the 

integration of abnormal value in EPSBTime results.  The experiments repeated with 

adoption z score. This layer was implemented on 22 students in from IT, and Business 

departments, at Al-Buraimi University College, Oman for ten working days from 

18/12/2018 till 3/1/2019. The number of users divided into three groups. Two groups 

have eight users in two groups, and one with six users[158]. A heterogeneous sample, 

such as 14 females and eight males were selected, nine with the Arabic language as 

his/her first language, 13 who are bilingual (Arabic, English), 11 users have high 

computer skills proficiency, eight users have intermediate computer skills proficiency, 

and three users have basic computer skills proficiency. 
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All experiments were conducted according to the same previous security assumptions for 

testing accuracy and distribute a questionnaire to examine the acceptance and use level. 

The results of experiments accuracy, according to security assumptions, are listed below:  

 

Assumptions 1: Unauthorized user logs into the authentication layer through an 

authorized password, network, and device on the first attempt. 

 

Without adopting EPSBTime, the result of this experiment showed the authentication 

process determined 0 users out of 22 password entries. 

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟐𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

With EPSBTime, the result of the experiment, as shown in Table 5.9 below: 

Table 5.9 the EPSBDTime Second Results 

Current users 
EPSBTime 

Current  user 

EPSBDTime 

Authorized user range 
Decision 

1 6.3 3.5 – 4.6 Pass 

2 5.2 3.7 – 5.8 Fail  

3 4.7 3.1 – 5.1 Fali  

4 7.5 3.6 – 4.8 Pass  

5 6.3 4.1 – 6.2 Pass  

6 6.8 3.8 – 5.7 Pass  

7 6.4 3.9 – 5.9 pass 

8 5.4 3.2 – 5.5  Fail 

9 5.3 2.3 – 4.6 Pass  

10 5.9 3.2 – 4.9 Pass  

11 6.8 3.6 – 5.8 Pass  

12 7.3 2.9 – 4.8 Pass  

13 6.4 3.6 – 7.2 Fail  

14 5.8 3.7 – 6.2  Fail  

15 6.1 2.8 – 5.3  Pass  

16 8.2 3.4 – 6.3 Pass  

17 5.3 3.6 – 5.8 Fail  

18 7.6 3.5 – 5.5 Pass 

19 7.3 4.5 – 7.4 Fail  

20 5.7 3.1 – 4.8 Pass 

21 6.4 4.1 – 7.1  Fail  

22 7.2 3.7 – 5.7 Pass  

 According to the table above, the EPSBTime determined 14 users out of 22 password 

entries. In this test, the EPSBTime prevent 63.6% from unauthorized users to login in 

the public cloud, although they have an active password. Thus, they could consider 

as accepted results, the accuracy  determined according to the formula below:  
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𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟒 

𝟐𝟐
∗  𝟏𝟎𝟎 = 𝟔𝟑. 𝟔% 

 

Assumptions 2: The results of this experiment without EPSBStyle will show that all 

unauthorized users change the active password directly and deal with saved data.  

Without the adoption of EPSBStyle, the authentication process in public cloud computing 

was determined 0 users out of 22 password change. 

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟐𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

 

 On the other hand, the result of this experiment with the adoption of EPSBStyle as shown 

in Table 5.10 below:  

Table 5.10 the EPSBDstyle Second Results 

Current 

users 

EPSBstyle 

Current  user 

EPSBDstyle 

Authorized user range 
Decision 

CR PSN PSU PSI PSL PSE PST PSN PSU PSI PSL PSE PST  
1 2 4 4 10 0 8 1.4–2.7 1.8- 3.7 4.2-6.1 7.6 – 21 .3 2.1 – 3.5 5.3 – 7.4 Pass  
2 1 5 5 12 1 10 2.1– 4.2 2.6– 5.3 5.3– 7.1 7.3 – 01 .8 0.5 – 2.1 2.5 – 6.5 Pass  
3 3 2 3 9 1 5 1.2 – 2.8 2.2– 5.1 1.3 -3.2 6.8 – 9.4 0.5 – 2.3 2.4 – 6.3 Fail 
4 2 3 3 10 2 6 1.5  – 4.3 1.6 - 3.2 5.3 – 7.5 8.1 – 13.5 2.1 – 3.4 6.3 – 8.5  Pass 
5 5 3 6 15 1 9 3.3 – 4.2 3.3 – 5.8 2.4 – 4.6 8.9 – 11.7 1.4 – 3.6 6.1 – 9.1 Pass 
6 3 3 4 12 2 7 2.1- 3.7 1.2 - 3.5 3.1 – 5.5 8.2 – 11.8 1.3- 1.8 4.4 – 6.9 Pass 
7 4 0 4 8 0 4 3.6 – 6.9 2.4 – 4.5 4.1 – 7.2 10.9 – 13.5 1.5 – 2.2 3.9 – 7.1 Pass 
8 2 5 3 10 0 8 4.2 – 6.4 1.2 – 3.1 3.3 – 5.3 10.3 – 13.4 1.2 – 2.4 6.6 – 9.1 Pass 
9 5 1 5 11 0 6 3.1 – 5.3 2.5 - 3.5 4.1 – 7.8 9.9 – 11.4 1.5 – 3.6 5.9 – 8.4 Fail 
10 6 2 2 10 0 4 2.5 – 5.1 2.1 – 3.5 3.3 – 5.7 8.7 – 12.2 2.1 – 3.5 7.2 – 9.7 Pass 
11 3 3 5 11 0 8 2.6 – 5.6 2.5 – 3.8 4.3 – 7.6 6.8– 10.1 1.3 – 2.7 6.3 – 9.1 Fail  
12 2 4 4 10 0 8 2.3 – 4.2 1.6 -  2.9 3.3  - 6.4 7.2 – 11.3 1.3 – 2.4 4.6 – 7.8 Pass 
13 3 3 5 11 0 8 1.3-3.3 3.6 – 6.9 3.6 – 5.6 10.7 – 12.4 1.1 - 3.5 4.2 – 6.7 Pass 
14 4 2 2 10 2 4 3.4 – 5.3 2.1 – 3.1 4.6 – 8.6  8.3 -12.6 1.2 – 3.2 6.3 – 8.9 Pass 
15 0 5 0 6 1 5 1.6 – 3.2 2.4 – 4.3  3.3 – 5.4 6.7 – 10.2 1.5 – 3.6 5.5 – 7.8 Pass 
16 5 0 4 10 1 4 2.1- 2.8 2.2 – 3.6 3.5 – 6.2 8.2 – 11.2 0.5 – 4.3 3.5 – 6.5 Fail  
17 3 2 3 8 0 5 2.2 – 3.9 3.2 – 5.2 3.6  – 5.3 7.3 – 10.5 0.5 – 2.5 5.5 – 8.6 Pass 
18 5 0 4 11 2 4 2.3 – 3.6 2.4 – 4.3 4.5 – 6.5 9.5 – 13.5 00 – 00 5.7 – 8.7 Pass 
19 7 0 0 8 1 0 1.2- 2.3 2.6 – 5.2 4.1 - 6.5 7.4 – 10.8 0.5 – 2.1 4.4 – 8.2 Pass 
20 3 4 4 11 0 8 2.1 – 4.2 3.1 – 5.7  3.1 – 5.3 8.3 – 11.7 1.2 – 3.2 4.6 – 8.3 Fail  
21 2 2 3 8 0 5 3.2 – 4.5 2.6 – 5.3  4.1 – 6.7  5.3 – 7.9 1.3 – 3.5  3.5 – 7.5 Pass 
22 3 2 2 9 0 4 4.2 – 6.6  3.1 – 6.1 3.6 – 6.9 7.3 – 10.3 00 – 00  5.7 – 9.3 Pass 

According to the above table, the authentication process in public cloud computing shows 

that 17 unauthorized users out of 22 password change were determined. In this test, the 

EPSBstyleprevent 77.27% from unauthorized users to change the active password in the 
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public cloud, although they have the active password. Thus, they could consider as 

accepted results, the accuracy rate determined according to the formula below:  

 

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟕 

𝟐𝟐
∗ 𝟏𝟎𝟎 = 𝟕𝟕. 𝟐𝟕% 

Assumptions 3: The results of this experiment show that without EPSBError, all users who 

printed the wrong password considered as unauthorized. Besides, the chance of input 

password fixed according to system requirement.  

The result of this experiment without the adoption of EPSBError in the authentication 

process in public cloud computing shows that the authentication was determined 0 

authorized password errors out of 22.  

 

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟐𝟐
∗  𝟏𝟎𝟎 = 𝟎𝟎% 

 

The result of this experiment with the adoption of EPSBError in the authentication process 

in public cloud computing, as shown in Table 5.11 below: 

Table 5.11 the EPSBDError Second Results 

 Current 

users 

EPSBError 

Current  user 

EPSBDError 

Authorized user range 
Decision 

 CR PeN PeU PeI PeL PeE PeT PeN PeU PeI PeL PeE PeT  
1 3 3 5 14 3 8 2.1–3.4 2.2- 4.5 4.2-6.7 7.3 – 14.2 2.1 – 3.1 6.2 – 9.4 Pass  
2 3 0 5 8 1 5 1.5– 3.5 1.5– 3.5 4.5– 6.7 8.2 – 12.7 0.5 – 1.5 4.9 – 9.3 Pass 
3 3 2 4 9 0 6 1.5 – 3.5 2.1– 3.5 3.4 -5.3 6.5 – 7.2 1.5 – 2.5 3.1 – 6.4 Fail 
4 2 1 5 10 2 6 2.4 – 4.5 1.5 - 4.5 4.5 – 7.5 7.6 – 12.5 1.5 – 3.1 4.5 – 9.5  Pass 
5 1 2 5 9 1 7 2.2 – 5.6 1.5 – 3.3 4.5 – 7.3 8.5 – 11.1 0.5 – 2.5 3.5 – 8.1 Pass 
6 1 2 6 10 2 8 3.5- 5.5 2.5 – 4.5 5.6 – 8.8 6.5 – 10.9 1.5 – 2.5 2.5 – 8.5 Pass 
7 2 4 5 12 1 9 1.5 – 4.5 3.5 – 5.5 4.5 – 6.5 5.5 – 9.5 2.0 – 3.1 4.6 – 9.5 Pass 
8 2 1 4 7 0 5 1.5 – 3.5 2.5 – 3.5 5.5 – 7.5 3.5 – 8.5 0.5 -  1.5 5.5 – 8.5 Fail  
9 6 3 5 15 1 8 5.1 – 6.7 2.5 – 4.5 4.5 – 6.5 6.5 – 11.5 0.5 – 2.5 3.5 – 6.5 Pass  
10 3 2 5 10 0 7 2.5 – 4.5 0.5 – 3.5 3.5 – 6.5 5.5 – 12.5 1.0 – 2.5 4.5 – 9.5 Pass 
11 2 2 4 9 0 6 2.5 – 3.5 1.5 – 4.5 5.5 – 6.8 6.5 – 10.8 0.0 – 0.0 3.5 – 8.5 Pass 
12 4 3 3 11 1 6 3.5 – 5.5 2.5 – 5.5 2.5 – 5.5 7.5 – 12.5 0.5 – 1.5 5.5 – 7.5 Pass 
13 5 2 5 12 0 7 1.2- 4.3 1.3 - 4.7 4.8 – 6.9 8.1 – 13.5 1.8- 2.6 5.3 – 7.9 Pass 
14 6 0 6 12 0 6 1.5– 3.5 2.5 – 5.5 4.6 – 5.1  7.9 – 10.5  1.5 – 2.5 4.2 – 6.1 Fail 
15 4 2 7 13 0 9 2.4– 3.6 0.5 – 3.5 4.3 – 8.5 7.5 – 13.2 1.5– 2.1 5.7 – 9.7 Pass 
16 5 3 6 10 1 9 1.9 - 4.2 2.7- 4.5 5.7 – 6.3 9.1 – 12.1 0.5 – 1.7 7.2 – 9.1 Pass 
17 3 4 1 10 2 5 2.5– 4.8 4.9 – 8.2 2.2 – 4.2 8.2 – 14.2 1.5 – 3.2 7.2– 11.3 Pass 
18 1 4 6 13 2 10 1.2 – 4.9 3.7 – 4.9 5.2 – 7.6 9.2 – 14.3 1.8 – 2.4 6.2– 10.5 Pass 
19 4 4 5 13 0 9 2.4 – 4.8 1.7- 2.5 5.3 -6.1 8.9– 14.3 0.0 – 0.0 6.1 – 9.1 Pass 
20 2 2 6 11 1 8 2.1 – 6.2 1.3 - 4.7 4.8 – 6.9 8.1 – 13.5 1.8- 2.6 5.3 – 8.9 Pass 
21 4 3 3 10 0 6 2.5– 4.8 2.9 – 7.3 4.2 – 8.1  9.9 – 12.5 0.0 – 0.0 3.9 – 9.1 Pass 
22 2 2 5 12 2 7 1.2 – 4.9 1.5 – 2.5 4.5 – 7.5 8.5 – 13.5 0.5 – 1.5 6.5 – 8.5 Pass 
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According to the above table, the authentication process in public cloud computing shows 

that 19 authorized users out of 22 password error were determined. In this test, the 

EPSBError determined 86.54% password error from the authorized users in the public 

cloud. Thus, they could consider as accepted results, the accuracy rate determined 

according to the formula below:  

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟗 

𝟐𝟐
∗ 𝟏𝟎𝟎 = 𝟖𝟔. 𝟓𝟒% 

 

Assumption 4: The results of this experiment without EPSBError show that all users who 

printed the wrong password considered as unauthorized but the authentication process 

granted them more chance to type the password.  

The result of this experiment without the adoption of EPSBError in the authentication 

process in public cloud computing show that the authentication was determined 0 

unauthorized password errors out of 22 and password field was still active that led to the 

authentication process granting them more chance to print password.  

𝑷𝒓𝒆 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟎 

𝟐𝟐
∗ 𝟏𝟎𝟎 = 𝟎𝟎% 

The result of this experiment with the adoption of EPSBError in the authentication process 

in public cloud computing. The EPSBDError determined 18 unauthorized password errors 

out of 22, and the password field was inactive without more input chance. The accuracy 

determined according to the  table formula below: 

𝑷𝒐𝒔𝒕 𝑨𝒄𝒄𝒖𝒓𝒂𝒄𝒚 𝑹𝒂𝒕𝒆 =
𝟏𝟖

𝟐𝟐
∗  𝟏𝟎𝟎 = 𝟖𝟏. 𝟖𝟏% 

The layer recorded and analyzed all the activities of each user. Generally, the layer 

produces three EPSBTime,Style,Error based on confidence ranges for each part used in the 

analysis. The total experiments result summarized in Table 5.12, and Figure 5.1 is a 

snapshot from the password component. See Appendix D for the sample from the results 

test. 
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Table 5.12 Total Experiments Results 

 Assumption 1 

EPSBTime 

Assumption 2 

EPSBStyle 

Assumption 3 

EPSBError 

Assumption 4 

EPSBError 

Scenario 1 63.6% Inactive  Inactive Inactive 

Scenario 2 Inactive 77.27% Inactive Inactive 

Scenario 3 Inactive Inactive 86.54% 81.81% 

 

 

Figure 5.1 Snapshot Password Component. 

5.2.2 Discussion and Analysis 

According to the above results,  the adopting of EPSBalgorithm in authentication layer in 

public cloud computing leads to the increase in the performance of authentication through 

improving the accuracy of authorized user authentication. In EPSBTime, there is a 

possibility of the unauthorized user diagnosis even if their password is correct, and they 

used the correct user’s laptop based on the time taken during typing password. Table 5.13 

as show the total experiment results EPSBTime based on scenario 1.  
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Table 5.13 Experiment Results for EPSBTime  

 Assumption 1 (12 samples) 

EPSBTime 

Assumption 1 (22 samples) 

EPSBTime 

Scenario 1 66.6% 63.6% 

In addition,  EPSBStyle will add a new security level for the user. It will also strengthen 

the unauthorized user’s password change diagnosis based on the Password Style (PS) 

Component. Thus, the closest reliable range can be determined while choosing the 

password; if the change is not included in this range, it will not be changed until all critical 

security procedures have been followed. Table 5.14 as show the total experiment results 

for the EPSBStyle based on scenario 2.  

Table 5.14 Experiment Results for EPSBStyle  

 Assumption 2 (12 samples) 

EPSBTime 

Assumption 2 (22 samples) 

EPSBTime 

Scenario 2 75% 77.27 % 

Additionally, the EPSBError also could diagnose the ultimate amount of reliable errors 

made by the authorized user, depending on saving the authorized user’s previous errors 

and differentiating them from the unauthorized user’s entries; consequently, the 

algorithm prevents the temporary blocks and strengthens the availability. Table 5.15 as 

show the total experiment results for the EPSBError based on scenario 3,4.  

Table 5.15 Experiment Results for EPSBError 

 Assumption 3 

(12 samples) 

EPSBTime 

Assumption 3 

(22 samples) 

EPSBTime 

Assumption 4 

(12 samples) 

EPSBTime 

Assumption 4 

(22 samples) 

EPSBTime 

Scenario 3 83.3% 86.54 % 83.3% 81.81% 

The adopting of EPSBalgorithm in authentication is enhancing the accuracy of user 

authentication in a public cloud. In a related context, applying EPSBalgorithm while 

authenticating any suspicious activity of the user results in reducing possible impact has 

a significant effect on the system to strengthen and therefore reduce the harmful effects 

of stolen password attacks. As a result, the adopting of EPSBalgorithm in authentication 

process lead to the mitigation of stolen password attacks’ effects through the shift from 

traditional authentication strategies to intelligent authentication operations. 
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5.2.3 EPSB Accept and Use Test Results and Analysis  

The user test or questionnaire designed to determine how usable the authentication 

systems with EPSBalgorithm and how the participants evaluated accept, use, and perceive 

security. In this research, a security procedure suggested for improving the authentication 

accuracy when facing stolen password attacks. It was of particular interest to determine 

the effects of security procedure on accepting and use level[159]. The validation structure 

was prepared based on the Technology Acceptance Model (TAM). The accept and use 

structure questionnaires in this section were conducted based on adoption some of 

previously used in many studies to be fitting with proposed algorithm evaluations 

[16][183]. Besides, this questionnaire was sent to a native speaker expert who is an 

assistant professor in the field of software engineering for language and content 

validation. In addition, three experts in information technology have checked the 

criterion-related and approved this questionnaire with some modifications (see Appendix 

A). The questions are listed in Table 5.16 below. 

 

Table 5.16 Accept and Use Questionnaire 

No. Perceived Usefulness 

PU1 The EPSB enhances my authentication efficiency. 

PU2 The EPSB algorithm enhances authentication productivity. 

PU3 The EPSB algorithm enables me to accomplish authentication tasks quickly. 

PU4 The EPSB algorithm improves authentication accuracy . 

PU5 The EPSB algorithm saves my time. 

PU6 The EPSB algorithm doesn't have any distinctive useful features. 

PU7 The EPSB algorithm is not applicable to all authentication process  

Perceived Ease of Use 

PE1 The EPSB algorithm in authentication is easy to use. 

PE2 The EPSB algorithm enables me to access the data which saved in public cloud 

computing smoothly. 

PE3 The EPSB algorithm is convenient and user-friendly. 

PE4 The user should memorize complicated password in EPSB algorithm process. 

PE5 The EPSB algorithm is needed to memorize some secrets procedures  

PE6 The EPSB authentication procedure is complicated to the user 

PE7 The EPSB algorithm requires no training. 



121 

Behavioral Intention to Use 

BI1 I intend to increase my use of the EPSB algorithm. 

BI2 It is worth to recommend the EPSB algorithm for other organizations. 

BI3 I am interested in using the EPSB algorithm more frequently in the future. 

Actual System Use 

AU1 I use the EPSB algorithm on a daily basis. 

AU2 I use the EPSB algorithm frequently. 

 

This section contains eight subsections. This section shows the introduction to usability. 

The second subsection presents the theoretical framework and research hypotheses of this 

study. The third subsection shows the study participants. The fourth subsection shows the 

research’s pilot study. The fifth subsection presents the context and subjects and followed 

by data collection instrument and data analysis and results. Finally, this section closes 

with a discussion and conclusion.  

  

 

Figure 5.2 Snapshot During Distribute Questionnaire 

 

a) Theoretical Framework and Research Hypotheses 

Many information systems (IS) theories/models were developed to assess the 

acceptance of the new algorithm in technology. Technology Acceptance Model 

(TAM) is one of the theories that were developed by Davis in 1989[167]. TAM 

has been prepared based on the Theory of Reasoned Action (TRA) [168]. TAM 

suggests that the user’s behavioral intention to use the EPSB algorithm is 

determined by two main beliefs; perceived usefulness (PU) and perceived ease of 

use (PEOU). PU refers to the degree to which a person believes that using a 
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particular system would enhance his/her job performance, whereas, PEOU 

denotes to the degree to which user believes that using a specific system would 

be free from efforts (see Figure 5.3 below). Various studies have adopted the 

TAM to study technology acceptance and usage. For instance, it has been 

successfully adopted in studies with similar objectives to the present 

research[184][185][186]. In this study, the TAM [167] is adopted for measuring 

the users’ acceptance of the EPSB algorithm as technology in their authentication 

accuracy  in public cloud computing. In this respect, TAM provides a solid 

background for the effectiveness of new technology. Besides, TAM also suggests 

that when users are exposed to new technology, many factors can influence their 

acceptance decision. Accordingly, many researchers have suggested groups of 

hypotheses[177]. In this thesis, the hypotheses used for this study were adopted 

from M. Al-Emran et al. [177]. Thus, this thesis is interested in testing the 

following hypotheses: 

 

H1: Perceived ease of use positively influences the perceived usefulness of EPSB. 

H2: Perceived ease of use positively influences the behavioral intention to use 

EPSB. 

H3: Perceived usefulness positively influences the behavioral intention to use 

EPSB. 

H4: Behavioral intention to use influences the actual use of EPSB. 

 

 

 

Figure 5.3 Technology Acceptance Model (TAM) 
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b) Participants 

The total number of participants is twenty-two (22) [158]. The same experiments test 

participants were chosen because they had already used the authentication system 

with EPSB 10 days during the accuracy test. Thus, all the participants have an idea 

about the manner of using the proposed algorithm.  Of the 22 students, 14 were 

female, and all details have been shown in the earlier sections (3.5 and 5.2.1).  

 

c) Pilot test 

As explained by Creswell [187], pilot testing of research instruments provides 

researchers with an idea of whether the respondents were able to complete the 

questionnaire and understand the questions. More importantly, the appropriateness of 

the operational definitions and research methodology can be ascertained[188]. The 

aim of the pilot study is to assess the acceptance and use and acceptability of receiving 

the EPSB questionnaire questions. It was also of interest to assess whether the 

questions in the questionnaire are clear and are comprehended by most of the 

students. In the case of the current study, a pilot study which was conducted involving 

four students, two from both of female and male, two were monolinguals, and two 

were bilinguals, and two have high computer skills, and one in both of intermediate 

and basic computer skills. The pilot study was also carried out as a way of 

familiarizing with the data collection procedures. The pilot study generally revealed 

that changes only on the two deep technical questions, thus these questions were 

cancelled. In order to assess the reliability of the items of the questionnaire, composite 

reliability and average variance extracted (AVE) measures were utilized. Value of 0.7 

and greater for composite reliability and value of 0.5 and greater for AVE were 

suggested by Hair et al. [189] for the factor to be considered as reliable. In this 

research, composite reliability values for all questions were well above the 0.9 and 

the AVE for all questions were above the 0.55(see Table 5.17 below). These two 

results were very close to the recommended cut-off points of 0.7 and 0.5 respectively; 

therefore, they considered as valid. By taking into consideration composite reliability 

and average variance extracted values, it can be concluded that questionnaire 

constructs were found to be reliable. Besides, the Cronbach's Alpha was used to test 

the reliability of the questionnaire as well. The results are presented in Table 5.18 
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below.  The results of PU, PE, BI, and AU around 89% are considered acceptable 

rates (see appendix B).  

 

Table 5.17 Reliability Statistics. 

TAM Cronbach's 

Alpha 

PU 0.897 

PE 0.748 

BI 0.917 

AU 0.84 

Total  0.899 

 

Table 5.18 Average Variance Extracted. 

 
Variance(ƴ) ƴ 2 Є 

PU1 0.667 0.444889 0.555111 

PU2 0.917 0.840889 0.159111 

PU3 0.917 0.840889 0.159111 

PU4 0.917 0.840889 0.159111 

PU5 0.667 0.444889 0.555111 

PU6 0.667 0.444889 0.555111 

PU7 0.917 0.840889 0.159111 

PE1 0.250 0.0625 0.9375 

PE2 0.917 0.840889 0.159111 

PE3 0.917 0.840889 0.159111 

PE4 0.917 0.840889 0.159111 

PE5 0.917 0.840889 0.159111 

PE6 0.917 0.840889 0.159111 

PE7 0.667 0.444889 0.555111 

BI1 0.667 0.444889 0.555111 

BI2 0.250 0.0625 0.9375 

BI3 0.250 0.0625 0.9375 

AU1 0.667 0.444889 0.555111 

AU2 0.250 0.0625 0.9375 

N 19 

Average Variance Extracted 0.551965 

Composite Reliability   0.953788 
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d) Context and Subjects  

The study was conducted at Al Buraimi University College (BUC) in Oman. By the 

end of 2018, we have evolved the initiative of implementing the EPSB algorithm in 

authentication on a virtual authentication layer in the public cloud. The sample of this 

study consists of the same students who have used the EPSB in above accuracy 

experimental. A total of 22 valid responses were received from a total of 22 

questionnaires administrated, which shows a response rate of 100%. 

 

c) Data Collection Instrument 

A questionnaire was distributed to all the enrolled students on this experiment for 

data collection. The questionnaire consists of 2 different parts. The first part aims to 

collect the students’ demographic information. The second part is devoted to collect 

data regarding the Technology Acceptance Model (TAM) factors. These factors 

include the perceived usefulness (PU), the perceived ease of use (PEOU), the 

behavioral intention (BI), and the actual use (AU). The items used for this study were 

adopted from M. Al-Emran et al. and other [177] with a further adjustment to fit the 

scope of this study. The passed value according to cumulative percentage value is 

supposed to be equal or greater than 80%. This rate covered strongly agree and agree 

in the questionnaire.  Appendix A shows the construct items. The data collection was 

conducted by distributing the questionnaire and collecting the feedback from students 

directly. Table 5.19 shows the five-level Likert scale that was used in the 

questionnaire. 

Table 5.19 Five-Level Likert Scale 

 

Mark 

Range 
90-100 89.99- 80 79.99-75 74.99 – 65 64.99 - 0 

Grade 

Points 
4 3.5 3.12 2.7 0 

Grade A B C D F 

Meaning Outstanding Very good 
Marginal 

Pass 
Marginal Pass Fail 

Statistical 

denote 
1 2 3 4 5 

 Strongly agree Agree Neutral Disagree Strongly Disagree 
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e) Data Analysis and Results 

In this section, we present four factors, according to TAM. These factors include the 

perceived usefulness (PU), the perceived ease of use (PEOU), the behavioral intention 

(BI), and the actual use (AU). The items used for this study were adopted by M. Al-

Emran et al. [177].  The statistical analysis and evaluation of the data in this study 

were done by using the average mean, average median, mode, average std. Deviation, 

average variance, and final percentages. SPSS was used for statistical relation 

analysis. There are many types of averages in statistics, and one of those averages is 

the mean and the median, which is the mid-value. The recurring values are called 

mode. The standard deviation is a statistical dimension or appraisal of the dispersion 

of a set of data from its mean. The more spread the data is, the higher the deviation. 

Standard deviation is calculated as the square root of the variance. The variance is the 

measure of the spreading set of data that points around their mean value. Variance is 

a mathematical prospect of the average squared divergences from the mean. 

Moreover, finally, the percentage is presenting the highest one chosen from five-

levels Likert scale. 

 

f) Descriptive statistics 

The data demonstrates the responses collected from samples which were 22 in total. 

Table 5.9 shows the demographic information of the participants. We can observe 

that females constitute 63.63% of the collected data, while only 36.37% are males. 

Furthermore, all of the users are aged between 18 and 23 years, which represent the 

sample population. In terms of the department, 32% of the students are from the 

Business Administration & Accounting; this is followed by 13% from the English 

Language, 42% from the Information Technology, and 13% from the Law, 

respectively. With regard to the computer skills, it is clearly shown that 50% of the 

participants have high computer skills proficiency, followed by 36.36% have 

intermediate computer skills proficiency,13.63% have basic computer skills 

proficiency. Table 5.13 below is an explanation of the analysis for TAM. 

g) Discussion and Conclusion 

In order to measure the validity of each item, the factor’s total percent up to 80% 

should be measured. The data collection instrument is assumed as valid when the 
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threshold value is of equal or greater than 70% for each item, and the cumulative 

percentage value is of equal or greater than 80%. In addition, the average mean and 

median, and mode values should be equal or greater than 2.00. Based on Table 5.20 

below, we can observe the first construct of the questionnaire (PU) is near to agree 

on category (Average Mean = 1.999). Since this value is between 80 and 89 range in 

the  five-level Likert scale, it could be considered as an acceptable value. However, 

the values of the questions respectively from PE, BI, and AU (Average Mean= 

1.733757, 1.515133, 1.61365) are near to Agree as well. In addition, the cumulative 

percentage results up to 80% of PU, PE, BI, and AU are 84.4151%, 86.364%, 

95.4542%, and 95.4545%, respectively. Accordingly, they could be considered as 

highly accepted results.  
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Table 5.20 Descriptive Statistical for TAM 

 

In this study, four hypotheses were listed in theoretical framework section and the 

research hypotheses are above the correlation coefficient results according to 

Spearman’s[190] . In terms of path analysis, Figure 5.4 and Table 5.21 demonstrate the 

path coefficients and p-values for each hypothesis. It can be noticed that all the 

hypotheses are supported, which in turn indicates that all the paths are significant between 

the independent and dependent variables. H1 (B = 0.225, p < 0.05) describes the path 

between perceived ease of use and perceived usefulness; indicating that the perceived 
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ease of use enhances the perceived usefulness of EPSB. H2 (B = 0.292, p < 0.05) shows 

the path between perceived ease of use and behavioral intention; representing that the 

perceived ease of use leverages the behavioral intention to use EPSB. H3 (B = 0.320, p 

< 0.05) demonstrates the path between perceived usefulness and behavioral intention; 

revealing that perceived usefulness positively influences the behavioral intention to use 

EPSB. H4 (B = 0.250, p < 0.05) describes the path between behavioral intention and 

actual usage; indicating that behavioral intention is significantly affecting the actual 

usage of EPSB. The results of this section suggest that both PEOU and PU positively 

affect the behavioral intention by users who perceive the use of EPSB as easy and useful. 

 

Table 5.21 Hypotheses Results 

 

Hypotheses Path Path Coefficient P-Value Remarks 

H1 PE        PU 0.225 0.002 Supported 

H2 PE        BI 0.292 0.001 Supported 

H3 PU       BI 0.320 0.001 Supported 

H4 BI         AU 0.250 0.001 Supported 

 

 

Figure 5.4 Path Analysis Results 
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5.3 Approaches Comparison 

A comparative study in this section looks at the authentication accuracy before and after 

adopting the proposed algorithm with authentication. The finding of this comparison is 

that the adopting of the EPSB algorithm leads to improving the performance of 

authenticating an authorized user in public cloud authentication. 

Finally, the summary of comparison is listed below: 

A) According to section 2.6 (conclusion), most of the current multi-factor 

authentication methods have extremely high cost of implementation and 

deployment, and Oracle is recommended to move from traditional authentication 

strategies to intelligent authentication operations[24]. On the other hand, the 

proposed algorithm add new factor has security, easy to use, and cheap. In 

addition, the adopting EPSB in authentication leads to a shift from traditional 

authentication strategies to intelligent authentication operations through adapting 

learning mechanisms for behavior recognition that can provide mitigation to 

threats automatically.    

 

B) Also, according to section 2.6 (Conclusion), most of the current studies 

neglected the presence of the human factor in password-based authentication, and 

learnability in password-based authentication is highly weak. Thus, the proposed 

algorithm is monitoring, recording, and analyzing all user activities with 

password-based authentication and has learnability based on user behavior.   
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CHAPTER 6 

  CONCLUSION AND FUTURE WORK 

6.1 Introduction  

As one of the most important research fields in public cloud computing security, 

authentication aims to allow authorized user only to login into data saved in public cloud 

computing. The current authentication methods are suffering a drawback in dealing with 

stolen password attacks. However, to find the high authentication accuracy in determine 

an authorized user in public cloud computing when an unauthorized user has an active 

password "stolen password attacks" is where the challenge lies. In addition, there are 

some repetitive errors for legitimate users, such as using an old password, repeating a 

particular character, using another account’s password, not paying attention to the 

enabled language, or writing the capital letters as small letters and vice versa. In these 

cases, the diagnosis of an authorized user is more difficult to accomplish.   

 

This research has reviewed the existing works of those that tackle the authentication 

accuracy in public cloud computing from password-based authentication, especially the 

two factors techniques. As an output of the literature study, a set of defects was detected, 

which make the processing less efficient, less accurate, and very costly. Even if the side 

effect of these defects is insignificant, we have to improve them. These challenges in the 

cloud computing authentication generally come from the unauthorized diagnosis user 

whose first attempt logging into public cloud computing via authorized password, device, 

or network. Also, previous studies of authentication framework in public cloud 

computing have not dealt with learning mechanisms “intelligent authentication 

operations” for user behavior recognition in the password as a matching factor with a 

password.  

 

To solve these research issues through improving the authentication accuracy, we have 

proposed a new approach to deal with the behavior recognition in order to raise the 

accuracy of authenticating authorized user, especially when an unauthorized user has the 

active password. The proposed algorithm updates the authentication accuracy through 

simulating the human “behavior” on the authentication layer to improve the performance 

of passwords by improving its predictability. The proposed approach is an enhancement 
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to the authentication process in the public cloud computing field, which is the EPSB 

Algorithm. The main tasks of this algorithm are monitoring, recording and analyzing all 

the activities associated with the password on duration, error, and style to the authorized 

user. Furthermore, the approach was implemented, and the algorithm was coded. 

Moreover, we have evaluated the performance of the EPSBalgorithm in practical 

applications by carrying out experiments. 

6.2 Contribution  

 

This thesis contributes significantly to the development of authentication accuracy in 

public cloud computing. First of all, the proposed algorithm is considered a key advantage 

that adds a new security level to monitor then identify any unauthorized user when the 

active password is stolen by using the previous behavior of the authorized user. Besides, 

the proposed algorithm does not only tackle the accuracy of authenticating authorized 

user with stolen password problems, but it has also improved the intelligent 

authentication operations that come from learnability of previously authorized user 

behavior with a password (behavior recognition). Although the problem of authentication 

accuracy has been investigated previously and many approaches have been proposed to 

deal with this problem, most of these approaches have only focused on external 

authentication factors, such as mobile, SMS, smart card, security question, and biometric 

which are considered very expensive. However, the previous studies didn’t examine 

empirically the represented of human behavior (behavior recognition) internally which 

comes from the password. The behavior recognition approach has many features such as 

being the cheapest approach on the security field generally, and on the authentication 

field particularly since it does not need for more authentication hardware to be 

added[19][24]. Furthermore, the present study suggested that it can deal with learning 

mechanisms that consider user behavior recognition as a matching factor to the password. 

The contributions of the present thesis are listed below.   

6.2.1 An Improved Algorithm  

The main contribution of this study is the proposed algorithm which is named EPSB. This 

algorithm is an enhancement to one of the authentications in the public cloud area. The 

proposed algorithm improves the authentication accuracy and helps to deal with stolen 

password attacks by adding the predictability node. This node is moving password-based 
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authentication performance from traditional security strategies to intelligent security 

operations via analysing human behavior in the authentication process. The design of the 

proposed algorithm solves many defects and stolen password attack problems, which 

have been discussed in the literature review section.  

 

6.2.2 Raising Accuracy of Authentication  

Highly accuracy in authenticating the authorized user is one of the most important aspects 

of the authentication process that has been studied very well in the public cloud field and 

computer science in general. More specifically, a stolen password attack is one of the 

popular challenges that encounter the current authentication process. According to the 

results of this study, the proposed EPSBAlgorithm is demonstrated as a significant 

contribution to the enhancement of the accuracy rate in authentication process.  

6.2.3 Reduce Temporary Ban for Authorized User  

Generally, in most cases, there are some repetitive errors for authorized users, such as 

using an old password, repeating a particular character, using another account’s password, 

not paying attention to the enabled language, and writing the capital letters as small letters 

and vice versa. In such cases, most of the authentication approaches work by deactivating 

the account for a temporary period and then the account will be re-activated after a 

particular period has passed. Nevertheless, the proposed algorithm contributes 

significantly to monitor, record, and analyze the errors of the authorized user of the current 

and old passwords to authenticate the errors of the authorized user and to avoid temporary 

pending. 

6.2.4 Reduce Unauthorized User Password Change   

In stolen password attacks, the common behavior of the unauthorized user is to change the 

current password to dominate and control the authentication process in the public cloud. 

This gap impacted on the authentication accuracy in public cloud computing. Hence, the 

proposed algorithm bridges this gap by building EPSBstyle to prevent any unauthorized 

password change. 
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6.2.5 Speed of Click on Keyboard When Input Password  

Commonly, the speed of using the keyboard has been differing from user to another 

according to the location of keys, using two or one hands, time of using PC, using keyboard 

directly and spontaneously, and familiar keyboard. Besides, the authorized user uses an 

active password many times. Thus, the duration of typing the password from the authorized 

user is faster than the unauthorized user. According to the previous studies, the 

authentication framework in public cloud computing has not dealt with the speed of click 

on the keyboard when enter password. In this sense, the proposed algorithm deals with this 

point by building EPSBtime to prevent any unauthorized password. The purpose of EPSBtime 

is to monitor the duration of the user behavior by recording the required time for password 

entrance for all successful logins. Then, these logins will be saved and analyzed for 

generating an approved EPSBtime based on the duration of user behavior. The EPSBtime aims 

to find a relationship between the time and the password for detecting any suspicious login 

to improve the authentication accuracy level.   

6.3 Summary of Results  

In this section, the research questions, which stated in Chapter One, will be reassessed 

based on this outline of the research. By reviewing the questions, we can confirm if the 

research results answered the research questions. 

Questions One: What are the issues related to the accuracy of password-based 

authentication in public cloud computing?  

By reviewing the authentication approaches in public cloud computing research field, 

several issues have been found that they are requiring to improve authentication accuracy 

such as dealing with stolen password attacks, intelligent authentication operations, high 

cost of external authentication factor, and learning mechanisms for the user by 

recognition in authentication framework. More details regarding the stolen password 

attacks issue and current authentication approaches in the field of public cloud are stated 

in the literature review (Chapter Two). 

 

Question Two: How to design an algorithm that improves the accuracy of the 

authentication process in public cloud computing? 
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During the review of existing authentication approaches in public cloud computing field, 

we find many critical issues in the authentication process when facing stolen password 

attacks, such as login inside public cloud from unauthorized user via active password, 

unauthorized password change, diagnose the errors of authorized user to avoid temporary 

pending, applied traditional authentication process, and classify data according to multi-

security level for protecting a sensitive data. Every authentication in the public cloud area 

should take these things into consideration to obtain high accuracy authentication in 

diagnosis of an authorized user when dealing with stolen password attacks. The process 

of the proposed algorithm consists of three phases. The first one is monitoring all users 

activities to generate the related EPSBstyle, EPSBstyle, EPSBerror, which is called electronic 

personal synthesis behavior, which the input parameter entered according to user 

behavior with a password. The second phase of the process tests the current user EPSBc 

for determining whether s/he is the legitimate user or not. The last phase divided into two 

parts according to second phases, the first one if the output of the second phase is yes, 

then integrate last EPSB and gave user authority to deal with data which saved in public 

cloud. The second one, if the output of the second phase is not, block data which has a 

high-security level, and activation the critical procedures activities.  

 

Question Three: What is the required architecture to represent the behavior of the 

authorized user in password-based authentication in public cloud computing? 

 

This study shows that the human factor is a key component in the authentication system 

in the public cloud as it plays a crucial role in creating the password. Therefore, we 

suggest the EPSB algorithm to analyze human factor in authentication process through 

the main parameters which are Password Style(PS), Password Error(Pe), Password 

Time(Pd) and Decision (D). The design of the proposed algorithm was discussed in detail 

in Chapter Three section 3.4, and in Chapter Four, section 4.2.1 as well. 

 

Question Four: How does the proposed algorithm improve the authentication process, and 

how to check the validity of the proposed algorithm?  

From the study of popular works in the authentication approaches in public cloud 

computing, we find two important things. The first one is the most secure approaches in 

the public authentication field, multi-factor authentication, particularly password with an 
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authentication factor. The second step is to review the works thoroughly, looking for 

defects in existing works. Consequently, the research provides a potential enhancement 

for the authentication accuracy in public cloud computing when facing stolen password 

attacks. This work proposed a new algorithm named EPSB. In designing the solution, the 

defects of existing approaches are taken into consideration. The proposed algorithm is 

tested by carrying out many experiments. The results of this experiment shows the high 

ability of the proposed algorithm to diagnose an unauthorized user of the stolen password. 

Results and discussions were covered in Chapter Four and Five. 

 

 

6.4 Achievements of Objectives  

This section reviews the research objectives, which are stated in Chapter One. Then it 

checks if the research work has achieved the target objectives. The research objectives 

stated below:  

 

Objective one: To review the current authentication methods in public cloud computing 

focusing on the password-based authentication as following.  

 

     The research thesis covers the most popular published work in the authentication in public 

cloud area, especially those techniques that build password-based authentication from multi-

factor authentication in the public cloud. The research focuses on password with 

authentication factor techniques, where the password is the baseline for the proposed 

approach. 

 

Objective Two:  To develop an algorithm that incorporates user behaviour evaluation in 

order to improve the accuracy of user authentication in public cloud computing. 

Reviewing the literature helps the research to identify the essential elements of the 

algorithm that should present in the authentication approaches. Also, reviewing helps to 

figure out the manner of authenticating an authorized user in the authentication process 

in the public cloud field. The proposed algorithm works by analyzing an authorized user 

behavior in the authentication layer through monitoring, recording and analyzing all the 

authorized user activities associated with the authorization password time, error, and 
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style. Consequently, the research journey leads to the design of a new approach, which 

described in Chapter Four of this thesis. 

 

Objective Three: To implement and validate the proposed algorithm.    

 

The approach in this work was implemented and the algorithm’s pseudocode was 

discussed in Chapter Three. However, many experiments were done on many users. The 

proposed EPSB algorithm shows a good improvement for the authentication process, and 

it helped to raise the security through improving the accuracy of authenticating an 

authorized user without effecting the usability. 

6.5 Future Works  

This study recommended further experimental investigation into the EPSB time since it 

has only six points (three ranges) which influenced negatively on the level of usability. 

Therefore, it is suggested to expand the points of EPSB time to more than six points by 

using algebraic theories or numerical analysis. 

It is recommended that the classification be improved with encryption layers by adding 

the potential of classifying and encrypt the image, video, and audio. Besides, this 

framework can be used to improve the security level in any mobile application, website, 

and system. Finally, it is recommended that an improved new information hiding 

mechanism that has the potential to hide text, video, audio, and image before uploading 

data inside cloud computing.  
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Appendix A 

 

PARTICIPANT INFORMATION SHEET 

 

Title:   Examine the Accept and Use of Authentication Framework in Public 

Cloud with EPSB 

 

To participants:  

My name is Mohanaad Talal Shakir, I am an Instructor in Information technology department at 

al Buraimi university college, Oman, and I am PhD student at UNITEN, Malaysis. I am 

conducting research into authentication accuracy  in public cloud computing. We are 

investigating how computers can support people’s needs for examine the usability of 

authentication with a part of exploring these ideas is involving potential ‘ordinary’ users in the 

design, usability testing and evaluation of the prototype applications. In this questionnaire we 

need to examine the effects of security procedures in EPSB on usability of system.  

You are invited to participate in our research and we would appreciate any assistance you can 

offer us, although you are under no obligation to do so.  

Participation involves one visit to our laboratory at Alburaimi University College (BUC), for 

approximately 60 minutes daily. If you agree to participate, you may be asked to perform a 

number of tasks on paper or using a computer. The tasks will be fully explained and demonstrated. 

You will be asked to login and using our public cloud computing. The activities you undertake 

and the time you spend working on each task will be recorded together with authentication 

system. You will be asked fill in a short questionnaire on your experience. 

All the questionnaire information you provide will remain anonymous. The digital recordings, with your 

specific consent, may be used in research reports on this project. You choose whether your recordings 

are used or not on the consent form. Your consent form will be held in a secure file for 6 years, at the end 

of this time it will be properly disposed of. Your name will not be used in any reports arising from this 

study. The information collected during this study may be used in future analysis and publications and 

will be kept indefinitely. When it is no longer required all copies of the data will be destroyed. At the 

conclusion of the study, a summary of the findings will be available from the researchers upon request. 

If you don’t want to participate, you don’t have to give any reason for your decision. If you do 

participate, you may withdraw at any time during the session and you can also ask for the 

information you have provided to be withdrawn at any time until one week after the conclusion 

of your session, without explanation and without penalty, by contacting me (details below). If 

you are a student at Alburaimi University College (BUC) choosing not to participate, or to 
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withdraw yourself or your information, your grades or academic relationships with the University 

or members of staff will not be affected.   

If you agree to participate in this study, please first complete the consent form attached to this 

information sheet. Your consent form will be kept separately from your questionnaire data so that 

no-one will be able to identify your answers from the information you provide. 

Thank you very much for your time and help in making this study possible. If you have any 

questions at any time you can phone me (0096891990794) or the Head of Department, Professor 

Sohail Iqbal (+968 9267 9362), or you can write to us at email: mohanaad@buc.edu.om 

Questionnaire  Objectives: Examine security, accept and use in the authentication process.  

INTRODUCTION 

This questionnaire  is conducted by a Mohanaad Talal Shakir for gathering information about 

validating an authentication system in cloud computing. To ensure the validity, we are taking 

some experts opinion in some aspects to examine usability, security, efficiency, and privacy of 

the system.  

System’s features: 

- Prevent data which have been classified, sensitive, very high, high, intermediate from 

suspicious users;  

- Prevent whole data from unauthorized users; 

- Upload data safely in cloud computing; 

- Monitoring whole system accounts;  

The system provides some mechanisms that enhance authority performance on the system side, 

such as data uploading on the public cloud, determining and saving keys and a mechanism for 

active penetration accounts. On the user's hand, the system classifies data into three main types 

which are: sensitive, semi- sensitive and normal. The core of authority is to divide users also into 

three classifications according to data levels. Each user has some boundaries to data according to 

its level in the system. They also classified as legal, illegal and suspicious so the system can take 

the right procedure to the actions of each one of them. 

 

Mohanaad Talal Shakir  

This questionnaire has been approved by Alburaimi University College, Information technology 
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No. Perceived Usefulness 

PU1 The EPSB enhances my authentication efficiency. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU2 The EPSB algorithm enhances authentication productivity. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU3 The EPSB algorithm enables me to accomplish authentication tasks quickly. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU4 The EPSB algorithm improves authentication accuracy . 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU5 The EPSB algorithm saves my time. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU6 The EPSB algorithm has many distinctive useful features. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PU7 The EPSB algorithm is applicable with  authentication process  

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

Perceived Ease of Use 
PE1 The EPSB algorithm in authentication is easy to use. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PE2 The EPSB algorithm enables me to access the data which saved in public cloud 

computing smoothly. 



157 

Strongly 

agree 

Agree Neutr

al 

Disagree Strongly 

Disagree 

     

PE3 The EPSB algorithm is convenient and user-friendly. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PE4 User no need to memorize complicated password in EPSB algorithm process. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PE5 The EPSB algorithm is no needs to memorize some secrets procedures  

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PE6 The EPSB authentication procedure is not complicated to the user 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

PE7 The EPSB algorithm requires no training. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

Behavioral Intention to Use 

BI1 I intend to increase my use of the EPSB algorithm. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

BI2 It is worth to recommend the EPSB algorithm for other organizations. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

BI3 I’m interested to use the EPSB algorithm more frequently in the future. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 
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Actual System Use 

AU1 I use the EPSB algorithm on daily basis. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 

     

AU2 I use the EPSB algorithm frequently. 

Strongly 

agree 

Agree Neutral Disagree Strongly 

Disagree 
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Appendix B 

Accept and Use Results  

 

Reliability 

Scale: ALL VARIABLES 

Case Processing Summary 

 N % 

Cases 

Valid 4 100.0 

Excludeda 0 .0 

Total 4 100.0 

 

a. Listwise deletion based on all variables in the 

procedure. 

Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items 

N of Items 

.727 .732 2 

Inter-Item Correlation Matrix 

 AU1 AU2 

AU1 1.000 .577 

AU2 .577 1.000 

Item-Total Statistics 

 Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

AU1 1.7500 .250 .577 .333 . 

AU2 1.5000 .333 .577 .333 . 

 

Reliability 

Scale: ALL VARIABLES 

Case Processing Summary 

 N % 

Cases 

Valid 4 100.0 

Excludeda 0 .0 

Total 4 100.0 
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a. Listwise deletion based on all variables in the 

procedure. 

 

Reliability Statistics 

Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items 

N of Items 

.875 .884 3 

 

Inter-Item Correlation Matrix 

 BI1 BI2 B13 

BI1 1.000 .577 .577 

BI2 .577 1.000 1.000 

B13 .577 1.000 1.000 

 

Item-Total Statistics 

 Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

BI1 3.5000 1.000 .577 . 1.000 

BI2 3.2500 .917 .870 . .727 

B13 3.2500 .917 .870 . .727 

 

Reliability 

 

Scale: ALL VARIABLES 

 

Case Processing Summary 

 N % 

Cases 

Valid 4 100.0 

Excludeda 0 .0 

Total 4 100.0 

 

a. Listwise deletion based on all variables in the 

procedure.  

Reliability Statistics 
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Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items 

N of Items 

.739 .741 5 

Inter-Item Correlation Matrix 

 PE2 PE3 PE4 PE6 PE7 

PE2 1.000 .000 -.577 .000 .577 

PE3 .000 1.000 .577 1.000 .577 

PE4 -.577 .577 1.000 .577 .333 

PE6 .000 1.000 .577 1.000 .577 

PE7 .577 .577 .333 .577 1.000 

 

Item-Total Statistics 

 Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

PE2 6.0000 3.333 .000 . .867 

PE3 6.0000 2.000 .816 . .556 

PE4 6.2500 2.917 .293 . .762 

PE6 6.0000 2.000 .816 . .556 

PE7 5.7500 2.250 .778 . .593 

 

Reliability 

 

Scale: ALL VARIABLES 

 

Case Processing Summary 

 N % 

Cases 

Valid 4 100.0 

Excludeda 0 .0 

Total 4 100.0 

 

a. Listwise deletion based on all variables in the 

procedure. 

Reliability Statistics 
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Cronbach's 

Alpha 

Cronbach's 

Alpha Based on 

Standardized 

Items 

N of Items 

.833 .834 7 

 

Inter-Item Correlation Matrix 

 PU1 PU2 PU3 PU4 PU5 PU6 PU7 

PU1 1.000 .000 .577 1.000 .577 .577 .577 

PU2 .000 1.000 .577 .000 .577 .577 -.577 

PU3 .577 .577 1.000 .577 1.000 1.000 -.333 

PU4 1.000 .000 .577 1.000 .577 .577 .577 

PU5 .577 .577 1.000 .577 1.000 1.000 -.333 

PU6 .577 .577 1.000 .577 1.000 1.000 -.333 

PU7 .577 -.577 -.333 .577 -.333 -.333 1.000 

 

Item-Total Statistics 

 Scale Mean if 

Item Deleted 

Scale Variance 

if Item Deleted 

Corrected Item-

Total Correlation 

Squared 

Multiple 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

PU1 10.0000 4.667 .802 . .771 

PU2 10.0000 6.000 .236 . .867 

PU3 9.7500 4.917 .827 . .773 

PU4 10.0000 4.667 .802 . .771 

PU5 9.7500 4.917 .827 . .773 

PU6 9.7500 4.917 .827 . .773 

PU7 9.7500 6.917 -.063 . .896 
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Appendix C 

Authentication Interface 

 Screen shots   

The main sign up page 

The first page is for sign up it contain many label which can help you to create new 

account. By going in detail we will note the following things:  

1. Login icon become in dark which tell us it’s not the correct page you are in  

2. Sign up icon in blue which is the certain page  

3. Logo of system “E-learn oman “ 

4. Title of page 

5. Label which request from user to enter first name  

6. Label which request from user to enter last name  

7. Label which request from user to enter email address  

8. Label which request from user to date of birth  

9. Label which request from user to enter password the size is from 6 to 12 and 

should contain small and capital letter and symbols and number  

10. Label which request from user to confirm password  

11. Label which request from user to enter passcode pin it should be number from 6 

to 8 

12. Label which request from user to enter the code in the image beside   

13.  Label which include code that request from user to enter it to make sure that you  

are the person how write  

14. Input submit button , submit user email and password 

15. Input join us button , submit user information 
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Characteristic of login page  

1) When we add email the label title will going down  

2) Also the same when entering password the title will going down  

3) Here will appear the number which is the speed average of writing 

password  
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Appendix D 

 Results of test 

Tests on real user login  
Test 1  

➢ Data on database table 
Table 5.1 

 
➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1083 millisecond  

Time floor to 100 >>1000 

 

Test 2 

➢ Data on database table 
Table 5.2 

 
➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>999 millisecond  

Time floor to 100 >>900  

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 900    High range time 1000  

  Mean Low mean / High mean  

  Total time 1900  

  Number of records 2  

  Mean time 950  

  low mean time 950    High mean time 1000  

   Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 1000  

  Median time 950  

  low median time 950    High median time 1000  

  Mode 1000  

  low mode time 900    High mode time 1000 

Test 3 

➢ Data on database table 
Table 5.3 
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➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1837 millisecond  

Time floor to 100 >>1800  

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 900    High range time 1800  

  Mean Low mean / High mean  

  Total time 3700  

  Number of records 3  

  Mean time 1233.3333333333  

  low mean time 950    High mean time 1233.3333333333  

   Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 1000  

3  Time 1800  

  Median time 1000  

  low median time 950    High median time 1000  

  Mode 1800  

  low mode time 900    High mode time 1800  

 

Test 4 

➢ Data on database table 
Table 5.4 

 
➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1537 millisecond  

Time floor to 100 >>1500  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

 Total time are 3700  

Number of records are 3  

>>Mean Time> 1233.3333333333  

  Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1233.3333333333)^2=54444.444444444   

  2 power(900-1233.3333333333)^2=111111.11111111   

  3 power(1800-1233.3333333333)^2=321111.11111111   
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>>  

 toltal all X power(X-mean)^2 >486666.66666667  

>>  

 n-1 >2  

>>  

 Variance time>243333.33333333  

  Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>493.28828623162  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.47301616487964  

>>Z Scores of >900 = -0.67573737839949  

>>Z Scores of >1800 = 1.1487535432791  

>> 

 Z Scores of input time  >1500 = 0.54058990271959 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 900    High range time 1800  

  Mean Low mean / High mean  

  Total time 4200  

  Number of records 3  

  Mean time 1400  

  low mean time 950    High mean time 1400  

  Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 1500  

3  Time 1800  

  Median time 1500  

  low median time 950    High median time 1500  

  Mode 1800  

  low mode time 900    High mode time 1800  

Test 5 

➢ Data on database table 
Table 5.5 

 
➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1376 millisecond  

Time floor to 100 >>1300  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

 Total time are 5200  

Number of records are 4  

>>Mean Time> 1300  
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  Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1300)^2=90000   

  2 power(900-1300)^2=160000   

  3 power(1800-1300)^2=250000   

  4 power(1500-1300)^2=40000   

>>  

 toltal all X power(X-mean)^2 >540000  

>>  

 n-1 >3  

>>  

 Variance time>180000  

  Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>424.26406871193  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.70710678118655  

>>Z Scores of >900 = -0.94280904158206  

>>Z Scores of >1800 = 1.1785113019776  

>>Z Scores of >1500 = 0.47140452079103  

>> 

 Z Scores of input time  >1300 = 0 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 900    High range time 1800  

  Mean Low mean / High mean  

  Total time 5500  

  Number of records 4  

  Mean time 1375  

  low mean time 950    High mean time 1400  

   Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 1300  

3  Time 1500  

4  Time 1800  

  Median time 1400  

  low median time 950    High median time 1500  

  Mode 1800  

  low mode time 900    High mode time 1800  

 

 

 

Test 6 

➢ Data on database table 
Table 5.6 

 
➢ Data from generated report 

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 
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User name >>Saud 

Input Time >>1519 millisecond  

Time floor to 100 >>1500  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

 Total time are 6500  

Number of records are 5  

>>Mean Time> 1300  

  Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1300)^2=90000   

  2 power(900-1300)^2=160000   

  3 power(1800-1300)^2=250000   

  4 power(1500-1300)^2=40000   

  5 power(1300-1300)^2=0   

>>  

 toltal all X power(X-mean)^2 >540000  

>>  

 n-1 >4  

>>  

 Variance time>135000  

  Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>367.42346141748  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.81649658092773  

>>Z Scores of >900 = -1.0886621079036  

>>Z Scores of >1800 = 1.3608276348795  

>>Z Scores of >1500 = 0.54433105395182  

>>Z Scores of >1300 = 0  

>> 

 Z Scores of input time  >1500 = 0.54433105395182 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

  

  low range time 900    High range time 1800  

  Mean Low mean / High mean  

  Total time 7000  

  Number of records 5  

  Mean time 1400  

  low mean time 950    High mean time 1400  

   Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 1300  

3  Time 1500  

4  Time 1500  

5  Time 1800  

  Median time 1500  

  low median time 950    High median time 1500  

  Mode 1500  

  low mode time 900    High mode time 1800  

Test 7 

➢ Data on database table 
Table 5.7 
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➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>912 millisecond  

Time floor to 100 >>900  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

 Total time are 8000  

Number of records are 6  

>>Mean Time> 1333.3333333333  

  Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1333.3333333333)^2=111111.11111111   

  2 power(900-1333.3333333333)^2=187777.77777778   

  3 power(1800-1333.3333333333)^2=217777.77777778   

  4 power(1500-1333.3333333333)^2=27777.777777778   

  

 5 power(1300-1333.3333333333)^2=1111.1111111111   

  6 power(1500-1333.3333333333)^2=27777.777777778   

>>  

 toltal all X power(X-mean)^2 >573333.33333333  

>>  

 n-1 >5  

>>  

 Variance time>114666.66666667  

  Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>338.62466931201  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.9843740386977  

>>Z Scores of >900 = -1.279686250307  

>>Z Scores of >1800 = 1.3781236541768  

>>Z Scores of >1500 = 0.49218701934885  

>>Z Scores of >1300 = -0.098437403869769  

>>Z Scores of >1500 = 0.49218701934885  

>> 

 Z Scores of input time  >900 = -1.279686250307 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 900    High range time 1800  

  Mean Low mean / High mean  

  Total time 7900  
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  Number of records 6  

  Mean time 1316.6666666667  

  low mean time 950    High mean time 1400  

   Median Low median / High median  

  Time records after sorting  

1  Time 900  

2  Time 900  

3  Time 1300  

4  Time 1500  

5  Time 1500  

6  Time 1800  

  Median time 1400  

  low median time 950    High median time 1500  

  Mode 1500  

  low mode time 900    High mode time 1800  

Test 8 

➢ Data on database table 
Table 5.8 

 
➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>799 millisecond  

Time floor to 100 >>700  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

 Total time are 8900  

Number of records are 7  

>>Mean Time> 1271.4285714286  

 Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1271.4285714286)^2=73673.469387755   

  2 power(900-1271.4285714286)^2=137959.18367347   

  3 power(1800-1271.4285714286)^2=279387.75510204   

  4 power(1500-1271.4285714286)^2=52244.897959184   

  5 power(1300-1271.4285714286)^2=816.32653061225   

  6 power(1500-1271.4285714286)^2=52244.897959184   

  7 power(900-1271.4285714286)^2=137959.18367347   

>>  

 toltal all X power(X-mean)^2 >734285.71428571  

>>  



192 

 n-1 >6  

>>  

 Variance time>122380.95238095  

  Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>349.82989063394  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.77588730607527  

>>Z Scores of >900 = -1.061740524103  

>>Z Scores of >1800 = 1.5109384381466  

>>Z Scores of >1500 = 0.65337878406338  

>>Z Scores of >1300 = 0.081672348007923  

>>Z Scores of >1500 = 0.65337878406338  

>>Z Scores of >900 = -1.061740524103  

>> 

 Z Scores of input time  >700 = -1.6334469601585 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 700    High range time 1800  

  Mean Low mean / High mean  

  Total time 8600  

  Number of records 7  

  Mean time 1228.5714285714  

  low mean time 950    High mean time 1400  

  

  Median Low median / High median  

  Time records after sorting  

1  Time 700  

2  Time 900  

3  Time 900  

4  Time 1300  

5  Time 1500  

6  Time 1500  

7  Time 1800  

  Median time 1300  

  low median time 950    High median time 1500  

  Mode 1500  

  low mode time 900    High mode time 1800  

Test 9 

➢ Data on database table 
Table 5.9 

 
 

➢ Data from generated report  
This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 



193 

User name >>Saud 

Input Time >>2043 millisecond  

Time floor to 100 >>2000  

  ||||||  Z Scores ||||||   

  Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

id>517 >>Time>700  

 Total time are 9600  

Number of records are 8  

>>Mean Time> 1200  

  Finding the variance all X power(X-mean)^2 div by all n-1   

  1 power(1000-1200)^2=40000   

  2 power(900-1200)^2=90000   

  3 power(1800-1200)^2=360000   

  

 4 power(1500-1200)^2=90000   

  

 5 power(1300-1200)^2=10000   

  

 6 power(1500-1200)^2=90000   

  

 7 power(900-1200)^2=90000   

  

 8 power(700-1200)^2=250000   

>>  

 toltal all X power(X-mean)^2 >1020000  

>>  

 n-1 >7  

>>  

 Variance time>145714.28571429  

  

 Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>381.72540616821  

  

 Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.52393683199558  

>>Z Scores of >900 = -0.78590524799338  

>>Z Scores of >1800 = 1.5718104959868  

>>Z Scores of >1500 = 0.78590524799338  

>>Z Scores of >1300 = 0.26196841599779  

>>Z Scores of >1500 = 0.78590524799338  

>>Z Scores of >900 = -0.78590524799338  

>>Z Scores of >700 = -1.309842079989  

>> 

 Z Scores of input time  >2000 = 2.0957473279823 within the level   

  

 |||||| CR time and integration  

  Range Low range / High range  

  

  low range time 700    High range time 2000  

  Mean Low mean / High mean  

  Total time 10600  
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  Number of records 8  

  Mean time 1325  

  low mean time 950    High mean time 1400  

  

  Median Low median / High median  

  Time records after sorting  

1  Time 700  

2  Time 900  

3  Time 900  

4  Time 1300  

5  Time 1500  

6  Time 1500  

7  Time 1800  

8  Time 2000  

 

  Median time 1400  

  low median time 950    High median time 1500  

 

  Mode 1500  

  low mode time 900    High mode time 1800  

Test 10 

➢ Data on database table 
Table 5.10 

 
 

➢ Data from generated report  
This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>6000 millisecond  

Time floor to 100 >>6000  

  

 ||||||  Z Scores ||||||   

  

 Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

id>517 >>Time>700  

id>518 >>Time>2000  
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 Total time are 11600  

Number of records are 9  

>>Mean Time> 1288.8888888889  

  

 Finding the variance all X power(X-mean)^2 div by all n-1   

  

 1 power(1000-1288.8888888889)^2=83456.790123457   

  

 2 power(900-1288.8888888889)^2=151234.56790123   

  

 3 power(1800-1288.8888888889)^2=261234.56790123   

  

 4 power(1500-1288.8888888889)^2=44567.901234568   

  

 5 power(1300-1288.8888888889)^2=123.45679012346   

  

 6 power(1500-1288.8888888889)^2=44567.901234568   

  

 7 power(900-1288.8888888889)^2=151234.56790123   

  

 8 power(700-1288.8888888889)^2=346790.12345679   

  

 9 power(2000-1288.8888888889)^2=505679.01234568   

>>  

 toltal all X power(X-mean)^2 >1588888.8888889  

>>  

 n-1 >8  

>>  

 Variance time>198611.11111111  

  

 Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>445.65806523736  

  

 Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.64822991307253  

>>Z Scores of >900 = -0.87261719067456  

>>Z Scores of >1800 = 1.1468683077437  

>>Z Scores of >1500 = 0.47370647493762  

>>Z Scores of >1300 = 0.024931919733559  

>>Z Scores of >1500 = 0.47370647493762  

>>Z Scores of >900 = -0.87261719067456  

>>Z Scores of >700 = -1.3213917458786  

>>Z Scores of >2000 = 1.5956428629478  

>> 

 Z Scores of input time  >6000 = 10.571133967029 out of level  

No record insert to database 

Test 11 

➢ Data on database table 
Table 5.11 
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➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1600 millisecond  

Time floor to 100 >>1600  

  

 ||||||  Z Scores ||||||   

  

 Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

id>517 >>Time>700  

id>518 >>Time>2000  

 

 Total time are 11600  

Number of records are 9  

>>Mean Time> 1288.8888888889  

  

 Finding the variance all X power(X-mean)^2 div by all n-1   

  

 1 power(1000-1288.8888888889)^2=83456.790123457   

  

 2 power(900-1288.8888888889)^2=151234.56790123   

  

 3 power(1800-1288.8888888889)^2=261234.56790123   

  

 4 power(1500-1288.8888888889)^2=44567.901234568   

  

 5 power(1300-1288.8888888889)^2=123.45679012346   

  

 6 power(1500-1288.8888888889)^2=44567.901234568   

  

 7 power(900-1288.8888888889)^2=151234.56790123   

  

 8 power(700-1288.8888888889)^2=346790.12345679   

  

 9 power(2000-1288.8888888889)^2=505679.01234568   

>>  
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 toltal all X power(X-mean)^2 >1588888.8888889  

>>  

 n-1 >8  

>>  

 Variance time>198611.11111111  

  

 Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>445.65806523736  

  

 Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.64822991307253  

>>Z Scores of >900 = -0.87261719067456  

>>Z Scores of >1800 = 1.1468683077437  

>>Z Scores of >1500 = 0.47370647493762  

>>Z Scores of >1300 = 0.024931919733559  

>>Z Scores of >1500 = 0.47370647493762  

>>Z Scores of >900 = -0.87261719067456  

>>Z Scores of >700 = -1.3213917458786  

>>Z Scores of >2000 = 1.5956428629478  

>> 

 Z Scores of input time  >1600 = 0.69809375253965 within the level   

  

 |||||| CR time and integration  

  Range Low range / High range  

  

  low range time 700    High range time 2000  

  Mean Low mean / High mean  

  Total time 12200  

  Number of records 9  

  Mean time 1355.5555555556  

  low mean time 950    High mean time 1400  

  

  Median Low median / High median  

  Time records after sorting  

1  Time 700  

2  Time 900  

3  Time 900  

4  Time 1300  

5  Time 1500  

6  Time 1500  

7  Time 1600  

8  Time 1800  

9  Time 2000  

 

  Median time 1500  

  low median time 950    High median time 1500  

 

  Mode 1500  

  low mode time 900    High mode time 1800  

Test 12 

➢ Data on database table 
Table 5.12 
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➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1198 millisecond  

Time floor to 100 >>1100  

  

 ||||||  Z Scores ||||||   

  

 Records   

id>509 >>Time>1000  

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

id>517 >>Time>700  

id>518 >>Time>2000  

id>519 >>Time>1600  

 

 Total time are 13200  

Number of records are 10  

>>Mean Time> 1320  

  

 Finding the variance all X power(X-mean)^2 div by all n-1   

  

 1 power(1000-1320)^2=102400   

  

 2 power(900-1320)^2=176400   

  

 3 power(1800-1320)^2=230400   

  

 4 power(1500-1320)^2=32400   

  

 5 power(1300-1320)^2=400   

  

 6 power(1500-1320)^2=32400   

  

 7 power(900-1320)^2=176400   

  

 8 power(700-1320)^2=384400   

  

 9 power(2000-1320)^2=462400   
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 10 power(1600-1320)^2=78400   

>>  

 toltal all X power(X-mean)^2 >1676000  

>>  

 n-1 >9  

>>  

 Variance time>186222.22222222  

  

 Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>431.53472887153  

  

 Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >1000 = -0.74153939090095  

>>Z Scores of >900 = -0.9732704505575  

>>Z Scores of >1800 = 1.1123090863514  

>>Z Scores of >1500 = 0.41711590738179  

>>Z Scores of >1300 = -0.04634621193131  

>>Z Scores of >1500 = 0.41711590738179  

>>Z Scores of >900 = -0.9732704505575  

>>Z Scores of >700 = -1.4367325698706  

>>Z Scores of >2000 = 1.5757712056645  

>>Z Scores of >1600 = 0.64884696703833  

>> 

 Z Scores of input time  >1100 = -0.50980833124441 within the level   

  

 |||||| CR time and integration  

  Range Low range / High range  

  

  low range time 700    High range time 2000  

  Mean Low mean / High mean  

  Total time 13300  

  Number of records 10  

  Mean time 1330  

  low mean time 950    High mean time 1400  

  

  Median Low median / High median  

  Time records after sorting  

1  Time 700  

2  Time 900  

3  Time 900  

4  Time 1100  

5  Time 1300  

6  Time 1500  

7  Time 1500  

8  Time 1600  

9  Time 1800  

10  Time 2000  

 

  Median time 1400  

  low median time 950    High median time 1500  

 

  Mode 1500  

  low mode time 900    High mode time 1800  

 

Test 13 

➢ Data on database table 
Table 5.13 
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➢ Data from generated report  

This file generated automatically to verify the calculation 

User ID >>41 

User email >>m120130303019@buc.edu.om 

User name >>Saud 

Input Time >>1493 millisecond  

Time floor to 100 >>1400  

  ||||||  Z Scores ||||||   

 Records   

id>510 >>Time>900  

id>512 >>Time>1800  

id>513 >>Time>1500  

id>514 >>Time>1300  

id>515 >>Time>1500  

id>516 >>Time>900  

id>517 >>Time>700  

id>518 >>Time>2000  

id>519 >>Time>1600  

id>520 >>Time>1100  

 Total time are 13300  

Number of records are 10  

>>Mean Time> 1330  

  Finding the variance all X power(X-mean)^2 div by all n-1   

 1 power(900-1330)^2=184900   

 2 power(1800-1330)^2=220900   

 3 power(1500-1330)^2=28900   

 4 power(1300-1330)^2=900   

 5 power(1500-1330)^2=28900   

 6 power(900-1330)^2=184900   

 7 power(700-1330)^2=396900   

 8 power(2000-1330)^2=448900   

 9 power(1600-1330)^2=72900   

 10 power(1100-1330)^2=52900   

>>  

 toltal all X power(X-mean)^2 >1621000  

>>  

 n-1 >9  

>>  

 Variance time>180111.11111111  

 Calculating the standard deviation sqrt(variance)   

>>standard deviation of time>424.39499421071  

  Calculating the Z Scores   

 Max level of Z Score 3  

 Min level of Z Score -3  

>>Z Scores of >900 = -1.0132070497196  
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>>Z Scores of >1800 = 1.1074588682982  

>>Z Scores of >1500 = 0.40057022895891  

>>Z Scores of >1300 = -0.070688863933925  

>>Z Scores of >1500 = 0.40057022895891  

>>Z Scores of >900 = -1.0132070497196  

>>Z Scores of >700 = -1.4844661426124  

>>Z Scores of >2000 = 1.578717961191  

>>Z Scores of >1600 = 0.63619977540533  

>>Z Scores of >1100 = -0.54194795682676  

Z Scores of input time  >1400 = 0.16494068251249 within the level   

  |||||| CR time and integration  

  Range Low range / High range  

   low range time 700    High range time 2000  

  Mean Low mean / High mean  

  Total time 13800  

  Number of records 10  

  Mean time 1380  

  low mean time 950    High mean time 1400  

   Median Low median / High median  

  Time records after sorting  

1  Time 700  

2  Time 900  

3  Time 1100  

4  Time 1300  

5  Time 1400  

6  Time 1500  

7  Time 1500  

8  Time 1600  

9  Time 1800  

10  Time 2000  

  Median time 1450  

  low median time 950    High median time 1500  

  Mode 1500  

  low mode time 900    High mode time 1800  

The oldest record of id 509 has been deleted  
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Appendix E  

Oraganization Policices, Role and responsibility , Planning  

a. Policies 

This section describes the main policies outlined, such as standards for business and 

stakeholders. Policies are different from country to country, and from layer to layer, and 

throughout the whole framework. The structure of the policies is built depending on many 

factors, such as country laws, size of the organization, and level of awareness. 

 

i.  Standards 

a. Business 

1) Classify all data depending on the nature of the data;  

2) Prevent data that has been classified as high level and semi-sensitive from 

suspicious users;  

3) Prevent whole data from unauthorized users; 

4) Monitor whole system accounts;  

b.  User 

1) Classify all users into three main types: legal, illegal, and suspicious; 

2) Classify all authorize users into multi-security levels;    

3) Monitor legitimate user behavior; and 

4) Availability of data depends on the user authority level. 

b. Roles and Responsibilities 

This section describes the roles and responsibilities outlined in the security framework. 

The main outline can be divided into three topics: 1) standards, 2) critical security 

procedure, and 3) monitoring. The purpose of this topic    e is to determine the whole 

mechanism, including encryption, uploading, level of authority and data, and critical 

procedures. 

 

i.  Standards 

a. Business 

1) The mechanism for uploading data on the public cloud; 

2) The mechanism for activating any penetration of accounts; 

3) Classify all data into three main types, which are high level, semi-sensitive, 

and normal (see Figure 4.5): 
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A. High level (00) data has a very high-security level and can tremendously 

affect the main pillars of the organization. 

B. Semi sensitive (10) data has a certain level of importance and can 

influence the organization aspects. 

C.  Normal data is data that the organization wishes to announce to 

everyone. 

b. User 

1) Mechanism of data availability for legal, illegal, and suspicious users. 

2) Classify all legal users into five types: user 00, user 01, user 10, user 11, and 

Normal, based on organization policies, as shown below: 

A. Full Authority User (00): has full authority to edit, add, read, write, copy, 

and modify all data in the organization from the level of data 00 through 

11. 

B. Higher Authority User (01): has the authority to edit, add, read, write, 

copy, and modify all data in the organization from the level of data 01 

through 11. 

C. Authority User (11): has the authority to edit, add, read, write, and 

modify all data in the organization from the level of data 11 only. 

 

c. Accountable 

An organization must have regulations included for whole-organization 

activities, including who is responsible for any activity that is relevant to 

data and the users. Besides, all layers have their roles and responsibilities to 

achieve the targets of the security framework. 

c. Planning 

This section presents the structure of the process that is associated with authentication. 

We select three mains process, which are monitor, evaluate, and direct, as shown 

below[191]:  

a)  Monitor 

Monitoring represents the sequence of processes that are associated with the 

security framework in three aspects. First, the authentication layer receives 

the results of the EPSB generated from the confidence range algorithm and 

checks the authority of the users. Second, in the classification layers, it 



204 

receives the results of the data security classification and determines the 

length of the key encryption according to the data security level.  

 

b) Evaluate 

This entity can compare between current users and the previous history of 

that authorized user. The purpose of this process is to examine the rate of 

compatibility between them to diagnose if the user is authorized, 

unauthorized, and a suspicious user, which can save the data security level. 

 

1) Authorized User  

The user who has the authority to login into data based on the 

organization policies on the distribution of the authority level of the 

user. 

2) Suspicious User  

The user who has the specifications of both authorized and 

unauthorized. 

 

3) Unauthorized user  

The entity logging into the data illegally. 

 

c) Direct Activity   

This section presents the processes that will be applied based on the results of 

the evaluation sector. This is also considered as the execution sector. It works 

to synchronize all layers in a security framework. The outline of procedures is 

as shown below: 

1. Availability of all data for users based on authorized users. 

2. Active critical security procedure.  

The system will follow a set of activities and procedures in case it detects any 

suspicious use by examining the user's behavior. Decision agents have the 

power to activate these procedures. The main purpose behind these procedures 

is the security protection for protecting the data and the system from any 

suspicious access. These procedures are as follows: 

1. Blocking the high-level secured data. 
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2. Sending an e-mail to the main/in charge user's account and: 

2.1 Sending the first activation e-mail that will be valid for 3 minutes. 

2.2 If the user confirms the received e-mail, the block will be removed from 

the data, and the system will work smoothly. 

2.3 If the user does not confirm the received e-mail, the first email will 

expire, and another email will be sent, and similarly, it will be activated 

for another 3 minutes. 

2.4 In case of no confirmation, the following procedures will be taken: 

2.4.1 Blocking the user's account. 

2.4.2 An e-mail is sent to the main user and the admin for the re-

activation process. 

2.4.3 The main user should first activate the account, and the 

admin should confirm that process. 
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